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Introduction 
 

This manual is a working manual, i.e., the readers are encouraged to submit their 

observations, field experiences and opinions regarding what is presented, in the 

hopes that this will better serve their fellow officers. 

 

It is understood that, at this moment, law enforcement is undermanned, 

underequipped, undertrained, and, under supported by Administrators in their 

departments and public officials. The one item for which each police officer is not 

in short supply is their DEDICATION to their jobs and the communities they serve. 

 

Each of you must never lose track of the fact that this is not a protest, IT IS A 

REVOLUTION. 
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THE AUTHOR’S EXPERIENCE OF PAST REVOLUTIONS AND HOW 

THESE COMPARE TO WHAT YOU ARE EXPERIENCING NOW.  

THIS WAS A LECTURE GIVEN OVERSEAS, SO, WHEN READING URBAN GUERRILLA 

OR TERRORIST, INSTEAD THINK OF ANTIFA OR BLM. ALSO, WHEN YOU READ 

SECURITY FORCE, THINK, LAW ENFORCEMENT OR MILITARY, DEPENDING ON THE 

TOPIC. 

Most of urban guerrilla and terrorist organizations are organized in a non-hierarchical 

fashion. Even where vertical definition exists, it generally consists of relatively few 

layers.  Typically, such groups are composed of several three to ten person cells that 

are tightly compartmented from each other in the interest of security. (This pattern is 

pretty consistent across time, regardless of the nature of the group, or its location.) 

In some cases, there is also functional specialization among the cells.  Some groups, 

for example, appear to have maintained separate cells devoted exclusively to activities 

like intelligence, sniping, executions, bombings, propaganda, and robberies.   

Urban paramilitary groups often work with otherwise apolitical criminal elements outside 

the drug arena.   Criminal gangs are frequently the silent partners of urban 

revolutionaries in Italian kidnap operations.  Additionally, professional criminals are 

essential in helping urban paramilitaries launder ransoms and money taken in bank 

robberies because authorities know the serial numbers of the bills.  Sometimes, such 

groups enlist low-level assistance from criminal elements like when the FLQ in Montreal 

recruited pickpockets and drifters from the hangers (gang territories) of the city.  

 People who prefer action to words predominate in urban guerrilla and terrorist groups.  

By nature, they are impatient people who typically seek instant gratification via their 

actions.  Action is also important as a means of maintaining group self-esteem, sense of 

purpose, and legitimacy.  Additionally, action provides a way of building more intensely 

personal loyalties and group solidarity through mutually shared experiences.  In small 

organizations led by charismatic father-figures, action provides a vehicle for revalidating 

his authority and claim on the loyalty of his followers. Eventually, some urban guerrillas 

and terrorists become, in the words of one psychologist, “action addicts” who crave the 

action “high” in the same way that other addicts long for drugs or alcohol.  

Urban revolutionaries are usually quick to learn from the successes of others. 

The behavior of urban guerrillas and terrorists is also adaptive.  They learn from their 

own experience (especially past mistakes) and modify their tactics accordingly.  

Japanese student radicals, for example, adapted to police tactics by equipping 

themselves with helmets, gas masks, and long bamboo poles when staging street 

demonstrations.  They also developed more sophisticated riot tactics in response to 

standard police procedures for dealing with street demonstrations.  They formed 5-6 

man commando squads, which staged diversionary attacks in one part of the city as a 



way of drawing police attention away from the site of the big demonstration.  According 

to one German official, the Red Army Faction also “closely studied every court case 

against them to discover their weak spots.”  After learning that the German police could 

usually obtain fingerprints from the bottom of toilet seats or inside refrigerators, the Red 

Army Faction began applying a special ointment to their fingers that, after drying, 

prevents fingerprints.  

Urban guerrillas and terrorists all seek a political rather than military victory.  (Indeed, 

many groups realize that military victory is impossible from the very outset.)  Therefore, 

their basic goal is control of men’s minds rather than occupying territory.  They are, in 

the words of one observer:  

“…political partisans for whom success or failure will hinge less on what happens on the 

battleground than on their capacity to get their message across, to erode the morale of 

the forces of order, and to induce a general “climate of collapse”.  

The backbone of their strategy is, therefore, persuading rather than compelling people 

to do as they wish.  This is essentially the strategy of the weak whose success depends 

upon how others respond to it.   

The first step along that road is to separate the loyalty of the target constituency from 

the governing authorities by creating an “us versus them” mentality with the 

insurgents/terrorists and the constituency on one side and the authorities on the other.  

Algeria in the last 1950s and early 1960s provides just such an example.  The French 

refused to withdraw from Algeria because they claimed it was an integral part of France.   

(A claim accepted by many Algerians and by much of world public opinion.)  Thus, the 

central and decisive issue for the group seeking independence was to convince the 

local population that they were not “French.”  What the FLN did was to goad the French 

administrators into demonstrating the unreality of their claim that there was no distinct 

Algerian nation.  After repeated acts of violence, French administrators reacted in a 

predictable fashion.  They began to treat all people of non-European origin as suspects.  

Thus, all Algerian Muslims came to be seen by the colonial administration as “suspects” 

and hence different than Algerian settlers of European origin.  The French authorities 

confirmed these suspicions by transferring all French Army units composed 

predominantly of Algerian Muslims to France and replacing them in Algeria with troops 

of European origin.  By these actions, the French inherently conceded the claims of the 

FLN, polarized the situation, and demonstrated unmistakably that they regarded no 

Algerians as Frenchmen except for European settlers. The final outcome was probably 

inevitable from that point onward.    

Urban guerillas and terrorists also seek to break down the existing social structure and 

encourage a general feeling of insecurity and disorientation.  Such conditions generally 

benefit the urban guerillas and terrorists because they discredit governmental 

authorities.  At the same time, it forces the population to side with whichever group is in 

position to provide protection and/or apply coercion.  



  

These groups also seek to sap the morale and break the will of the authorities through a 

strategy of psychological leverage and attrition.  This strategy was the keystone of the 

Irgun’s campaign to oust the British from Palestine.  Basically, Menachem Begin (leader 

of the Irgun) decided to destroy British prestige by continuing to offer them a series of 

unacceptable (and even humiliating) choices until they withdrew.  If Britain persisted, it 

must do so by utilizing methods that would bring international censure and offend the 

British public’s sense of decency and self-respect.  On the other hand, failure to 

maintain order would make the British colonial administrations everywhere appear weak 

and vulnerable.  Begin hoped that continuously attacking British facilities and members 

of the British establishment in Palestine would eventually break British resolve.   

At the same time, urban guerrillas and terrorists also try to demoralize the local security 

forces.  One popular technique is to selectively assassinate members of the same 

ethnic community as the urban guerrillas and terrorists.  This approach has been used 

extensively in Northern Ireland against Catholic members of the Royal Ulster 

Constabulary, against ethnic Greeks serving with the British colonial police force in 

Cyprus and against the Calcutta police by Naxalite guerrillas.  Soldiers are also a 

popular target of violence.  In Cyprus, the EOKA even encouraged passive resistance 

aimed at the families of British soldiers as well.   

Attacking members of the security forces serves several purposes.  First, it discourages 

members of minority ethnic groups from cooperating with the local administration.  This 

is important because it lends the ring of truth to claims by the urban guerrillas that the 

police and soldiers are just tools of the dominant ethnic group or “colonial” 

administration.  This helps move the community into an “us versus them” stance as the  

urban guerillas and terrorists wish.  Cleansing the police of “collaborators” is also 

important because such men know the ethnic community well, including family politics, 

major personalities, and habits of everyone.  Such policeman can move among the 

population at will and bring back important intelligence.  Second, it allows such groups 

to bring pressure on whoever remains to cooperate lest they too be killed.  Urban 

guerrillas and terrorists also hope to induce a “Fort Apache” mentality in both the police 

and the military.  That is, police and security forces become increasingly cut off from 

intelligence, afraid of moving among the people, and feel themselves barricaded both 

physically and psychologically.  At this point, the urban guerrillas and terrorists have 

driven an important wedge between the man-in-the-street and the authorities.  

Paralyzing the judicial system is another important objective in the overall strategy of 

breaking down the normal social structure and thereby sowing feelings of insecurity.  As 

the head of one official British commission on Northern Ireland noted: “the main 

obstacle to dealing effectively with terrorist crime in the regular courts of justice is 

intimidation by terrorist organizations of those persons who would be able to give 

evidence for the prosecution if they dared.”  Indeed, there is strong evidence that 30 

cases of direct coercion of witnesses took place between 1972 to 1973 in Northern 



Ireland.  Intimidation also extended to members of juries in Northern Ireland.  Urban 

guerrillas and terrorists also target prosecutors and judges as well. The Red Brigades of 

Italy, for example, assassinated the Attorney General of Genoa in 1976, the President 

of the Turin Bar Association in 1977, and the 

Lieutenant-Colonel of the Carabinieri who commanded the unit responsible for 

maintaining order in court rooms in 1979.  The Red Army Faction in Germany carried 

out a bomb attack against a Federal Judge in Buddenberg in 1972 and at the same time 

threatened further actions against public prosecutors and judges.  Narcoterrorists, 

infuriated by government crackdowns, assassinated the Colombian Minister of Justice 

in 1984 as the initial step in a campaign aimed at intimidating the Colombian political 

and judicial systems.  The Islamic Group killed a high-ranking Egyptian police official in 

1996 as part of general campaign of hit-and-run attacks on the police.  Three years 

before, this same group tried unsuccessfully to assassinate Egypt’s Minister of the 

Interior.   

Urban guerillas and terrorists also hope that the paralysis of the security and judicial 

systems may push the government to adopt repressive, extra-legal methods and to 

abridge the constitutional rights of ordinary citizens.  (The Uruguayan military in 1971, 

for example, felt compelled to take over the counter-guerrilla campaign and to try 

suspects in military rather than civil courts.) The government comes to be seen as 

increasingly arbitrary and totalitarian thereby heightening popular discontent.  Groups 

may also hope that such methods will arouse the ire of liberals within the government 

thereby dividing the cabinet and inciting trouble with the legislature.  

 Urban guerrillas and terrorists also have a secondary objective in breaking down the 

security and judicial systems.  They hope to become the defacto arbitrator of disputes 

and dispensers of justice.   They also try to position themselves as protectors of the 

community from rival ethnic or religious groups.  Persistent, but unconfirmed, reports of 

“Black Courts” operating in Russia are an example of this phenomenon.  According to 

these reports, various Russian criminal gangs have established ad hoc tribunals to 

which legitimate businesses submit civil disputes because regular Russian courts lack 

jurisdiction.  Leaders of the gangs make a judgement, establish damages (after taking a 

percentage off the top), and enforce the collection of those damages from the losing 

party.  Likewise, the Provisional Irish Republican Army’s prestige received an important 

early boost when its members defended a Catholic church from a Protestant mob intent 

on arson when the British security forces were slow to respond.  

Urban paramilitary groups also seek to “internationalize” the dispute.  That is, they hope 

to entice other countries or international bodies to pressure the local authorities or 

outside interventionists into negotiations (thereby legitimizing their status) at a minimum 

or into concessions at best. 

One of the central issues for all such movements is how to get its message across and 

how to advertise its existence.  Thus, urban paramilitary groups engage in a series of 

high-profile acts (bombings, abductions, and assassinations) which are bound to draw 



headlines.  This need for publicity is partly pragmatic.  Groups must be seen to exist, 

their demands must be broadcast, and the government must be shown to be impotent.  

Otherwise, urban paramilitary groups fade away into obscurity and irrelevance.  

Members of such groups also probably need recognition for deep-seated psychological 

reasons as well.  Many of them suffer from a sense of low self-esteem and so probably 

need the constant ego boost that news coverage can provide.  Urban guerrilla and 

terrorist organizations probably cannot exist without media coverage; indeed, the 

smaller the group the more it depends upon publicity for continuing viability.  

The media obliges by ensuring that the whole world is watching.  In a sense, the media 

becomes the urban guerrilla and terrorist’s best friend.  As the chief villain in a recent 

James Bond movie explains, nothing sells newspapers like bad news. A psychologist 

echoes that claim. He believes the public is “titillated” by such violence and so 

comparatively minor events receive coverage out of all proportion to their actual effect 

upon people’s lives.  This same psychologist claims that this dramatic appeal makes 

terrorist acts a “glamorous growth industry” that will continue so long as “the mass 

media, under the guise of information, entertain their public in prime time with stories of 

terrorism and titillate the imagination of an increasingly more passive public.”  At the 

same time, the explosion of news providers (newspapers, television, cable networks, 

the Internet) makes the media ever more ravenous for exciting stories.     

Urban paramilitary groups and the media are locked together into an inexorable 

symbiotic partnership of mutual need and benefit because violence is news.  

Sometimes it is difficult to 

distinguish which is the instigator and which the respondent.  There are unconfirmed 

reports coming out of Algeria in the late 1950s and early 1960s to the effect that some 

journalists actually conspired with paramilitary groups to get good stories.  According to 

these reports, many of the most startling pictures from Algeria were obtained when a 

photographer was tipped off in advance as to the time and place of an incident so that 

he could be on-hand to get the picture.  American television networks also allegedly 

paid over $1 million a week to the terrorist group that had hijacked a TWA airplane 

during the Beirut crisis of 1985 to assure sole access to the developing hostage crisis.  

ABC News also reportedly paid the Amal Militia in Lebanon $30,000 for sole access to a 

hostage interview and another $50,000 to cover the “farewell banquet”.  

Success in urban operations depends upon having reliable information and hence 

intelligence collection is a primary objective of urban guerrilla and terrorist 

organizations.  Reliable information about targets to be attacked and about the 

movements of people to be killed or kidnapped is crucial to the success of such 

operations.  Indeed, intelligence collection is given such a high priority that some groups 

have dedicated cells devoted to nothing else.  As a rule, such information is usually 

collected by human sources such as repair workers, postmen, waiters, cleaning people, 

or government employees who can move around a potential target without arousing 

suspicion.  At other times, groups rely on sympathizers or paid informants within the 



police or government to provide essential information.  These sources are sometimes 

supplemented by electronic eavesdropping techniques like the ones used by the 

Provisional Irish Republican Army against the British and narcoterrorists against the 

Colombian security forces. 

 

RIOTS 

 

 The exploitation of riots is an especially important tactic for urban paramilitary 

organizations, especially in their early days. The second revolution in Algeria, for 

example, began in October 1988 with large demonstrations instigated by Islamic groups 

inspired by the Palestinian intifada uprising against the Israelis.  Large-scale rioting 

can quickly exhaust police resources thereby enhancing urban guerrillas’ 

freedom of action.  Urban guerrillas can also encourage demonstrators to commit acts 

of violence and sometimes direct those acts against specific targets.  Urban guerrillas 

and terrorists may also take advantage of riots as cover for their own activities.  

Sometimes spontaneous demonstrations can even spawn paramilitary groups.  Hamas, 

for example, grew directly out of the intifadah and was only able to make itself a political 

force in the beginning because of it.  Finally, riots offer an excuse to erect barricades 

and to create defacto “no go” areas where government authority is suspended if only 

temporarily.  

Carlos Marighella’s classic manual on urban guerrilla warfare offers the following advice 

on effective “street tactics” during demonstrations and riots.  According to him, Brazilian 

students in 1968 used “excellent street tactics” by marching down streets against the 

traffic and employing slings and marbles against the police.  He also encourages would 

be urban guerrillas to construct barricades and to pull up paving stones for throwing at 

the police during demonstrations.  He goes on to advise tossing bottles, bricks, 

paperweights, and other projectiles from the tops of office and apartment buildings.  

Finally, Marighella notes that building construction sites provide rioters with good places 

for flight, hiding, and surprise attacks against pursuing police.   The psychology of large 

groups and the “mob mentality” makes it easy for guerrilla and terrorist agitators to 

manipulate demonstrations and strike to their own advantage.  In such circumstances, 

people generally defer decision-making to others, especially if the situation is 

stressful and hectic.  At the same time, individuals in the crowd feel anonymous and 

so are able to release suppressed desires by doing things that they have always 

wanted, but previously did not dare do alone.  An initial act of violence by the crowd 

often releases pent-up tensions and encourages the crowd to engage in more ferocious 

acts of violence subsequently.  Thus, all guerrilla and terrorists organizers must do is 

get the mob started and pointed towards the right general targets.  Afterwards the 

dynamics of the situation and “mob mentality” will do the rest. 



Typically, assassinations are meticulously planned and carefully choreographed. The 

victim is carefully watched for some period to determine his habits, schedule, as well as 

the extent of his personal security arrangements.   Often the assassination takes place 

in a public place.  This both maximizes the shock value of the attack as well as offers 

the perpetrator a chance to slip away unnoticed into the rapidly dispersing and panic-

stricken crowd.  Sometimes, the assassin will receive this gun only moments before the 

attack and then pass it along to someone else like a youth or women immediately 

afterwards.    

In addition to murder and assassination, urban paramilitary groups often carryout large 

numbers of beatings, knee cappings, shaving of heads as well as tarring and feathering 

people as a way of maintaining order and disciple, both within the organization and their 

constituent community.  Such activities are seen as a way of “policing” transgressors 

who had infringed abstract “laws” on sex, burglary, drunkenness, and even (on 

occasion) laziness.  These punishment attacks are often designed to warn off potential 

informers as well as to intimidate “neutrals” into cooperating.  According to the British 

Secretary for Northern Ireland, Loyalist groups administered 327 punishment beatings 

between 1991 and 1996.  During that same time, Republican groups carried out 415 

beatings.  

BOMBS  

Bombs were the overwhelming preference of urban guerrillas and terrorists for more 

than a century.  Indeed, bombing accounted for 46% of all international terrorist attacks 

carried out between 1968 and 1994. This percentage rarely fell below 40% or exceeded 

50% during that period. The U.S. Army’s Field Manual FM-7-98 offers different numbers 

in making the same point.  According to FM-7-98, 67% of all terrorist incidents in the 

1980s were bombings. One group alone (the Greek EOKA) planted 4,750 bombs in its 

campaign against the British. (Only about 60% of which actually detonated.)  

  

Explosive devices are popular because they are easy and cheap to produce, have 

variable uses, are often difficult to detect, and are hard to trace after the event.  

Additionally, bombs can be detonated remotely thereby allowing the perpetrator to get 

well away from the scene before the device explodes. Finally, bombings are not 

manpower intensive since bombings are usually only a 2 or 3 person jobs that do not 

make the same logistic, organizational, and intelligence demands upon the organization 

as kidnappings, assassinations, or building takeovers. This is probably an important 

consideration since the active service elements of most groups are small 3 to 10 person 

cells.  Thus, bombs will probably remain the weapon of choice in future since they 

continue to offer convenient, inexpensive, and relatively low risk means of drawing 

attentions to their causes.    

  



Urban guerrillas and terrorists employ a wide variety of explosive devices.  These 

include:  • Vehicle bombs – cars/trucks filled with explosives, booby-trapped cars, 

explosives attached under a seat, hood, or the main body of the vehicle • Postal bombs 

– delivered as letters and packages • Grenades – extensively used against embassy 

compounds; this category also includes a PIRA anti-vehicle grenade called a “drogue 

bomb” which consists of about 230 g of explosive packed into a big baked bean can 

attached to a throwing handle  • Culvert bombs and land mines – a favorite of the PIRA 

• Trashcan and mailbox bombs • Firebombs – the most popular type is a time-delayed 

incendiary often carried in a cigarette packet or a cassette tape container • Bicycle 

bombs • Booby-traps – commonly triggered by trembler devices and photo cells • Nail 

bombs – used as anti-personnel devices • Wall bomb – explosives are packed inside a 

wall which is then replastered  

• “Walkaway” bombs – an individual walks up with a package or briefcase, deposits the 

bomb in a very public place like department stores, railway stations, airports, and strolls 

away.    

These devices can be detonated in many different ways.  The most popular of which 

are:   

• Command activation – radio signals, electronic leads, or pull wire/mechanical strikers.  

Other more sophisticated methods include radar signals and microwaves. • Self-

detonation by subject/target.  This method includes trip wires, pressure devices, light 

sensitive detonators, and electric detonators • Time delay – clocks mechanisms, 

burning fuses, chemical delay, atmospheric pressure   

Groups have a wide choice of potential sources and kinds of explosives with which to 

make their bombs. 

Alternatively, some groups simply resort to making their own explosives from 

commercial chemicals that are readily available.  The PIRA, for example, has become 

very skilled in making explosives by mixing either nitro-benzene or diesel oil with 

fertilizer. Producing such explosives is not a difficult technology to master.     

The Internet now makes it easy for even the neophyte to make explosives.  One 

website called Beserk! Home for the Mis-Guided offers advice on how to make a 

“Chemical Fire Bottle”, “Plastic Explosives from Bleach”, and napalm. (Its constructor 

goes on to advise that: “All of this info is dangerous, so be careful! I don’t want anybody 

injured.”)  Another website called The Anarchist’s Cookbook offers recipes for a wide 

variety of explosives and bombs, including: thermite bombs, touch explosives, letter 

bombs, paint bombs, two kinds of napalm, landmines, dynamite, nitroglycerin, nail 

grenade, a “pipe hand grenade”, and something called a “tennis ball bomb.”  This same 

site also provides advice on making detonators (e.g., underwater igniters, making fuses, 

mercury fulminate, a delayed igniter from a cigarette, and igniters from book matches).  

A third website entitled EXPLOSIVE FUN not only offers information about making 

explosives, it also has sections on where to get the basic ingredients and excuses to 



offer when buying the raw materials. This site also flashes the following message 

across the screen: “If you don’t understand something – then contact me.”   The creator 

of EXPLOSIVE FUN also maintains a running count on how many people have 

accesses the site. 

AUTHOR’S COMMENTS: 

The Terrorist’s Handbook and How to Make Bombs: Book Two are also good sources 

for improvising explosives. The materials for bomb-making can be acquired from 

hardware stores, hobby shops, etc. Material from fireworks are excellent for less-

sophisticated bombs and there’s little control or accountability over the purchase. If you 

suspect someone of making such devices from commercial grade fireworks, check their 

garbage.  

Attacks against installations have accounted for 22% of all incidents since 1968. 

Suitable targets include: banks, industrial facilities, military installations, police stations, 

government buildings, airports, foreign holdings of multi-national corporations, and 

headquarters of the news media.  Such attacks are carried out with a wide range of 

devices, including mortars, hand grenades, RPGs, automatic weapons, firebombs, and 

assorted other explosive devices.  Perhaps the most dramatic examples of attacks 

against installations were the Provisional IRA’s bombing of the Brighton hotel being 

used by the British Prime Minister and her Cabinet for a Conservative Party conference 

in 1984 and their mortar attack on the Prime Minister’s official residence 10 Downing 

Street in 1991.   

 

ARSON 

 Arson is another widely employed tactic.  It is used in the service of many purposes.  

Sometimes, as in the case of major department store fire set by the Red Army Faction 

in Frankfurt am Main in 1968, the purpose is to announce the group’s presence and to 

make a political statement.  When the flames of this blaze first appeared, one of the 

leaders of the Red Army Faction was on the telephone screaming at the German Press 

Agency that “This is a political act of revenge!”  At other times, arson is merely a tactical 

diversion as when Japanese threw firebombs in one part of town to divert the attention 

of the police from another part of the city where a major demonstration was planned.  

Arson is also an effective means for attacking the commercial interests of third-party 

states and/or to cause general economic dislocation by closing businesses or 

discouraging foreign investment.   

SAFE HAVENS 

These groups always set up operations in areas that are friendly, if not, supportive of 

their cause. The people and governments of these safe areas little realize how they will 

be used to further the paramilitary groups agenda. Acts of violence will begin in these 

areas in order to secure control and compliance of both the citizens and government. 



Once that is accomplished, then these groups will expand into areas they consider 

hostile and here, they will commit even greater acts of violence, knowing they have a 

safe area to retreat to. 

Once the paramilitary group expands its operations into areas, they consider hostile, 

then, they will commit acts of kidnapping and hostage taking. 

AMBUSHES 

 One of the most popular methods for accomplishing kidnappings, hostage-taking and 

attacks on law enforcement is the ambush because well-planned ones seldom fail.  

Ambushes usually include early warning teams, planned diversions, and easy access to 

escape routes.  Sometimes, groups even rehearse the event several times in advance.  

Ambushes are usually effective because the perpetrators can spend weeks or months 

preparing for the event and wait for an opportunity when all elements of the situation 

favor them, especially time and place.  They are usually aided in this by the victim who 

maintains a predictable pattern of behavior, which the ambushers can easily uncover.  

CONCLUSIONS AND LESSONS 

  Based on past experience the Authors will draw out some broad “lessons learned” 

about the nature of the people who participate in urban paramilitary groups and the 

ways they go about trying to achieve their objectives.  

  

 1: The size, demographics, and organizational structure of urban paramilitary groups 

has remained generally the same over the past 50 years, regardless of type of group or 

country of origin.  

 2: Urban guerrillas and terrorists behave in a rational and purposive manner to achieve 

their objectives.  Behavior is often shaped more by deep-seated psychological needs 

than by stated political objectives.  Therefore, their behavior may seem “irrational” to 

outside observers.   

 3: Members of urban paramilitary groups are usually absolutists and true believers who 

reject the idea of compromise and lean toward maximalist positions.  Thus, they reject 

the idea of meaningful negotiations as dishonorable at best and treasonous at worst.   

 4: The powerful psychological need to belong causes some groups to lose their focus 

and the struggle itself eventually becomes more important than attaining stated 

objectives.  The struggle must never end lest the group disband.  Thus, such groups 

often reject an apparent victory and continue to fight long after the war is won in the 

eyes of outsiders.  

  



 5: Violence is more than a tactic, it is a satisfying psychological release mechanism for 

many individuals who are deeply angry about the inadequacy and meaninglessness of 

their lives.  

 6: Groups fired by religious fervor or apocalyptic zeal are much less discriminating and 

intentionally more deadly than their secular counterparts.  Such groups strive to kill all of 

their enemies because god has sanctioned it and because they see their enemies as 

non-people.  

 7: Urban revolutionaries are quick to mimic the successes of others and to learn from 

their own experience (especially past mistakes).   

 8: Members of secular groups are very pragmatic in assessing personal risk versus 

cost tradeoffs whereas individuals motivated by religion or cult philosophies are far 

more willing to throw their lives away during an incident.  

 9: Urban paramilitary groups are lightly armed by professional military standards, 

generally sticking to small arms, automatic weapons, explosives, rocket propelled 

grenades, and home-made mortars.  This appears to be as much a matter of choice 

and necessity.  Of these tools, bombs are the overwhelming weapon of choice.  

 10: Some more technologically adventuresome groups have recently begun breaking 

away from this historical norm and started using chemical, biological, and nuclear 

devices.  

 11: Adequate financing (often running into millions of dollars) is a necessary, but not 

sufficient, condition for urban paramilitaries to succeed.  This need for large amounts of 

money often causes urban guerrillas and terrorists to turn to crime.   Indeed, it is often 

difficult to distinguish “criminal” from “military” activities.  

 12: The primary objective of urban paramilitary groups is a political rather than military 

victory.  Therefore the backbone of their strategy is persuading rather than compelling 

people to do as they wish.  This is essentially a strategy of weakness whose success 

depends mainly upon the actions of others.  

 13: Breaking down of social structures and the fostering of a general feeling of 

insecurity and disorientation among the general populous is a major strategic objective.  

 14: Urban guerrillas and terrorists also hope that demoralizing law enforcement 

and the military, as well, as paralyzing the judicial system may push the 

government to adopt repressive, extralegal methods which will further estrange 

the government from the its citizens.  

 15: Urban paramilitary groups want to “internationalize” the conflict in hopes that other 

countries or international bodies will pressure local authorities into making concessions.  

  



 16: Conversely, such groups want to “localize” the situation if international assistance is 

flowing to the side of the local government.  

 17: Publicity is central to the success and continued existence of urban revolutionaries.  

Indeed, urban paramilitary groups and the news media are locked together into an 

inexorable symbiotic partnership of mutual need and benefit because violence is news.  

There is always pressure on these groups to undertake more audacious, more 

provocative, and more violent acts to ensure remaining on the front page.  

 18: Urban paramilitary groups turn to out-of-theater operations to gain publicity as well 

as to escape increasingly effective in-country security forces.  

 19: Groups must mobilize at least some popular support to have any chance of 

succeeding.  This desire to elicit popular political support, in turn, seriously restricts a 

group’s tactical options.  That is, they may not kill large numbers of people nor seriously 

inconvenience or disrupt urban life. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



War for The Cities 

This is Fourth Generation warfare (4GW), the war for the cities, and it isn’t too late to 

learn from past wars that were the beginning of 4GW. In a study presented by the 

Author’s titled “Law Enforcements role in Fourth Generation Warfare,” the following are 

key points law enforcement has to consider. 

1. Our enemies have figured us out already. They are agile, innovative and will try 

whatever works. 

2. Fourth generation warfare insurgents seek to combine guerrilla tactics with a 

willingness to fight across the political, economic, social, and military spectrums 

to convey a message that will achieve the strategic goal of change of minds of 

the enemy’s policymakers. 

3. Fourth generation warfare primarily attacks soft targets. It is “neat” in its grand 

strategy. It entails two well-defined sides, each of whom wishes to emerge as, or 

maintain, the recognized government. The battle is for the “hearts and minds” 

and winning is defined as controlling the levers of state power.  

4. Fourth generation warfare is characterized by: 

a. Very small independent action forces or cells acting on mission-type orders. 

b. A decreased dependence on logistics support 

c. More emphasis on maneuver 

d. Psychological goals rather than physical ones, i.e., the enemy’s will to fight 

has to collapse from within. 

e. Despite the “Lone wolf” concept, insurgents have leadership, either through 

direct communications (fact to face) or the inter-net. Leadership is essential. 

This is the problem facing Western governments, the military and law 

enforcement, few leaders understand this method of warfare or the mindset of 

the enemy. 

f. Fourth generation warfare will examine an entire society to find vulnerabilities. 

Then attack those vulnerabilities to defeat the will of the people. 

 

Wise competitors will not even attempt to defeat us on our own terms; rather they seek 

to shift the playing field away from conventional military confrontations to assaults on 

law enforcement, as well as the economy, dividing society along racial and political 

lines.  



What many political and military leaders seem not to have learned about Fourth 

generation warfare is that terrorists, insurgents, drug traffickers, and so on, can be wise 

competitors. 

 

Carlos Marighella wrote an interesting study in the future of war as he noted that the 

cities were the heart of any struggle and this led him to diverge from his contemporaries 

who advocated fighting in the forest and jungles to fighting in the cities. 

I suggest you read his book “Minimanual of the Urban Guerrilla,” and refer to recent 

events while reading this excerpt from his book. The Authors Observations will be 

presented in Italics in comparing what Mr. Marighella suggests and what has 

been observed regarding recent events. 

Street tactics are used to fight the enemy in the streets, utilizing the 

participation of the population against him.  

In 1968, the Brazilian students used excellent street tactics against 

police troops, such as marching down streets against traffic and using 

slingshots and marbles against mounted police. Other street tactics 

consist of constructing barricades; pulling up paving blocks and hurling 

them at the police; throwing bottles, bricks, paperweights and other 

projectiles at the police from the top of office and apartment buildings; 

using buildings and other structures for escape, for hiding and for 

supporting surprise attacks. It is equally necessary to know how to 

respond to enemy tactics. When the police troops come wearing 

helmets to protect them against flying objects, we have to divide 

ourselves into two teams—one to attack the enemy from the front, the 

other to attack him in the rear—withdrawing one as the other goes into 

action to prevent the first from being struck by projectiles hurled by 

the second. By the same token, it is important to know how to respond 

to the police net. When the police designate certain of their men to go 

into the crowd and arrest a demonstrator, a larger group of urban 

guerrillas must surround the police group, disarming and beating them 



and at the same time allowing the prisoner to escape. This urban 

guerrilla operation is called "the net within a net".  

When the police net is formed at a school building, a factory, a place 

where demonstrators gather, or some other point, the urban guerrilla 

must not give up or allow himself to be taken by surprise. To make his 

net effective, the enemy is obliged to transport his troops in vehicles 

and special cars to occupy strategic points in the streets, in order to 

invade the building or chosen locale. The urban guerrilla, for his part, 

must never clear a building or an area and meet in it without first 

knowing its exits, the way to break an encirclement, the strategic points 

that the police must occupy, and the roads that inevitably lead into the 

net, and he must hold other strategic points from which to strike at the 

enemy. The roads followed by police vehicles must be mined at key 

points along the way and at forced roadblocks. When the mines 

explode, the vehicles will be knocked into the air. The police will be 

caught in the trap and will suffer losses and be victims of an ambush. 

The net must be broken by escape routes which are unknown to the 

police. The rigorous planning of a withdrawal is the best way to 

frustrate any encircling effort on the part of the enemy. When there is 

no possibility of an escape plan, the urban guerrilla must not hold 

meetings, gatherings or do anything, since to do so will prevent him 

from breaking through the net which the enemy will surely try to throw 

around him.  

Street tactics have revealed a new type of urban guerrilla who 

participates in mass protests. This is the type we designate as the 

"urban guerrilla demonstrator", who joins the crowds and participates 

in marches with specific and definite aims in mind. The urban guerrilla 

demonstrator must initiate the "net within the net", ransacking 

government vehicles, official cars and police vehicles before turning 



them over or setting fire to them, to see if any of them have money or 

weapons.  

Snipers are very good for mass demonstrations, and along with the 

urban guerrilla demonstrator can play a valuable role. Hidden at 

strategic points, the snipers have complete success using shotguns or 

submachine guns, which can easily cause losses among the enemy.  

Author’s Observations – From experience in the Middle East and Kosovo, 

the use of trained, dedicated snipers with the proper rifle can be a force 

multiplier and considerably more effective. Terrorist groups, drug cartels, and, 

according to classified intelligence, Antifa, BLM, and gangs in certain cities 

have trained, dedicated snipers. Taking the high ground, as it were, allows the 

demonstrators to be on rooftops or within a building so as to thrown bricks, 

etc. down onto the police. Or, set up a sniper’s nest. This action serves two 

purposes, it breaks the police lines rendering them ineffective and demoralizes 

the individual police officer.  

The attack of police cars enroute to a trouble zone was something noted in 

Mumbai. In the U.S., responding police units will take the most direct route and, 

from what has been observed, and what can be expected in the near future, will 

come under heavy armed attack along the way.  

Have alternate routes and split up all responding units to avoid the entire 

team being trapped. 

As we move closer to the elections, violence will only intensify, moving into 

the “privileged” business districts and neighborhoods.  This was the plan all 

along. Begin in areas hostile to law enforcement, whose government is friendly 

to the causes of the demonstrators. Gain publicity, instill fear, make the 

government and general population chose a side. From there, advance toward 

the real objective, the elimination of any and all who represent what the 



demonstrators are against. Extreme acts of violence are expected and called 

for. Aside from movies and video games, the average person has no concept of 

actual physical violence.  

Law enforcement has been severely crippled and the worse is yet to come. 

For first and foremost, Law Enforcement is the prime target. At home, at play, 

out of uniform, in retirement, shopping or commuting, any police officer 

remains the prime target. If the cutting edge of the enemy is seen as law 

enforcement, it is clear that their political colleagues are now in danger. This 

extends to correctional officers who work in the jails or prisons. This list could 

expand to include any and all contractors who provide services, of one degree 

or another, to a police station.  

 AUTHORS SUGGESTIONS: 

Wide distribution of intel even if it is unrelated to your area. These people travel, get in 
trouble, commit crimes, etc. Some LE agency had contact. 

Push as much intel as possible to the street level. LE is a word of mouth feed back loop 
A common expression is, “I know a guy...”. Could be a guy for a particular crime, 
someone to fix your roof or get a deal on a car. But LE is word of mouth...lots of stuff is 
never written down. 

Local cops need to know who the major players are, particularly in the patch you are 
working in. Feds have a bad habit of telling bosses things and said boss does not pass 
it down to street level. Institutional problem. 

Better training for LE in intel collection. There are issues with monitoring Constitutionally 
protected activities. Much of what PD's do is subject to Freedom of Information Act 
(FOIA). Nothing stays secret if it is in writing, since most all of what we do can be 
discovered. 

 

Minnesota was hit with a cyber-attack – a very sophisticated denial of service attack on 

all computers. Upgrade the security on all computers and have a back-up plan if your 

department suffers a denial of service attack. 

Change all access codes to all government buildings. NOW!!!! 

Some police departments will allow access, only, either into the building, via the front 

entrance or any number of back entrances, even stairwells/fire escapes, by use of a 

coded access. This has even been extended to vehicle parking of department or private 

vehicles, where access is allowed by either a card or code.  



These parking cards have to be replaced and the codes changed. 

Before you do this and especially after, visually inspect any door that requires an 

access code. Look around the door and immediate area, someone may have written the 

old/new code in an area that’s not in “plain” sight, but can be found with a little effort. 

Some codes were found written on fire extinguishers, as well as inside of the fire 

extinguisher cabinets.  

Don’t keep a record of the codes on any computer. Hard copies only and treated as 

Confidential information with restricted access. 

Law enforcement does not communicate or train with other departments. 

Intelligence/information does not move laterally, but up the chain of command where it 

is not shared with those who need it the most. This is especially true at the Federal 

level.  

Law enforcement must learn how to move intelligence sideways, between those 

departments in close proximity, and to be able to process the raw data into information 

that will be useful to those officers on the streets.  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



What you have observed was merely a TEST. The organizers wanted an event, it didn’t 

have to be George Floyd, it could have been anyone or anything. Just give them an 

excuse so that they may test their preparations for the coming elections. Notice, these 

riots occurred in cities with governments that were favorable to them and their cause. 

The damage was restricted to businesses which in turn would affect the economy, but, 

more importantly, instill fear and demonstrate that no-one person, business or city is 

safe.   

They tested their tactics against law enforcement, drew them out, and diminished their 

effectiveness by reducing their responses to each new crisis.  

Everything that occurred, their actions, law enforcements actions or counteractions, will 

be analyzed for the purpose of being able to overwhelm the police in the coming 

demonstrations. 

These demonstrations will not occur in areas with governments favorable to them. 

Rather, they will occur across the nation, in cities and neighborhoods that are deemed 

“privileged.” Unlike the past, these demonstrations will not be restrained in their level of 

violence. This time, it will be violent with law enforcement the main target for either 

assaults or assassinations. Attacks will be directed against police stations, all service 

facilities, and, law enforcement and their families.   

 

 Most suburban and rural law enforcement agencies are "woefully unprepared" for the 

next step in the ongoing racially charged uprising sweeping across America. 

They have no clue. And, more important, they’re not receiving the training nor being 

equipped to meet this threat.  

The FBI decided to change gears during the administration of former President Barack 

Obama, turning away from intelligence gathering on Marxist elements and focusing 

instead on white nationalist groups as the biggest threat to America's domestic security. 

For the most part the FBI is clueless on the nature of this threat.  

 

Moving from past successful wars that utilized the tactics mentioned at the beginning of 

this manual, let’s look at two protests in other parts of the world and note how common 

are their tactics to Antifa and BLM. 

 

 

 

 



YELLOW VESTS, RISING VIOLENCE – WHAT’S HAPPENING IN FRANCE? 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 



 

In 2018, the price of petrol was the spark that lit the fire of the yellow vests, known in 

France as the “gilets jaunes”. In 2019, when people took to the streets again, it was 

against pension reform. 

Macron crystallizes the anger of all protestors and their language is getting more and 

more violent: “We’re going to hang the banker!” and “Macron, we’re coming to get you 

at your place!” 

It would seem the French want a king so they can cut off his head. 

While the 2019/2020 protests against pension reform – led by unions – look more 

organized and less explosive, the feelings are the same. Nothing, in fact, has changed 

except for the visuals. The yellow vests have disappeared from the streets, but the 

same people are meeting, planning future actions, and learning how to use the 

encrypted messaging app Telegram. 

What we see on the street – and what is not reported in the mainstream media – is this 

worrying tendency towards increasing extremism across the political spectrum. While 

the extreme right has increased “anti-migrant operations”, the extreme left is 

increasingly fronting protest processions with “Marx or Strike”. Their declared enemies 

are banks, the police and the state. Extreme Greens are also planning more action, 

some of it violent. 

At the end of 2019, the national intelligence coordinator Pierre Bousquet de Florian 

warned: “We are facing an unprecedented ‘ensauvagement’ of our society with a 

degree of violence and a rapid rise to hatred.” 

Police doctrine buckles under pressure from the black 
bloc 

 “French-style” policing which dates back to 1968 is in the midst of a revolution. For 50 

years the doctrine has been: "we keep demonstrators at a distance", no contact and no 

hand-to-hand combat. But in recent years, new techniques used by demonstrators and 

current events have disrupted this model: 

Paris, January 2015: France is hit by terrorism, and police are hailed as heros. 

Paris, Nantes, Toulouse 2016: Demonstrations against reforms of labour law. For the 

first time, journalists are issued helmets. The most radical demonstrators from the far 



left are at the back of the procession. Violence erupts at the end and police are unable 

to keep them at a distance. More and more arrests. 

Paris, 1 May 2018: For the first time, a black bloc forms at the head of the procession 

and disrupts the demonstration. The union organizers are overwhelmed and very violent 

clashes ensue. 

Paris, end of November 2018: First yellow vest demonstrations. Police are unable to 

maintain distance. The most radical elements are the most mobile and the police are 

stuck in static formations in the streets adjacent to the Champs Elysees. The avenue is 

devastated. 

Paris, 8 December 2018: Law enforcement doctrine pivots. After the yellow vests 

“take” the Arc de Triomphe, police go on the offensive. In Paris alone, there are more 

than 1,000 “detentions” and 126 injured. 

The Black Blocs are numerically in the minority in big demonstrations but they are 

driving all the changes in the police tactics and their growing malaise. 

Mostly associated with anarchism, anti-globalization, anti-fascism, they are an 

ephemeral grouping of radical elements dressed in black clothing with ski masks or 

scarves to hide their faces. During big protests, they get support from abroad, mostly 

from Germany and the UK. 

Police are being called up for duty on days off and divorce rates are rising. Anecdotally, 

one policeman spoke off the record about the term “yellow vest divorces”.  

The Yellow Vests first appeared in France in October, 2018 and have extended to other 

countries such as Belgium, the Netherlands, Spain, Germany, Sweden, the United 

Kingdom, Ireland, Canada, Greece, and Italy. 

How large are the Yellow Vests in France? No one knows for sure. By French 

standards, the demonstrations have been modest in size. But they are unusual in that 

they erupted spontaneously in multiple places around France, without any union or 

political party organizing them. This is the same tactic used by Antifa in the U.S. 

The demonstrations have caused damage to public and private property, with shops 

ransacked, cars burned, police officers attacked, main roads blocked, and attempts to 

break into public buildings and governmental offices. 

The acts of violence and vandalism are perpetrated by radical leftists, radical rightists, 

anarchists, and rioters from the suburbs who join the demonstrations, which are 



supposed to be conducted nonviolently, along a particular route, and with police 

oversight. At certain stages, usually when a demonstration is about to disperse, the 

radical elements clash with the police and stray into streets that are not part of the 

approved route, where they engage in plunder and destruction. The radicals chant anti-

establishment slogans that demand not only Macron’s resignation but also a complete 

overhaul of France’s governmental and economic system. 

During the protests, extreme leftists direct their attacks at shops, department stores, 

banks, insurance agencies, and cars, which they see as signifying the capitalist 

establishment. They have likewise tried to damage national symbols such as the Arch of 

Triumph, the National Assembly, and the Senate. On January 5, 2019, four “yellow 

vests” used a forklift to break through the gate of the building of the government 

spokesman, Deputy Minister Benjamin Griveaux, who was evacuated in a state of panic 

by security officers. The incident stirred outrage among the authorities as well as the 

public, and about a month later those involved in the assault were arrested. 

Taking a page from Antifa, the protestors have taken to wearing all black and resorting 

more and more to violence. 



 

 

  

That sense of a long road ahead is one of the parallels between Hong Kong’s mass 

rallies and France’s Yellow Vests movement. Both are hard to pin down, determined 

and prone to evolve—a recipe for all sorts of trouble for their governments. 

 

For one lesson of the Yellow Vests is that without an adequate response, the 

demonstrations can quickly overwhelm government to the exclusion of all other policy 

making, and drag on indefinitely. 

 

 



It’s not known, at this time, if Antifa and the Yellow Vests have had any contact with one 

another. However, contact between Antifa and the Hong Kong protestors is an 

established fact. These two groups have been sharing information regarding tactics.  

Below is a brief summary of the known tactics of the Hong Kong protestors. When 

reviewing, note how both groups share similar tactics.  

Tactics and methods surrounding the 2019–20 Hong Kong 
protests 
 

This is a list of tactics and methods used by the protesters during the 2019–20 Hong 

Kong protests. 

Contents 

1 Major principles 

1.1 Decentralized leadership 

1.2 Flexible tactics 

1.3 Unity and cohesion 

2 Demonstrations 

2.1 Black bloc and group defences 

2.2 Offensive actions, petrol bombs, and arson 

2.3 Vandalism and violence 

3 Alternative protests 

3.1 Neighborhood Lennon Walls 

3.2 Hunger strikes 

3.3 Non co-operation movements 

3.4 Police station blockades 

3.5 Human chain 

3.6 Nightly democracy chants 

3.7 Petition campaigns 

4 Economic protests 

4.1 Yellow economic circle 

4.2 Boycotts 



5 Art and music 

6 Technology 

6.1 Online activism 

6.2 Doxing 

6.3 AirDrop broadcast 

6.4 Peer-to-peer mesh broadcasting 

6.5 Crowdfunding 

7 Publicity 

7.1 Advertising campaign 

7.2 Citizens' press conference 

8 References 

Major principles 

Decentralized leadership 

Unlike the 2014 Hong Kong protests, the democracy movement of 2019 has taken place in a 

generally decentralized manner, and has been described as "impeccably organized" by the Los 

Angeles Times.[1] The Civil Human Rights Front (CHRF) has a long history of organizing social 

movements and was the organizer of the two massive protests on 9 and 16 June. Demosistō, 

led by Joshua Wong, who was in jail at the beginning of the movement, and the localist groups, 

called on supporters to participate in protests. However, unlike the 2014 Hong Kong protests, 

none of these groups have claimed leadership over this movement. Many pro-democracy 

legislators were seen at the protests, but mainly took supporting roles only.[1] This kind of 

decentralization has led to increased fluidity for protesters and difficulty for officials to locate 

representatives for negotiations or prosecution.[2][3] 

On 1 July, after protesters forced their way into the Legislative Council, Wong said the act was 

intended "to show how the Legislative Council has never represented the voice of the people." 

He also said there would not have been any rallies or protests had the Legislative Council been 

democratically elected.[4] However, some protesters believed that the decentralized leadership 

prompted protests to escalate without proper planning, evident in the storming of the LegCo 

building.[3] 

Chinese University of Hong Kong professor Francis Lee called this new type of decentralised, 

leaderless movement, the "open-source" protest model.[5] Through a participatory process of 

digital democracy activists are able to collaborate by voting on tactics and brainstorming next 

moves in an egalitarian manner in which everybody has an equal say.[6] Telegram chat groups 

and online forums with voting mechanisms to make collective decisions have facilitated this type 

of flexible co-ordination.[7][8] 

Flexible tactic 



Protesters are reported to have adopted Bruce Lee’s philosophy to be "formless [and] 

shapeless, like water", shortened to a common motto among protesters, "be water".[9] By 

moving in a mobile and agile fashion to different government offices during the 21 June 

protests, they aimed to bring additional pressure to bear on the government.[2][10] Starting from 

August, protesters embraced the hit-and-run tactic when the police began to ban requests for 

demonstrations.[11] As the police begin to advance, protesters will retreat, though they will often 

show up again later in the same district or reemerge in other places in a short period of time.[12] 

The metaphor has been expanded to include "Be strong like ice" when they were confronting 

the police force, "gather like dew" when protesters organized "flashmob" protests that were 

often extemporaneous, and "scatter like mist" to ensure that protesters can escape before 

police clearance to avoid arrest.[13] 

Another tactic is geographical dispersal. While the 2014 Hong Kong protests were centred on 

three locations, in the 2019 movement, demonstrations and clashes with Hong Kong Police 

diversified to over 20 different neighbourhoods spread throughout Hong Kong Island, Kowloon 

and the New Territories.[14] Starting from October, the flash mob strategy became more 

common as a result of the politicisation of the MTR metro system. Small flash mobs of 

protesters will show up in areas near their home and "blossom everywhere" (Chinese: 遍地開花) 

to avoid arrest.[15] 

Maintaining anonymity was important as protesters face up to 10-year jail sentences if they 

were convicted. They may also face the risks of being doxxed and harassed by Chinese 

netizens. To maintain their anonymity, protesters began adopting pseudonyms, locking their 

social media accounts, and using codes to describe their actions. According to The Verge, 

protesters and their supporters have to "face a future of unknown retaliation" from authorities 

and that "the risks range from personal and family safety to job insecurity to fear of future 

arrest".[16] 

Throughout the protests, efforts were made to convert the protests into a long-term political 

movement. Acts of dissent were incorporated into Hong Kong citizens' daily life. This allowed 

the momentum of the protests to carry on even if the police continued their crackdown on the 

protests. By diversifying protest tactics, protesters and activists were able to express their 

discontent towards the government and continue to contribute to the protest movement through 

tactics other than participating in mass marches and direct confrontations.[17] Alternate forms of 

protest, such as the yellow economic circle, had a low threshold of entry and were "conscience-

driven" initiatives. Political analyst Kenneth Chan believed that ultimately, these daily life 

protests would "[breed] a sense of self-determination and solidarity against the government" for 

Hong Kong people.[18] 

Unity and cohesion 

The "Do Not Split" (Chinese: 不割蓆) principle has helped maintain cohesion throughout the 

broad political spectrum of the struggle.[19] Embracing a diversity of tactics has allowed 

participants to engage in different levels of action while respecting the roles that others play. 

This is in direct contrast to the 2014 protests, where multiple protest groups ended up criticizing 

each other. Hong Kong political commentator Lewis Lau said, "'Do Not Split' serves as a bridge 

... by promoting mutual respect for diverging views within the protest movement."[19] 

Minimization of internal conflict is key to achieving broader goals; a common phrase that has 

served as a reminder is "Preserve yourself and the collective; no division."[20] Through unity, it 



would be more difficult for the authorities to instigate the differences between different camps in 

an attempt to break the protest movement apart.[21] Solidarity between protesters and 

engagement with the "Do Not Split" praxis was evidenced by the two mothers' sit-in 

demonstrations of 14 June and 5 July and the silver-haired protest on 17 July.[22] Tens of 

thousands attended the rallies, in support of the protest actions of the younger generation, while 

standing firm together in opposition to police brutality, Carrie Lam, and the intervention of the 

mainland Chinese government.[23][24][25] Austin Ramzy from The New York Times added that 

the two groups shared a symbiotic relationship. While the June 12 unrest showed the limitations 

of peaceful marches and the value of aggression, the continuation of large-scale marches 

showed to the world how widespread public dissatisfaction towards the government was.[21] 

According to Benny Tai, there would be support for more radical actions if peaceful marches 

were not successful in forcing the government to concede.[26] 

Several media organizations have described the two most influential camps among protesters: 

the "brave fighters" on the frontlines, and the majority "non-violent peaceful" camp that has 

engaged in mass demonstrations, civil disobedience, and numerous creative 

actions.[27][28][29] A study about the on-going protests by researchers from several Hong Kong 

universities found that "most of the participants agreed that 'the maximum impact could only be 

achieved when peaceful assembly and confrontational actions work together.'"[30] Many 

"peaceful, rational and non-violent" protesters also expressed that they will not split with the 

"brave fighters" despite not agreeing with their tactics.[31] Some of them also provided 

assistance to them by donating supplies and leaving money for radical protesters to take public 

transport or by voluntarily driving them home, especially in later days when public transport was 

often closed before and during protests.[32][33] Some also distributed free McDonald's gift 

certificates to the radical protesters to support their daily living, as most protesters refused to 

accept actual donations.[34] Pop-up stores selling protective gadgets for the protesters and 

undercover clinics have also been set up to aid the protesters.[35][36] Some protest 

sympathizers, including doctors and nurses, also volunteered to become on-field first-aiders.[37] 

Some elderly people in Hong Kong who supported the movement also formed a group named 

Protect the Children. These volunteers would attempt to separate the police and the young 

protesters in the frontline in an attempt to mediate their conflicts and provide assistance.[38] 

Demonstrations 

Black bloc and group defenses 

Protesters commonly wore black during the protests. 

Protesters with laser pointers 

During street protests, black bloc methods have enhanced anonymity and privacy, enabling 

demonstrators to "be water" and function more effectively as a group. Participants in 

demonstrations are increasingly dressed in black, and wear hard hats and gloves. To resist 

police surveillance and protect against chemical weapons such as tear gas and pepper spray, 

face masks and goggles are also popular attire.[39][40][41][42] Protesters also developed a set 

of hand signs to aid communications and form human chains to transport supplies.[43][44] As 

protests continued to escalate and the police began to use higher levels of riot control 

weaponry, activists upgraded their makeshift gears from using surfboards as shields.[45] They 

also wore protective equipment including heat-resistant gloves and respirators.[46] The 2014 

Ukrainian Revolution was commonly described as an inspiration for Hong Kong protesters.[47] 



 

Protesters have also adopted different roles during demonstrations. Peaceful protesters chanted 

slogans, passed supplies, and volunteered as medics, while frontliners led the charge, 

extinguished tear gas with water, or neutralized them using objects such as traffic cones and 

kitchenware.[46][48] Protesters have used laser pointers to distract the police, sprayed paint on 

surveillance cameras, and unfurled umbrellas to protect and conceal the identities of the group 

in action and to avoid facial recognition.[49] When protesters departed via MTR, they often 

made piles of extra changes of clothes for other activists, and also left money to purchase 

single-use tickets and avoid tracking via Octopus cards.[42] 

Offensive actions, petrol bombs, and arson 

South China Morning Post described that the confrontational tactics used by protesters have 

evolved from vandalism to "a now familiar pattern", in which the protesters reportedly threw 

bricks, petrol bombs, corrosive liquid and other projectiles at police.[50][51][52][53][54][55] 

Radical frontline protesters have used petrol bombs as a weapon of choice against police. 

Between 9 June and 1 October 2019, fire services answered calls of 37 incidents involving 

firebombs thrown by protesters; objects such as rubbish bins are also frequently set on fire. In 

total Fire department responded to 319 fires during the same period. According to Secretary for 

security John Lee, protesters had thrown more than 100 petrol bombs over a weekend of street 

battles with police in early September.[56] One of the most significant pyres was lit near police 

headquarters in Wan Chai on 31 August, with the blaze triggering the sprinkler system of a 

nearby hotel.[56] Mainland Chinese-linked shops and businesses have been targeted and their 

premises set on fire; MTR and railway stations have been set ablaze, and petrol bombs have 

been hurled at police.[57] 

Throughout the protests, there have been multiple reports of police injuries and assault of 

officers during clashes.[58][59][60][61][62][63] The protesters occupied and vandalized the 

Legislative Council Complex and manhandled lawmakers who attempted to stop them.[64] On 

25 August 2019, hardline protesters began throwing petrol bombs at police. To prevent police 

from advancing towards protesters, soap and batteries were scattered on the ground. Tear gas 

canisters were put out with water or thrown back towards police. Also on that day, a group of 

police were chased and attacked by a larger crowd of protesters with makeshift weapons of 

sticks and rods. Police were outnumbered and the confrontation led to the first gunshot of the 

protests, fired into the air, as police retreated from the attacking crowd.[65][66] During a protest 

inside a mall in Kwun Tong on 13 October, a police officer was slashed in the neck.[67] 

Some radical protesters have employed or prepared to employ homemade bombs.[68][69][70] 

Senior bomb disposal officer Alick McWhirter described the acts as "an ongoing bombing 

campaign [...] that has been both violent and indiscriminate" designed to "intimidate in order to 

achieve political ends."[71] The usage of bombs was first observed on 14 October 2019; the 

bomb was remotely triggered with a mobile phone when a police vehicle passed by about 2 

metres away, but the detonation caused no injuries.[72][73] The police conducted raids on 

explosives laboratories or caches,[74][75] seized materials used for bomb-making,[74][75] 

arrested several suspects involved in bomb plots,[74][75][76] and defused bombs hidden in 

various locations.[75][76] In January 2020, during a period where protesters attempted to 

pressurize the government to shut down its border with mainland China, unexploded bombs 

were seized and defused by the police in Lo Wu and Shenzhen Bay control point. 



 

Vandalism and violence 

Companies linked to the Chinese mainland have been targeted with graffiti and posters amid 

rising frustration that the Hong Kong government is failing to address demands of the 

protesters.[77][78][79] At least two Bank of China ATMs were set on fire on 2 October. Some 

Starbucks outlets, which are operated by Maxim's Caterers, were also vandalized.[78][80] 

Outlets of the Commercial Press, Hong Kong's oldest publishing house established in 1897 now 

owned by Sino United Publishing which is reportedly controlled by the Chinese Liaison Office, 

were attacked, with books burned.[81][82][83][84] In separate incidents, several people threw a 

Chinese national flag into Victoria Harbour,[52] and vandalized the offices of pro-Beijing 

lawmakers.[85] A surveillance lamppost, feared by protesters to be used by the government to 

monitor its citizens, was dismantled by protesters during a protest in Kwun Tong on 24 

August.[86] Protesters have apologized for accidentally vandalizing perceived "innocent" shops 

and banks by spray painting "sorry" on their property.[87][88] 

After a large number of Mass Transit Railway stations were vandalized and subjected to arson, 

Hong Kong's rail operator shut down all train services, as well as all light rail and MTR-operated 

bus services, on the night of 4 October.[89][90] MTR has become a target of vandalism by 

protesters since the railway operator shut down four stations ahead of the protest on 24 August, 

which was authorized by the police, after being pressurized by Chinese media.[91] MTR was 

also accused of transporting police officers and criticized for not releasing relevant CCTV 

footage of the 31 August Prince Edward station incident.[92] 

Violence was at times also directed towards alleged triad members.[93][94][95] Two mahjong 

parlors in Tsuen Wan accused of having ties to the assailants who assaulted protesters during 

the 5 August general strike protest were vandalized and the staff scolded by protesters.[96][62] 

In another incident at the airport, two mainland travelers, who the protesters accused of ties with 

the Chinese government, were forcefully detained by protesters for a number of hours, and 

were assaulted before they were released to paramedics.[61][97] Hard-core protesters began 

attacking individuals and vandalizing pro-Beijing storefronts, banks, cafes and subway 

entrances; the protesters describe vigilante attacks as "settling matters privately" (Chinese: 

私了) as they became increasingly distrustful and wary towards the police as a law enforcement 

agency.[98][99][77] On 6 October 2019, actress Celine Ma claimed she was physically attacked 

while she was filming a group of demonstrators vandalizing a Bank of China ATM.[100] She was 

then escorted away with help from Australian journalist Robert Ovadia.[101] Her injury required 

stitches on her chin and the back of her head.[100] A man was in critical condition after being 

doused in a flammable liquid and set on fire during an argument with protesters on 11 

November.[102][103] 

Alternative protests 

Neighborhood Lennon Walls 

Main article: Lennon Wall (Hong Kong) § June to July 2019 

The original Lennon Wall was set up in front of the Hong Kong Central Government Offices 

staircase.[when?] During the months of June and July 2019, Lennon Walls covered with post-it 

note messages for freedom and democracy have appeared throughout Hong 



Kong.[104][105][106][107][108] Citizens also plastered Lennon Walls with various protest 

posters and arts to draw people's attention to the protests.[109] 

 

According to a crowd-sourced map of Hong Kong, there are over 150 Lennon Walls throughout 

the region.[110] Lennon Walls have also appeared in Toronto, Vancouver, Tokyo, Berlin, 

London, Melbourne, Manchester, Sydney, Taipei, and Auckland.[111][112][113][114] Messages 

of solidarity for the Hong Kong democracy movement have also been added to the original 

Lennon Wall in Prague.[114] On 30 July, a female Hong Kong student was assaulted during a 

confrontation between pro-democracy and pro-China students while erecting a Lennon Wall at 

the University of Auckland.[115][116] 

Lennon Wall outside a Yoshinoya fast-food chain, Hong Kong. A protest against their 

advertisement decisions. 

Hunger strikes 

A group of protesters were on hunger strike following the 1 July rally in Admiralty. Preacher Roy 

Chan initiated the action and has been joined by about 10 others, including Labour Party 

lawmaker Fernando Cheung. They camped near Harcourt Road in Admiralty, with many signs 

displayed to inform the public about their goals. At least five people have vowed to continue 

fasting until the extradition bill is officially withdrawn.[117][118][119] 

Non co-operation movements 

Some democracy activists have adopted civil disobedience and direct action tactics. Examples 

include disruption of government operations, occupation of areas near the Revenue Tower, and 

besieging Hong Kong Police Headquarters in Wan Chai.[120][121] 

In mid-June, protesters disrupted MTR services by blocking train doors and pressing emergency 

stop buttons in various train stations, delaying services.[122] Demosistō also gathered at Mei 

Foo station to raise awareness for the issues and requested commuters to help "protect 

students."[123] Disruption of MTR services continued after the Yuen Long violence on 21 July, 

with protesters obstructing train services at Admiralty station and requesting that the MTR 

Corporation be held accountable for mismanagement. Obstruction of MTR services received 

mixed responses from other commuters.[124][125] 

On 30 July, the non-cooperation movement again targeted MTR service during morning rush-

hour.[126] For about three hours, activists disrupted the Kwun Tong line at an interchange 

station.[127] Due to service outages, MTR provided free bus transport to affected commuters. A 

train at North Point station on Hong Kong Island was also targeted by demonstrators.[128] Rail 

staff had threatened to strike on 30 July, but railway unions did not officially endorse 

participation in strike actions.[129] 

Restaurant notice of closure on 5 August 

During the 5 August general strike, protesters blocked train doors in various MTR stations. As a 

result, a large extent of the MTR network was paralyzed. The non-cooperation movement 

targeted rush-hour periods, thus impeding people from travelling to work, or returning home. 

The activists involved said their goal was to prevent passengers from reaching work in crucial 

business districts such as Central, Tsim Sha Tsui and Mong Kok.[130] During the strike, a 



pregnant woman felt unwell and requested aid from paramedics while waiting in the train station 

for many hours.[131] 

 

On the same day, the movement also struck the roads, where protesters used their vehicles to 

disrupt traffic including stopping in lanes and driving slowly around roundabouts.[132] Some 

protesters used various instruments including street-side railings, traffic cones, barricades and 

rubbish bins to blockade the roads which stopped a number of vehicles from passing through. 

The Cross-Harbour Tunnel, one of the busiest routes in Hong Kong, was briefly blocked on 3 

August.[133] Reports showed the Hong Kong International Airport was affected by strike 

actions, resulting in a large number of flight cancellations and delays. Photos showed many 

travellers waiting in the concourse.[130] 

Railway operator MTR's actions in the protests were criticized by protesters, leading to calls 

requesting Hong Kong citizens to jump over the station's turnstiles to evade fares.[134] This 

prompted MTR to announce plans to recruit former members of the Brigade of Gurkhas in Hong 

Kong to tackle the non-co-operation movement and tighten up security.[135][136] 

Police station blockades 

Starting in late June, it became somewhat a standard practice that peaceful marches during the 

day transformed into more radical direct actions at night, often targeting police stations with 

street protests, blockades, and vandalism.[137] Many blockades were also solidarity actions in 

response to harsh policing tactics and recent arrests of democracy activists.[138] Various police 

stations in Yuen Long, Tin Shui Wai, Ma On Shan, Tseung Kwan O, Kwun Tong, Tsim Sha Tsui 

and Sham Shui Po as well as the Police Headquarters were besieged.[139][140] Protesters 

constructed barricades, vandalized HKPF buildings, hurled bricks and eggs, and painted graffiti 

slogans on exterior station walls.[141] 

Police station blockades continued into September as a routine and nightly demonstration 

tactic.[142][143][144][145] 

Human chain 

On the evening of 23 August, an estimated 135,000 people participated in "The Hong Kong 

Way" campaign, to draw attention to the movement's five demands.[146][147] They joined 

hands to create a human chain 50 kilometres long, stretching across both sides of Hong Kong 

harbor and over the top of Lion Rock.[148] The action was inspired by a similar event that 

occurred 30 years ago, on 23 August 1989.[149] The Baltic Way involved 2 million people, 

stretching 675 kilometres across the territories of Estonia, Latvia, and Lithuania, as a call for 

independence from Soviet Russia. The Hong Kong Way event was organized from the LIHKG 

forums, along with real-time Telegram chat groups to assist with creation of the human-chain. 

One participant at the event described this protest as very different from others in the past: "This 

time it demonstrates harmony and love rather than venting anger and hate. The spirit is 

unity."[150][151] 

Following the Hong Kong Way campaign, some secondary school students formed human 

chains around their schools during early September.[152] 

 



 

 

Nightly democracy chants 

Protesters started the tradition of shouting slogans from their apartment windows at night. 

Beginning on 19 August,[153] residents shouted near the window every night at 10 pm, so that 

neighbors and nearby residents may be cheered up until the protests and social struggles have 

finished.[154] Chants for democracy and complaints about police and the government can be 

heard outside university dorms and in Hong Kong neighborhoods throughout the city. The idea 

to have a free and communal "late night concert" initially spread from the LIHKG forum,[153] 

and has caught on as a regular act of solidarity and way to air grievances in an interactive 

manner.[155] Common phrases that protesters shout include "five demands, not one less", 

"liberate Hong Kong, the revolution of our times", and "Hongkongers, add oil".[153] 

Petition campaigns 

From May 2019 onwards, multiple petitions against the Bill from over 200 secondary schools, 

various industries, professions, and neighborhoods were created.[156] More than 167,000 

students, alumni and teachers from all public universities and one in seven secondary schools 

in Hong Kong, including St. Francis' Canossian College which Carrie Lam attended, also 

launched online petitions against the extradition bill in a snowballing campaign.[157] St. Mary's 

Canossian College and Wah Yan College, Kowloon, which Secretary for Justice Teresa Cheng 

and Secretary for Security John Lee attended, respectively, also joined the campaign.[157] 

Even the alumni, students and teachers at St. Stephen's College, which the victim in the Taiwan 

homicide case Poon Hiu-wing attended from Form 1 to Form 3, were unconvinced as they 

accused the government of using her case as a pretext to force the bill's passage.[158] 

Former government executives, including Anson Chan, the former Chief Secretary for 

Administration, issued several open letters to Carrie Lam, urging her to respond to the five core 

demands raised by protesters.[159] About 230 civil servants from more than 40 government 

departments, including RTHK, Innovation and Technology Bureau, Fire Services Department, 

Customs and Excise Department, Immigration Department and the Correctional Services 

Department also issued a joint statement condemning Lam's administration and demanding key 

officials involved in the incident, including Lam, John Lee, Teresa Cheng and Stephen Lo to 

resign while concealing their identities. The civil servants also threatened to launch a labour 

strike to paralyze the government's operations if the core demands are not met.[108][160] 

Economic protests 

Yellow economic circle 

Main article: Yellow economic circle 

Further to the movement to boycott pro-government merchants and restaurants, the pro-

democracy protesters have initiated what they call "Yellow Economic Circle", an attempt to 

segregate merchants into pro-democracy or pro-government. Protesters, activists and 

sympathizers of the protest movement would only patronize shops which have expressed their 

support for the protest movement, and boycotted shops which have expressed an anti-protest 

view and Chinese-funded companies. Through the Economic Circle, activists expected that this 



would create a self-sufficient economy, and that capital earned by "yellow" shops could flow 

back to aid the protest movement.[161] This partly is a response to the politics-oriented 

business model of the communist party. One prominent example being that the communist 

party, through various state-owned enterprises and business influences, has boycotted the pro-

democracy newspaper Apple Daily since 1997 through not placing advertising on the 

newspaper. This was also a response to some corporations making decisions that harmed the 

protest movement, such as firing employees who have expressed support for the protests. 

Yellow shops close to each other will occasionally join together to organize crossover 

promotions, and some have collaborated with pro-democratic District Councilors to set up Lunar 

New Year Fairs across the city in January 2020.[162] 

The "Yellow Economic Circle" has received criticism from some sides, based on a theory that it 

does not abide by the main principle of free economy. It has also been criticized as immoral on 

the grounds of its degree of arbitrariness, and its supposed negative effect on small shops.[163] 

The Secretary of Economics and Commerce of the Hong Kong Government Edward Yau has 

spoken on the media against this segregation of businesses basing on political inclination. 

Popular political commentator To Kit opined it is just a normal development of the democratic 

movement, and questioned why the government has never said a word on communist party and 

the governments boycotting against the Apple Daily newspaper since 1997. Simon Shen, a 

political scientist, suggested that the Economic Circle could be an example of "identity 

economy" and predicted that the businesses involved could enjoy a "potential market worth of 

more than HK$100 billion". It is anticipated this economic movement on politics will be ongoing 

and have a longer term influence. 

Hunger strikers outside Admiralty Centre. 9 July 2019 

Boycotts 

The Communications Authority received approximately 12,000 complaints criticising TVB's 

coverage for favouring the pro-establishment camp and the CCP.[164] Protesters have claimed 

that TVB presented an over-simplified narrative with limited information, therefore avoiding more 

overt censorship methods.[165] In light of this the Hong Kong branch of Pocari Sweat withdrew 

their advertisements from TVB to the delight of anti-extradition protesters while also angering 

Mainland consumers.[166] Netizens have then launched a campaign to pressurize corporations 

to stop placing advertisements on TVB.[167] 

After an advertisement satirising police brutality appeared on the company's Facebook page, 

the local franchise of Japanese fast-food chain Yoshinoya said it had severed ties with their 

partnering marketing agency. This action received criticisms from protesters.[168] Protesters 

also started an online campaign named "Bye Buy Day HK", which urged activists to spend less 

money on every Friday and Saturday and avoided shopping or dining at pro-Beijing firms.[169] 

A mobile app was developed help people identify shops that have supported the protest 

movement and shops that have links with China.[170] 

Maxim's Caterers became a target for the protesters after Annie Wu, the daughter of the 

corporation's founder, called protesters "rioters" and made unsubstantiated claims about the 

protests at the United Nations Human Rights Council, and threatened to expel students who 

took part in the class boycotts at Chinese Foundation Secondary School, a school she helped 

found.[171] All of its restaurants and outlets, including franchises such as Starbucks, were 

boycotted by protesters. Maxim's later distanced itself from these claims.[172] 



 

Snack shop chain Best Mart 360 became a target of the protesters after it was accused of 

having ties to the "Fujian gangs" who assaulted protesters in North Point in August.[173] As of 

28 November 2019, of the 102 stores of the snack food chain, 75 had been trashed or 

firebombed a total of 180 times.[174] Best Mart 360 then announced plans to scale back its 

operation in Hong Kong and turned to expand its market in Macua and mainland China.[175] 

Art and music 

Main article: Art of the 2019 Hong Kong protests 

Protesters created derivative works and original artworks to promote upcoming protests, spread 

messages of unity and criticize the government. Protesters have also begun folding origami 

cranes named "freenix", which was viewed as the embodiment of peace and hope.[176][177] 

Protesters also crowdfunded a 4-meter tall pro-democracy statue named Lady Liberty Hong 

Kong. The statue's design originates from the reverse delivery demonstrator's costume: wearing 

a yellow helmet, eye mask and a respirator; the right hand is holding an umbrella; the left hand 

is holding a flag which read "Liberate Hong Kong, the revolution of our times".[178][179] The 

Pepe the Frog Internet meme has been widely used as a symbol of liberty and resistance, and 

has gained international media attention.[180][181] 

A 1974 Christian hymn called "Sing Hallelujah to the Lord" has become the "unofficial anthem" 

of the anti-extradition protests as it was heard everywhere at the many protest sites during the 

early stage of the protests.[182] "Do You Hear the People Sing", the unofficial anthem for the 

Umbrella Movement in 2014, has also resurfaced as a commonly sung song during the 

protest.[183][184] A group of anonymous composers has written the song "Glory to Hong 

Kong", which became the theme of the protest and was regarded as Hong Kong's unofficial 

national anthem by protestors.[185][186] On the same night, the song was also publicly sung at 

more than a dozen shopping malls across Hong Kong.[187] 

Some protesters have waved the United States flag[188] in support of the prospective 

introduction of the Hong Kong Human Rights and Democracy Act, a bill proposed by the US 

Congress.[189] Others have waved a Union Jack[188][189][190] as well as the Flag of the 

Republic of China[188][189] and even South Africa.[188] The Dragon and Lion flag used by 

Hong Kong during the colonial era can also be seen during the protests, though its usage has 

often been disputed.[191] 

Protesters also created the wilted or bloodied bauhinia flower flag, which was modified from the 

Hong Kong regional flag.[192] A black and white version of the Hong Kong flag, referred to as 

"Black Bauhinia", has also been seen in protests.[193] Protesters have also created the Chinazi 

flag by combining the flag of People's Republic of China and the flag of the Nazi Party in order 

to draw comparisons between the two. Variations include golden stars forming the Nazi 

swastika on a red background[194][195] and Nazi swastikas replacing the golden stars on the 

Chinese flag.[196] 

Technology 

Online activism 



Protesters also took to the Internet to exchange information and ideas. Netizens used the 

popular online forum LIHKG to gain traction for protests and to brainstorm and vote for 

ideas.[197][198] These included disrupting MTR services, gathering for vigils, organising 

"picnics" (a term used to avoid surveillance), and making anti-extradition bill memes that appeal 

to conservative values so that Hong Kong elderly would better understand the anti-extradition 

rationale.[1] Protesters have also been using Telegram, an optionally end-to-end encrypted 

messaging service,[199][200] to communicate to conceal identities and try to prevent tracking 

by the Chinese government and Hong Kong Police Force.[201] The app's servers were under 

denial-of-service attacks on 12 June. The app's founder Pavel Durov identified the origin of the 

attack as China,[202][203][204] and stated that it "coincided in time with protests in Hong 

Kong."[205] 

Protesters have also developed a mobile app named "HKmap.live", which crowdsources the 

location of police and anti-government protesters. The app was available on the iOS App Store 

briefly after Apple initially rejected the app, though Apple subsequently removed the app 

following pressure from China.[206] To further facilitate the Yellow Economic Circle, apps were 

developed to help readers to identify the political orientation of various shops and 

companies.[207] 

Protesters covering their right eye 

After 11 August, when a protester's right eye was allegedly ruptured by bean bag rounds, 

netizens have started the #Eye4HK campaign, calling people around the world to take a photo 

of themselves covering their right eye and share it on social media to show support to the 

movement and the anti-extradition protesters.[208] 

The protests have seen an increase in the spread of disinformation from both protesters and 

government supporters which have led to heightened reactions and polarisation among the 

public.[209] Within the Citizens' press conference (see below), a group on Telegram is devoted 

to countering the "Pro-Beijing trolls -- the so-called 50-cent army, named for the price they are 

supposedly paid for each post" plus the "state-backed media and botnets [who] have been 

employed to pump out huge quantities of disinformation and misinformation, designed to 

undermine the protesters as rioters and stooges of foreign powers". (Research by Fu King-wa of 

the University of Hong Kong "found that 20% of the feeds related to the Hong Kong protests on 

Twitter have been posted by "fake accounts," which display minimal interaction with other 

users", a much higher figure than the 10% fake feeds posting on the 2016 United States 

Presidential election where Russia allegedly tried to skew the outcome. In August 2019, 

Facebook and Twitter blocked "tens of thousands of accounts that they said were connected to 

[China's] state-backed misinformation campaigns".[210][211][212]) The Telegram group's leader 

Shirley said "We invent memes, GIFs [short, animated images] and hashtags for Twitter feeds 

to attract attention. On the other hand, we post more in-depth articles on online forums like 

Reddit and Quora, where we want to establish meaningful conversations for people around the 

world to understand the situation in Hong Kong," she said. "In terms of size, we can never 

compete with the 50-cent army. But I believe authentic interactions are much more powerful 

than spam comments." [210] 

A game on Steam, titled Liberate Hong Kong, was released that allows players to play as a 

protester avoiding the riot police. The developers created the game to spread awareness of the 

protests and to test the boundaries of online gaming platforms on censorship, following 



Blitzchung controversy which saw video game company Blizzard Entertainment banning an 

eSports player from joining tournaments after he expressed support for the protests.[213] 

During the coronavirus crisis, protesters have used video game Animal Crossing: New Horizons 

as a platform to protests as social gathering was discouraged. Protesters imported flags 

containing protest slogans such as "Liberate Hong Kong, revolution of our time" and funeral 

photographs of Communist Party of China (CPC) general secretary Xi Jinping in the game as 

part of the virtual protests. Chinese online storefronts including Taobao then removed the game 

from sales.[214] 

Activists also took to editing the Wikipedia pages of the Hong Kong police and Carrie Lam, 

leading to "editing wars" and the need to restrict editing on controversial pages.[215] 

There have been reports of protestors using hidden language to dodge security laws, including 

wordplay and the repurposing of Chinese Communist Party literature to express dissent.[216] 

Doxing 

As of 20 December 2019, the Office of the Privacy Commissioner for Personal Data (PCPD), a 

statutory body of the Hong Kong government, had received reports of or discovered 4,359 

cases of doxing relating to the protests.[217] Cases involving police officers or their family 

members comprised 36% of all reported or discovered cases of doxing; other cases involved 

other targets such as pro-government public figures, protesters, and anti-government citizens. 

These cases of doxing originated from sixteen online platforms and forums.[218] 

Police have found a website run by the hacktivist group Anonymous that disclosed personal 

data of more than 600 officers.[219] In early July, the police arrested eight people in connection 

to the alleged doxing.[220][221] In separate incidents, police targeted activists for their 

involvement in Telegram chat groups: during June and July, two people were arrested for 

conspiracy, under accusations of administering chat groups, and told that investigations would 

continue. However, neither has been charged with a crime.[222][223] 

The New York Times reported that a Telegram channel named 'Dadfindboy' (Chinese: 

老豆搵仔) was used for doxing police officers. Personal information and photos of family 

members were revealed along with abusive language. The channel had more than 50,000 

subscribers, and featured calls for violence against the police.[224] The personal information of 

hundreds of officers and their family members had been released online as early as 19 June 

2019.[225] The police arrested nine people on doxing related offences on 3 July 2019.[226] As 

of 28 August 2019, the PCPD had recommended an investigation into hundreds of cases that 

involved personal data leaks and related cyberbullying of police and their families,[227] some of 

which involved threatening messages directed at the children of police officers.[227] 

Some protesters found their personal information and photos circulating on pro-Beijing circles 

on Facebook and other social media platforms after being stopped and searched by police, 

suspecting police to have leaked the photos they took during the stop-and-searches. In a 

response, the police said they had procedures to ensure that their members comply with privacy 

laws.[228] HK Leaks, an anonymous website based in Russia, has doxxed about 200 people 

seen as supportive of the protests. An Apple Daily reporter who was doxed by the website was 

targeted by sexual harassment via "hundreds of threatening calls". As of 1 November, the site 

remained online. The website uses 'bulletproof' anonymous hosting, also used by imageboard 

website 8chan, designed to evade prosecution, and has shifted its domain name three times 



since August. Maarten Schenk, co-founder of the fact-check site Lead Stories, said that the site 

"seems to be really well set up to reveal as little as possible". The site has been promoted by 

groups linked to the Communist Party of China, including the Communist Youth League and 

Global Times.[229] 

In response to protester tensions against the police, a court injunction against doxxing police 

officers was issued on 25 October 2019.[230] On 17 June 2020, after the sentencing of a 

person, Mr Justice Russell Coleman stated that "Court orders are made to be obeyed – they are 

not guidelines. If such doxxing activities are continued in breach of the court’s order … after this 

decision, those persons may not be so fortunate in avoiding a custodial sentence."[230] 

AirDrop broadcast 

In June and July, protesters in Hong Kong used Apple devices' AirDrop feature to broadcast 

anti-extradition bill information to in public, such as inside MTR trains, allowing recipients to read 

about concerns regarding the proposed law, aiming to raise awareness among the residents in 

Hong Kong.[231][232] 

During the 7 July protest in Tsim Sha Tsui, a major tourist district, protesters again used AirDrop 

to share information regarding protests and concerns about the bill with tourists from mainland 

China.[233] Some shared QR codes that looked like "free money" from Alipay and WeChat Pay, 

but actually redirected to information–written in Simplified Chinese–about the on-going 

democratic movement.[234][235] Because AirDrop creates a direct link between local devices, 

the technology bypasses mainland China's censorship efforts[235][236] that have distorted and 

limited information about extradition bill protests.[237][238] 

Peer-to-peer mesh broadcasting 

Protesters had already eschewed traditional SMS, email, and WeChat, which are monitored by 

the state or are easily monitored. With the looming possibility that the government may enact 

emergency legislation, including measures to cut off Internet connectivity,[239] Hong Kong has 

seen a rapid uptake of a smartphone ad hoc network software package called Bridgefy, a peer-

to-peer bluetooth mesh networking application.[240][241] Although the Bluetooth protocol is not 

secure, and the metadata can also be pinpointed by those with the technical means, the app 

allows transmission of messages without an Internet connection.[242] The app functions by 

networking users' standard Bluetooth connections through the creation of a mesh network 

across an entire city.[240] Messages transit via other Bridgefy users' phones until they reach the 

intended target. Direct messages are encrypted, while publicly broadcast messages are 

not.[241] The broadcast mode allows messages to be sent to all users within immediate range. 

The app publisher announced that downloads had increased forty-fold over the month of 

August, with 60,000 app installations in the last week of August alone, most of them from Hong 

Kong.[240] In the 2014 Hong Kong protests, FireChat had been used for smartphone ad hoc 

networking.[243] 

Crowdfunding 

 

The crowdfunding campaign for the production of the Lady Liberty of Hong Kong statue reached 

its goal within 6 hours. 



In addition to launching a crowdfunding campaign to place advertisement in major international 

newspapers, Hong Kong residents also raised funds to support the legal fees and the medical 

expenses for the detainees and the injured protesters respectively. For instance, the 612 

Humanitarian Relief Fund raised more than HK$12 million in a month.[244] Another organisation 

offering financial aid to the protesters was Spark Alliance, though the police and HSBC seized 

over HK$70 million (US$9 million) in funds for the protests in December 2019 and arrested 

three men and one woman, all responsible for operating the group, for "suspected money 

laundering".[245] 

The pro-democracy statue "Lady Liberty Hong Kong" also reached its goal of raising 

HK$200,000 within six hours.[246] 

Publicity 

Advertising campaign 

In June, protesters launched an online crowdfunding campaign to place open letters as full-page 

ads in major international newspapers before the 28–29 June G20 Summit in Osaka, Japan to 

raise global awareness and appeal for world leaders' intervention on the bill, urging everyone to 

"ally with [them]" and to "[demand] the preservation of Hong Kong's freedom and autonomy 

under the Chinese government."[247] The goal to raise HK$3 million was accomplished in less 

than four hours, and successfully raised HK$5.45 million in less than six hours.[248] The open 

letter was published by popular international newspapers including The New York Times, The 

Guardian, Japan Times, The Globe and Mail, Süddeutsche Zeitung, The Chosun Ilbo, Le 

Monde and the online version of Politico Europe.[249][250] The advertisements were printed in 

the local languages of the readership for each periodical, and while graphic design and layout 

varies, most included the slogan and appeal to "Stand with Hong Kong at G20" along with the 

open letter.[251] 

A GoFundMe campaign was started on 11 August 2019 to raise funds for a second advertising 

campaign. It raised US$1.97 million in two hours with contributions from over 22,500 people. 

The proceeds were used to again place open letters as full-page ads in 13 major international 

newspapers including the Globe and Mail, New York Times, Le Monde, El Mundo, and 

Kyunghyang Shinmun.[252][253] The ads appeared in the newspapers on 17 August 2019.[210] 

Industry experts considered the advertisement campaign of the protesters as more effective 

than one which the Hong Kong government launched after the announcement of the withdrawal 

of the extradition bill in September 2019, in which it aimed to reassure investors and encourage 

visitors.[254] 

Citizens' press conference 

Citizens' press conference held by protesters. 19 August 2019 

A group of protesters held a citizens' press conference, hoping to "broadcast under-represented 

voices" and their own perspectives to the public. This was a response to daily police press 

briefings, which they claim to spread "malicious distortions" and "untruth",[255] and that they 

intended for these press conferences to "act as a counterweight to the government's monopoly 

on political discourse."[256] In the press conferences, they would wear black, put on face masks 

and safety helmets, and conduct the discussion in both Cantonese and English, along with a 

sign language interpreter.[257] These press conferences were coordinated using Telegram and 



LIHKG, and the speakers stressed that they are not the leaders of the movement but wish to 

speak for the average protesters. Quartz described that such tactic is a "battlefront" in public 

relations with the government.[258] 

According to Bruce Lui of the Hong Kong Baptist University, the "Citizens' Press Conference 

has won over hearts and minds. Most importantly, it presents to the public what the authority 

lacks -- authenticity and sincerity. People here are fed up with canned speeches and scripted 

responses." [210] 
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Hand signs used by the Hong Kong Protestors 

In addition to cellular communications, the Hong Kong protestors have developed a series of 

hand signals. Have you noticed any hand signals from Antifa or BLM?  

Start taking note of any suspicious hand signs by either of these groups and pay attention to 

what actions, if any, the demonstrators may take.  

Take photos if possible, but, share this information with others. 

Again, Antifa and the Hong Kong protestors are communicating with one another. In addition, a 

like minded group in Lebanon has offered assistance to Antifa in the way of tactical advice.  

 



 



 

 



 

The ANTIFA War 

 
“The unrest and riots that erupted in the wake of George Floyd protests are evidence 

that a full-scale hybrid war is being waged against the United States, aimed at 

undermining their geopolitical leadership. This war, which has a clear plan and intent, 

continues to remain unnoticed in the United States.  While experts point out that Russia 

and China, through their official and covert tools on social media, are actively supporting 

the protests in the United States, only a few American politicians are timidly claiming the 

hypothetical possibility of Russia’s involvement in the riots. The majority of observers 

remain silent.” 

 

This comes from an intelligence interview with a suspected Antifa member: 

 

Interrogator: What did the sabotage part of the training consist of? 

Antifa trainee: How to blow up the infrastructure of a city. 

Interrogator: What types of targets were you trained on? 

Antifa trainee: City installations, police departments and special installations, such 

as electric sub-stations, water plants, gas stations, airports, railroads, large 

corporations, gas storage. 

 

What has been observed regarding the people in the riots in Portland and Seattle are 

ANTIFA’s, in the words of Stalin “useful idiots.” The hard-core, terrorist trained troops 

are being held back for the events planned in the weeks heading to the elections. 

ANTIFA has had its elite trained in the drug cartel training camps in Mexico and in the 

PKK training camps in Syria. Once trained, these individuals have returned to either 

Europe or the U.S. 

Go to Attachments and read “PKK sends ‘Antifa’ terrorists to US.” 

 



 

 

 

 

 

 



 

These people are not what we are seeing in Portland and Seattle regarding 

the current character of Antifa rioters, but, true terrorists. Trained in how to 

destroy a city or a nation, assassinate selected government officials, esp. 

any and all law enforcement officers, as well as the indiscriminate killing of 

civilians. They are trained to operate in small groups, how to obtain the 

needed weapons for their mission, how to manufacture explosives and 

incendiaries from over-the-counter ingredients, how to use a knife and 

hand-to-hand combat as well. They are thoroughly familiar with their target 

and surrounding communities, as well as the day to day routine of law 

enforcement, both on and off duty. They are masters in stealth, intelligence 

and counter-intelligence. They have little regard for their survival, but only 

want to carry out their mission successfully.  

Mumbai is an excellent example of what a small group of well-trained 

individuals are capable of, and the Beslan school siege in Beslan, North 

Ossetia shows the total disregard for human life, even children. 

 

 

 

 



Open sources for information on ANTIFA 

 

Open source reference Center for Security Policy...recent podcasts from Trevor Louden 

and Stephan Coughlin about Antifa, it's history, origin, cash flow, etc. 

https://www.centerforsecuritypolicy.org/category/programs/secure-freedom-radio-

podcasts/ 

Another site is Project Veritas. Go to #EXPOSE ANTIFA visit 

PROJECTVERITAS.COM/BRAVE. These are actual undercover videos of Antifa 

teaching fighting tactics. 

As to Antifa being the champion of the oppressed and a non-violent group, then go to 

this site http://www.dailywire.com/news/20252/our-enemies-blue-antifa-hosting-violent-

anti-cop-paul-bois where Antifa is hosting a "Enemies in Blue" workshop. 

Counterterrorism Expert Says 'The Goal of Antifa Is To Overthrow The 

Government'  go to https://dailycaller.com/2020/06/13/counterterrorism-expert-antifa-

overthrow-the-government/ 

This is a good video on how the media, ADL and others are attacking the 

conservative/right wing groups https://www.youtube.com/watch?v=-h38sQCo-QA 

David Ngo, Journalist, Portland, Oregon, has been reporting truthfully on ANTIFA , 

which has resulted in his being physically assaulted and him and his family living in fear 

of their lives. Go on-line and review his reporting. If you desire, contact him via his 

email. 

 

National Antifa Groups 

 Torch Antifa Network 

 Refuse Fascism 

 World Can’t Wait 

 PNW Youth Liberation Front (Antifa youth organization) 

 Revolutionary “Abolitionist Movement 

  

 John Brown Gun Club (claims to be Antifa’s militia) 

 

WARNING 
Before going online researching these websites use a separate computer. Don’t 

use the Department’s computer system or your own. Instead, use a system that is 

https://www.centerforsecuritypolicy.org/category/programs/secure-freedom-radio-podcasts/
https://www.centerforsecuritypolicy.org/category/programs/secure-freedom-radio-podcasts/
https://ileeta.wildapricot.org/EmailTracker/LinkTracker.ashx?linkAndRecipientCode=dfoFFt%2bLVrDds4tZrEO7ifyTfJaRVnlKFvVCMUGpw39TbQ0%2bqRU%2flcn8dv%2bX4os35yeSJPJlG378Yo%2fXz2YA%2bEAsfWgrFz5hu6T2VwYZ9J0%3d
https://ileeta.wildapricot.org/EmailTracker/LinkTracker.ashx?linkAndRecipientCode=dfoFFt%2bLVrDds4tZrEO7ifyTfJaRVnlKFvVCMUGpw39TbQ0%2bqRU%2flcn8dv%2bX4os35yeSJPJlG378Yo%2fXz2YA%2bEAsfWgrFz5hu6T2VwYZ9J0%3d
https://dailycaller.com/2020/06/13/counterterrorism-expert-antifa-overthrow-the-government/
https://dailycaller.com/2020/06/13/counterterrorism-expert-antifa-overthrow-the-government/
https://www.youtube.com/watch?v=-h38sQCo-QA


separated from all other computer systems and will be dedicated to research of this type 

as you will leave fingerprints and they will hack you.  

 

 

 

This is a cultural revolution/insurgency and Antifa isn't a fragile hierarchical organization 

but rather a resilient network. This means that the insurgency is virtually immune to 

attrition and decapitation. The current war in the Middle East has demonstrated this only 

too well. Win the streets, the people, and you win the war. 

Consider the cultural revolutions in Bosnia, Kosovo, Russian state of Georgia, the 

Ukraine, all were revolutions started from within, but, supported by outside forces. 

Russia sent their troops into these countries, disguised as the native population, and, 

supported by a small percentage of the native civilians of that country, were able to start 

a war and convince the world that it was a cultural revolution. And this is happening in 

this country.   

We recommend that you download the Introduction to ARIS to guide you through the 

multitude of resources that provide the intellectual foundation for the study of revolution, 

resistance, insurgency, and unconventional, irregular, and political warfare. This project 

is one of the most valuable resources for understanding these phenomena. 

 

 

 

Antifa and Black Lives Matter have no intentions to negotiate. These are revolutionary 

movements whose aims are to overthrow the U.S. government. Many f us who are 

knowledgeable of Fourth Generation warfare and are concerned about the recent 

events in the U.S. is because we went to wars in Iraq and Afghanistan and have 

witnessed these types of terrorist groups organizing, creating insurgencies and the 

horrible consequences of it. 

Both Antifa and Black Lives Matter are fronts for Russia and China. Antifa is financially 

and tactically sponsored by the powers in Moscow through George Soros and his 

followers. Black Lives Matter is supposedly funded by China and that money is then 

donated to the Democratic Party through Act Blue which facilitates donations to 

Democratic and left-leaning organizations. Go to attachments and read, “Beijing Front 

Money – Is China Burning American Cities?” 

https://www.soc.mil/ARIS/books/pdf/ARIS-intro-pg.pdf


Both Antifa and Black Lives Matter are more committed to being tactically effective, to 

carry out their destructive mission than conforming to any historical or organizational 

format they may have had in the past. On one side, they’re going to put out their cover, 

their masks and they’re gong to have propaganda in that regard. But they’re actually 

very open on their websites, their doctrinal statements, their actions, and even after 

events, they state that their objective s the overthrow of the government of the United 

States and the destruction of our entire system, politically, socially, and culturally.  

 Their tactics include vitriolic rhetoric, disruptive image events, actions that provide 

violent backlashes, unreasonable demands, pressure against selected targets and their 

accomplices, harassment and sabotage. Both organizations make extensive use of the 

Internet and social media platforms as a means to mobilize members, coordinate 

activities and attacks and send radical messages and videos. 

Their greatest ally is a favorable press.  

Joe Myers, a former Defense Intelligence Agency official and counterinsurgency expert, 

offered this observation: 

 "Antifa's actions represent a hard break with the long tradition of a peaceful political 

process in the United States. Their Marxist ideology seeks not only to influence 

elections in the short term but to destroy the use of elections as the determining factor 

in political legitimacy. 

"Antifa's goal is nothing less than fomenting revolution, civil war and silencing America's 

anti-communists. Their labeling of Trump supporters and patriots as Nazis and racists is 

standard fare for left-wing communist groups. 

"Antifa is currently functioning as the command and control of the riots, which are 

themselves the overt utilization of targeted violence against targets such as stores — 

capitalism; monuments — history; and churches — God." 

GO TO ATTACHMENTS AND READ “STOPPING THE COUP.” Antifa has NO 

intentions of stepping back even if the Democrats win. Their goal is the 

destruction of the U.S. Stopping the Coup is their outline for continuing the war 

on the U.S. 

 

AUTHOR’S COMMENTS: 

We now come to the other manner in which Law Enforcement functions 

amongst the people in a wider sense: through the media. Television and the 

Internet in particular have brought conflict into the homes of the world – the 

homes of both leaders and electorates. Leaders are influenced by what they see 



and by their understanding of the mood of the audience, their electorate. And 

they act on these perceptions often for reasons to do with their own political 

purpose rather than the one at issue.  

The Media is a collective medium; it is a means of communication, although you 

must expect the message you want transmitted to be ignored for a better story, 

distorted by personal or editorial bias, misinterpreted from a lack of knowledge 

or misrepresented from a lack of contextual information. Above all you must 

never forget that the interest of a journalist or producer is driven by a need to 

fill space with words and images. 

You need the Media in order to learn the perceptions of the other side. To this 

extent, the Media is a crucially useful element in conflicts for attaining the 

political objective of winning the will of the people. It has also become the 

medium that connects the people, government and law enforcement. It is also 

the medium that the activists will speak to, to use for their platform.  

The Media should never be part of any planning regarding police operations as 

they have their best interests at heart. But since it is everywhere in troubled 

areas its presence must be calculated – especially in law enforcement’s choice 

of method as to how to achieve surprise and achieve the upper hand.  

Both Law Enforcement and the activists have scoured the Media for information 

regarding the “other side.” Here Law Enforcement could use this fact to their 

advantage of keeping their intentions secret. It’s not good advice to lie to the 

Media, so, it is suggested to practice illusion rather than deception. In the latter 

you attempt to lie and deceive, in the former you seek to have the activists 

deceive themselves. Something we did during the First Gulf War, when giving 

briefings or, as was often the case, talking off the record with a reporter, there 

were always maps and sometimes drawings showing the coast of Kuwait with 

the sea in the background. The press, acting only on the maps and drawings 

would tell the world and Suddam Hussein that we would be invading by sea. 

The press did our job for us. Law Enforcement must learn how to use the press 

to their advantage. 

During these troubles, it was noted that a spokes-person for Law Enforcement 

would give away too much information, especially regarding tactics, as well as 

problems within the department. Government officials would give away 



everything regarding law enforcement’s actions, planned operations, and any 

problems within that department.  

BE CAREFUL WHAT YOU SAY AND TO WHO.  Until the troubles are over, it 

remains a priority for law enforcement and not politicians. They will have plenty 

of time, after order has been restored, to screw everything up again. Nor are 

you there to sell newspapers that will be tomorrow’s cat litter. 

 

 

 

 

 

 

 

 

 

 

 

 

These are some of the symbols used by ANTIFA. Go on-line searching for “symbols 

used by ANTIFA” once this comes up, go to Images.  

 



 

 

 

 

 

 

 

 

https://rokantyfaszystowski.org/wp-content/uploads/2019/10/trzy-strzaly.svg-.png


 

 

 

 

https://www.google.com/url?sa=i&url=https%3A%2F%2Fwww.amazon.com%2Fantifa-flag%2Fs%3Fk%3Dantifa%2Bflag&psig=AOvVaw3SiBG53ehLGv2H8qltQPL7&ust=1592355364880000&source=images&cd=vfe&ved=0CAIQjRxqFwoTCJCz-9-QheoCFQAAAAAdAAAAABAD


 

 

 

 

 

 

 

 

 

 

 

 

Also, look for jewelry like a necklace or ring 

 

https://www.google.com/url?sa=i&url=https%3A%2F%2Ftwitter.com%2Fdangraur%2Fstatus%2F788113677153034240&psig=AOvVaw3SiBG53ehLGv2H8qltQPL7&ust=1592355364880000&source=images&cd=vfe&ved=0CAIQjRxqFwoTCJCz-9-QheoCFQAAAAAdAAAAABAJ


 

 

 

 

 

 

 

 

 

Look for symbols on their person, clothing, backpacks, etc. 

https://www.google.com/url?sa=i&url=https%3A%2F%2Fwww.etsy.com%2Fse-en%2Flisting%2F522143842%2Fantifascist-antifa-necklace-pendant&psig=AOvVaw3SiBG53ehLGv2H8qltQPL7&ust=1592355364880000&source=images&cd=vfe&ved=0CAIQjRxqFwoTCJCz-9-QheoCFQAAAAAdAAAAABAW


 

 

 

 

 

 

 

 

These are some of the tattoos worn by ANTIFA. Some of the ANTIFA members and 

wantabes have put temporary tattoos on. Something they can remove when necessary. 



 

 

 



 

 

 



 

 

 

 

https://i.redd.it/1uti0064upi21.jpg


 Former National Security Council staff member Rich Higgins said: 

"President Trump's election and revitalization of America are a threat to Antifa's nihilist 

goals. They are fomenting this violence to create havoc, despair and to target the 

Trump campaign for defeat in 2020. It is employing organized violence for political ends: 

destruction of the constitutional order." 

Patrisse Cullors, a co-founder of the Black Lives Matter movement: "Trump not only 

needs to not be in office in November, but he should resign now. Trump needs to be out 

of office. He is not fit for office. And so, what we are going to push for is a move to get 

Trump out. While we're also going to continue to push and pressure Joe Biden around 

his policies and relationship to policing and criminalization. That's going to be important. 

But our goal is to get Trump out." 

ANTIFA’S tactics center on three principles: 

1. Creating disorder 

2. Advancing their cause by public acts (propaganda by the deed) 

3. Provocation – testing law enforcement’s willingness and ability to act or 

causing the police to over-react. They use Twitter to identify those officers 

who are more likely to become aggressive and, at a demonstration, these 

officers are sought out in order to escalate tensions. 

 

 

Planning for this confrontation didn’t start several months ago, but with the election of 

Trump. George Soros, with the backing of Moscow, reached out to Antifa, offered 

financing, training and instructors to their leaders in the U.S. Soros and Russia are 

utilizing the concept of “Disruptive targeting” where you disrupt the link between 

government, the people and law enforcement.  Both Russia and China are terrified of 

Trump.  So, here’s their chance for a favorable change for their countries. 

 

 

Antifa operates on the Leaderless resistance principle. In the Attachments is an 

article on Leaderless Resistance written by Louis Beam. It’s always good to know 

how your opposition thinks.   

 Leaderless resistance allows Antifa, BLM and even gang members to become part of a 

network that allows for increased coordination and cooperation and able to stay 

securely separated in case anyone is arrested.  Antifa in the United States is highly 

networked, well-funded and has a clear ideological agenda: to subvert, often with 



extreme violence, the American political system, with the ultimate aim of replacing 

capitalism with communism. In the United States, Antifa's immediate aim is to remove 

President Trump from office. Gatestone Institute has identified Antifa groups in all 50 

U.S. states, with the possible exception of West Virginia. Some states, including 

California, Texas and Washington, appear to have dozens of sub-regional Antifa 

organizations. 

It is difficult precisely to determine the size of the Antifa movement in the United States. 

The so-called "Anti-Fascists of Reddit," the "premier anti-fascist community" on the 

social media platform Reddit, has approximately 60,000 members. The oldest Antifa 

group in America, the Portland, Oregon-based "Rose City Antifa," has more than 30,000 

Twitter followers and 20,000 Facebook followers, not all of whom are necessarily 

supporters. "It's Going Down," a media platform for anarchists, anti-fascists and 

autonomous anti-capitalists, has 85,000 Twitter followers and 30,000 Facebook 

followers. 

Author’s Observations: 

In November 1999, mobs of masked anarchists, predecessors to today's Antifa 

movement, laid waste to downtown Seattle, Washington, during violent demonstrations 

that disrupted a ministerial conference of the World Trade Organization. The Seattle 

WTO protests birthed the anti-globalization movement. 

In April 2001, an estimated 50,000 anti-capitalists gathered in Quebec to oppose the 

Third Summit of the Americas, a meeting of North and South American leaders who 

were negotiating a deal to create a free trade area that would encompass the Western 

Hemisphere. 

In February 2003, hundreds of thousands of anti-war protesters demonstrated against 

the Iraq War. After the war went ahead anyway, some parts of the so-called progressive 

movement became more radicalized and birthed the current Antifa movement. 

Germany, which has roughly one-quarter of the population of the United States, is home 

to 33,000 extreme leftists, of whom 9,000 are believed to be extremely dangerous, 

according to the domestic intelligence agency (Bundesamt für Verfassungsschutz, BfV). 

Violent left-wing agitators are predominantly male, between 21 and 24 years of age, 

usually unemployed, and, according to BfV, 92% still live with their parents. Anecdotal 

evidence suggests that most Antifa members in the United States have a similar socio-

economic profile. 

 

 From the local law enforcement to the federal level, records have not been kept on 

ANTIFA or Black Lives Matter, as opposed to the attention given to right wing 

extremists. Concealing the true nature and ultimate goal of Antifa has been assisted by 

a hostile press and such organizations as the Anti-Defamation League (ADL) and the 



Southern Poverty Law Center (SPLC). The press, and especially ADL and the SPLC 

have distributed extremely inaccurate information on the Right wing groups while 

praising Antifa and Black Lives Matter (BLM) to the point that the violence regarding the 

current demonstrations and those to come in the near future are the result of groups 

espousing White Supremacy and not Antifa or BLM.  

They use elusiveness by mobility, concealment and systems disruption through 

targeting multiple locations. Blending in or utilizing surprise so as to establish and 

maintain the tempo of conflict. 

AUTHORS COMMENTS 

From reviewing videos of the demonstration’s in both Portland and Seattle, the following 

was noted: The demonstrators were trying to spread the police line from the location 

they were protecting to another. The demonstrators will try to force police to deploy 

officers to protect alleys and side streets, thus, thinning the police lines. Flash mobs in 

multiple locations were effective for the demonstrators. This wasn’t done so much to 

overwhelm the police but to overwhelm police command. Sadly, few command officers  

have the experience or ability to handle multiple incidents. Antifa leaders know this. So, 

they will direct their followers to “thin” the police line and overwhelm command. The 

Pacific Northwest Youth Liberation Front questioned, in a Twitter post, why protesters 

always marched straight at police, “Instead of marching straight to the riot line, head-

first into clouds of tear gas and violent arrests, let’s move AWAY from the cops.” This 

tactic was adopted, and when coordinated, the strategy worked perfected. Now, officers 

are being limited by their need to defend a specific piece of ground, making them 

vulnerable to retaliation. 

 

To evade detection by law enforcement, Antifa groups in the United States often use 

encrypted social media platforms, such as Signal, Telegram Messenger, Torch Network 

the Brighton Antifascists as well as It’s Going Down and CrimethInc. to communicate 

and coordinate their activities, sometimes across state lines.  

 

 

 

 

 

 



Antifa Financing 

 

 

 

Go to paidliberalprotester.com to learn more. 
 

Across the country, in Bellevue, Washington, which was also hit by looting and violence, 

Police Chief Steve Mylett confirmed that the people responsible were organized, from 

out of town, and being paid: 

"There are groups paying these looters money to come in and they're getting paid by 

the broken window. This is something totally different we are dealing with that we have 

never seen as a profession before. We did have officers that were in different areas that 

were chasing these groups. When we make contact, they just disperse." 

The coordinated violence raises questions about how Antifa is financed. The Alliance for 

Global Justice (AFGJ) is an organizing group that serves as a fiscal sponsor to 

numerous radical left-wing initiatives, according to Influence Watch, a research group 

that collects data on advocacy organizations, foundations and donors. 

https://paidliberalprotester.com/


AFGJ, which describes itself as "anti-capitalist" and opposed to the principles of liberal 

democracy, provides "fiscal sponsorship" to groups advocating numerous foreign and 

domestic far-left and extreme-left causes, including eliminating the State of Israel. 

The Tucson, Arizona-based AFGJ, and people associated with it, have advocated for 

socialist and communist authoritarian regimes, including in Cuba, Nicaragua and 

Venezuela. In the 2000s, AFGJ was involved in anti-globalization demonstrations. In the 

2010s, AFGJ was a financial sponsor of the Occupy Wall Street movement. 

AFGJ has received substantial funding from organizations often claiming to be the 

mainstream of the center-left. The Open Society Foundations, Tides Foundation, Arca 

Foundation, Surdna Foundation, Public Welfare Foundation, the Ben & Jerry 

Foundation and the Brightwater Fund have all made contributions to AFGJ, according to 

Influence Watch. 

One of the groups funded by AFGJ is called Refuse Fascism, a radical left-wing 

organization devoted to promoting nationwide action to remove from office President 

Donald Trump, and all officials associated with his administration, on the grounds that 

they constitute a "fascist regime." The group has been present at many Antifa radical-

left demonstrations, also according to Influence Watch. The group is an offshoot of the 

Radical Communist Party (RCP). 

In July 2017, the RCP bragged that it took part in violent riots against the G20 Summit 

in Hamburg, Germany. The RCP has argued that capitalism is synonymous with 

fascism and that the election of President Trump would lead the U.S. government to 

"bludgeon and eliminate whole groups of people." 

In June 2020, Refuse Fascism took advantage of the death of George Floyd to raise 

money for a "National Revolution Tour" evidently aimed at subverting the U.S. 

government. The group's slogan states: "This System Cannot Be Reformed, It Must Be 

Overthrown!" 

 

So, if you arrest a leader, you won’t affect anything but the local cell. But, it’s a start. 

When you arrest someone you think is an Antifa member check their possessions: any 

papers, typed, printed or written with instructions or random words or numbers. Could 

be a code. Copy it for comparison to similar items found on other suspected members. 

The code can be broken just from comparing more than two notes. Check their 

identification, driver’s license, etc. Note where they are from and compare to other 

suspected members. Do they live in the same city and general neighborhood? Do they 

have large amounts of cash on them? This indicates they have been paid or will be 

paying other members. Also, look for a Debit card, note the number, then compare that 

number to other suspected members with debit cards. How close are the numbers? 

This is a good indication they are Antifa and how they are being paid. Trace the 

cards/the money. 



 

Once the suspected Antifa members are released, watch and look for:   Who meets 

them, where do they go and Who is waiting there to talk to them? At this point you are 

moving up the chain of command. 

Antifa began preparing in 2016, with Trumps election to office, for violent protests and 

selected the cities where government was more favorable to them 

Groups were assigned to selected cities and learned EVERYTHING regarding their 

targets. They first, wanted to find areas and groups that were already hostile to 

Washington, law enforcement, military, and anything or person that represented what 

they were against.  

 

They know every street, side street, alley, even the sewer system, any and everything 

for a quick retreat. They know all the businesses and what the financial impact of their 

loss will be. Notice how some businesses were attacked, but, not others, even those 

next doors?  It’s sending a message, “next time it could be you”. 

In Attachments read the paper on Tactical Folders. 

Selected members went into the previously identified areas and made contact with the 

gangs, trying to determine who would prove the most useful. Then, money and 

information were offered. The gangs that were willing to work with them exchanged 

contact information, i.e. how Antifa could contact them before or during the conflict. 

Gang members were instructed not to interfere with Antifa, and to assist when/where 

necessary. Then the gangs used the internet to bring in their friends for looting, 

compounding the problem. 

◾"They're coming from other cities. That cost money. They didn't do this on their own. 

Somebody's paying for this.... What Antifa is doing is they're basically hijacking the 

black community as their army. They instigate, they antagonize, they get these young 

black men and women to go out there and do stupid things, and then they disappear off 

into the sunset." — Bernard Kerik, former commissioner of the New York City Police 

Department. 

 

AUTHORS OBSERVATIONS – 

Link to doorbell camera from Kenosha, WI. From 31 May 2020 @ 2300, Sunday. 

https://fox6now.com/2020/06/01/shots-fired-as-neighbor-confronted-group-trying-to-

break-into-corner-store-amid-protests-in-kenosha/ 

https://fox6now.com/2020/06/01/shots-fired-as-neighbor-confronted-group-trying-to-break-into-corner-store-amid-protests-in-kenosha/
https://fox6now.com/2020/06/01/shots-fired-as-neighbor-confronted-group-trying-to-break-into-corner-store-amid-protests-in-kenosha/


 

This started as looting in the Kenosha area. The tactic is large groups of looters in cars. 

Plates are switched or removed. The cars convoy at high speed to a target. If LE is near 

they scatter and run at high speed, only to regroup and continue on with mayhem. This 

particular group started on the north end of Kenosha, was displaced by LE and 

reformed moving south. This batch stopped at a liquor / grocery store and started to loot 

it. The homeowner came out and confronted the growing number of subjects and 

discharged several rounds from a handgun into the ground. The gunfire caused the 

subjects to leave. As they did so they shot back at the good neighbor. Kenosha PD 

pursued the subjects, taking fire and the fleeing car wrecked out and the occupants 

scattered. A resident near the crash scene called 911 stating, “I see a subject with a 

rifle, crouched behind a car”.  

 

In knowing the city, Antifa prepared intelligence briefs on law enforcement. Who they 

are, where they live, where their families are, etc. They know what cars the officers and 

their families drive, their daily habits, routes, hang-outs, friends, etc. That is, they know 

more about each officer than that officer knows about him/her self. Antifa also, in some 

departments, have allies, fellow officers who have helped them! Antifa and BLM use the 

technique called “doxing” where they expose their adversary’s identities, addresses, 

jobs and other private information on their websites. And, as already stated, they look 

for and report any officer they perceive as possessing a hair-trigger. This is done, in 

hopes of provoking these officers to over-react during a confrontation with any Antifa 

member. 

Go to Attachments and read Massive Attack On Police: ‘Blueleaks’ Hackers Release 

‘Hundreds Of Thousands’ Of Private Records On Officers. 

Chicago PD arrested a man in the act of arson. He was about to set fire to a CPD Lt.'s 

home. When interrogated he said he got the name off “the list” and the author of the list 

encouraged people to go out and cause mayhem 

New York's top terrorism officer, Deputy Commissioner for Intelligence and 

Counterterrorism John Miller, explained why the George Floyd protests in New York 

City became so violent and destructive: 

"No. 1, before the protests began, organizers of certain anarchist groups set out to raise 

bail money and people who would be responsible to be raising bail money, they set out 

to recruit medics and medical teams with gear to deploy in anticipation of violent 

interactions with police. 

"They prepared to commit property damage and directed people who were following 

them that this should be done selectively and only in wealthier areas or at high-end 

stores run by corporate entities. 



"And they developed a complex network of bicycle scouts to move ahead of 

demonstrators in different directions of where police were and where police were not for 

purposes of being able to direct groups from the larger group to places where they 

could commit acts of vandalism including the torching of police vehicles and Molotov 

cocktails where they thought officers would not be. 

"We believe that a significant amount of people who came here from out of the area, 

who have come here as well as the advance preparation, having advance scouts, the 

use of encrypted information, having resupply routes for things such as gasoline and 

accelerants as well as rocks and bottles, the raising of bail, the placing of medics. 

Taken together, this is a strong indicator that they planned to act with disorder, property 

damage, violence, and violent encounters with police before the first demonstration 

and/or before the first arrest." 

After photos appeared to show protesters with military-grade communications radios 

and earpieces, Bernard B. Kerik, former police commissioner of the New York City 

Police Department noted: "They have to be talking to somebody at a central command 

center with a repeater. Where do those radios go to?" 

 Local LE does not have the ability to monitor encrypted comms in real time. Going to 

need mil-spec gear, training and personnel for this.  

We have discovered most of the traditional field force tactics has been proven to be 

ineffective with the way things are going now.  There is less mob mentality and much 

more command and control taking place with the rioters as well as splinter groups which 

move around the large field force groups and often hit behind areas which have already 

been cleared or moved through. 

There is also an incredible amount of social media chatter surrounding gathering and 

disseminated intelligence to be used against LE.  The mapping of LE home locations 

has been ongoing as well as use of technology to capture phone WIFI beacons for 

tracking to LE home addresses. KEEP YOUR PERSONAL PHONES TURNED OFF 

WHEN YOU ARE DEPLOYED.  

There is also an incredible amount of social media chatter surrounding gathering and 

disseminated intelligence to be used against LE.  The mapping of LE home locations 

has been ongoing as well as use of technology to capture phone WIFI beacons for 

tracking to LE home addresses. 

Now, here it gets interesting as to the level of their training. If a riot is already in 

progress, one not started by Antifa, then Antifa will send its closest members there for 

the purpose of stirring things up, to get the violence flowing.  They will begin burning, 



looting, attacking law enforcement, as well as bystanders, esp. anybody who may be 

recording their actions. 

 IED's have been confirmed by LE. DHS put out a flier on it. Simple things like a bottle of 

flammables with a large firework taped to it. Attach something like it to drone and you 

can remote firebomb things. 

The attacks in Portland and Seattle have developed to the point that law enforcement 

are finding stashes of homemade explosives, Molotov cocktails and rifle ammunition. 

It’s coming to the point that deadly force will soon be used against law enforcement. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



Some of the weapons carried by ANTIFA members. 

 

 

 

Police said they found a bag containing loaded rifle magazines and Molotov cocktails at the 

same park. (Source: Portland Police Department) 

 

 

 

 

 

 

 

 

 

 



 

 

 

 

 



 

 

 

 Antifa already knew the direction they wanted the riots to take and was going to push 

the demonstrators in that direction(s). 

During the riots, the scouts would be radioing information back to their leader(s) who, in 

turn, would be passing this on to higher-ups. Everybody, in the chain of command was 

receiving, as close to real time intelligence as possible. 

In addition, did anyone bother to look up?  Drones were present. They flew at night, and 

stayed high. This gave a broader picture of a two to five block area. Made it a lot easier 

to move people in or out of an area. The press was a great source of information as 

well. 

During the riots, Antifa leaders from the street level were sending intelligence to each 

other and higher up in their chain of command. All of which will be analyzed for future 

operations. Especially the coming elections.   

Law enforcement, during all of this, was undermanned, underequipped, undertrained, 

and sadly in some cases, under supported by those higher up not only in the police 

department but local and state government.  

 

 



Tactics 

 

Antifa has been in contact with the protesters in Hong Kong and both groups have been 

exchanging information as to tactics. Further, Antifa has been receiving tactical advice 

from Lebanon. Read the following and compare these tactical suggestions to what has 

been observed around the U.S. 

 

A protest guide in solidarity 

In solidarity with protesters in Minneapolis and other American cities, Lebanese 
technologists, protesters, and activists put together this document as a guide for 
escalating protests and documenting police abuse. We recognize that our experiences 
and lived realities are different, but in the same way that we’ve found solidarity with 
Hong Kong and Chile protesters, we wanted to extend ours to others. 

Protest safety, tear gas, and other hacks ✊🏾 

Protests can be an overwhelming experience when you are alone, so make sure – 
when possible – to go with a friend or with a small group. You are safer when you stay 
together. 

Tear gas contains several compounds that, when in contact with air or moisture, irritate 
the mucous membrane of the eyes, nose, mouth and lungs. This causes your eyes to 
tear up, your nose to run, and makes it difficult to breathe. Tear gas exposure can 
cause confusion, panic, anger, and other psychological effects, therefore try to remain 
calm. Panic is contagious. 

Kep in mind that the following tips on tear gas and pepper spray are based on our 
experiences on the ground and are not official medical adivce. We can't guarantee that 
every prevention method will 100% work. 

Determining whether it is safe to attend a protest 

 Physically attending a protest introduces many risks from physical safety to 
increased surveillance of you and your community. 

 Being at a protest can lead to arrest or other legal consequences that can put 
non-citizens at risk of deportation. 

 When thinking about whether to attend a protest, consider both the impact it can 
have on yourself and others. 

What to wear 🥾 



 Generally, avoid exposed skin. If you can, wear goggles, long sleeve shirts, long 
pants, strong shoes that you can run in. 

 Tight-fitting swim goggles/tight ski goggles. 

 Wear glasses instead of contacts if at all possible. If you get pepper spray or tear 
gas in your eyes, remove contacts immediately before rinsing. 

 Wear normal shoes to protect your feet in case people start throwing 
bottles/rocks- do not wear sandals. 

 Use helmets (especially if you have a medical condition). 

 Avoid wearing lotion or oils on your skin. Pepper spray and tear gas stick to it 
and burn. 

 Avoid jewelry, and anything that could get pulled or caught in something. 

 If concerned about being identified in photos (by law enforcement, media, and 
others), make sure any visible tattoos or other identifying marks are covered. 

What to keep in your bag 🎒 

 A bandana or mask cloth and a small bottle of cider vinegar (for tear gas, keep in 
mind that this should help you for the short period of time you would need to get 
upwind or reach higher grounds). You can keep a soaked bandana with 
water+vinegar in a plastic bag, to be prepared for tear gas. Beware that 
prolonged inhalation will irritate lungs. 

 Keep extra bandanas and change yours immediately if it's exposed to tear gas. 
Soak in water+vinegar. 

 Saline water, to treat tear gas. 

 Mix water and Maalox (which is an anti-acid) in equal doses and have it ready, to 
treat tear gas. Only use aluminum hydroxide or magnesium hydroxide based 
antacids. Only use plain, mint or other flavors will burn. 

 Milk. It can help alleviate burning skin if pepper sprayed. NOT for eyes. Read 
more below (what to do if tear gassed). 

 Keep cut onions with you to inhale if tear gas gets on your face. It worked well for 
some protesters in Lebanon because of the type of tear gas used. If possible, 
identify the tear gas used and that will allow you to figure out the best solutions 
for your context. 

 Soda: Drinking soda can help instead of water. You can also wash your face with 
soda. 

 A dry change of clothes inside a plastic bag in your bag- so you can change in 
case you get wet. 

 First aid help to treat yourself or others. 

 Portable battery for your phone. 

Behavioral safety tips 



 Do not park your car/bike close to the protest site to prevent police from scanning 
your license plate or damaging your bike/car. If you can walk to the protest, do it. 

 Stay in pairs or in a small group of people so that they would notice in case 
you’re missing or get arrested. Have a buddy system. 

 Decide on an exit strategy/meet up point with your group in case you get 
separated. 

 Write a lawyer’s phone number on your arm with a marker and YELL OUT YOUR 
NAME, in case you’re arrested. 

 If attacked by riot police DO NOT RUN, try to cover yourself and move away 
calmly (if with a group try to form a circle and back away together). 

 Try to remain on the outer circles, so you can easily get out and move out of 
danger if things get heated. 

 In NYC specifically, undercover police might be spotted if they are wearing 
the color of the day on a band around their arm, like this. On one day that band 
might be white. On another, it might be another color. 

 Some undercover cops might encourage protesters to be violent. Don't get 
provoked. 

 Once you get out of the protest - hide anything that may show that you were 
actually attending a protest (flags/banners/wet clothing) 

 Don’t go back home alone, police/undercover police may be waiting for you. 

 If you are using a gas mask, make sure to change the filters every day. 

 If you forget to turn off your location settings, take meandering routes to confuse 
your phone’s location in case police are looking at phone location data. 

If you're hit with tear gas / pepper spray 

Mace and pepper spray are mostly the same thing. Mace is a brand name. Most Mace 
products today are OC based, with OC being the active capsicum ingredient in pepper 
spray. Tear gas used in the US is mostly aerosolized CS powder. 

 Once tear gas is deployed, get upwind or find higher ground and remember to 
breathe calmly. 

 If you are wearing contact lenses, remove them immediately. Do not rub your 
face. 

 Washing your face with water after you get exposed to teargas can exacerbate 
the stinging symptoms, not alleviate them. 

 Wash from inside corner out - otherwise you will be washing chemicals into your 
eye. Tilt head sideways and wash from the corner out - never into the corner. 

 Use cider vigar, soda, saline water, or Maalox-water mix to wash chemicals out. 

 Only use aluminum hydroxide or magnesium hydroxide based antacids. Only use 
plain, mint or other flavors will burn. 

https://en.wikipedia.org/wiki/Color_of_the_day_(police)
https://twitter.com/ZackBornstein/status/1266547600330600448?s=20


 Milk: not as effective against tear gas, but works to alleviate skin irritation and 
burn if hit with pepper spray. If milk gets in your eyes, make sure to immediately 
wash it out with saline water. 

 Hydrate: your body will try to flush the chemicals naturally, but to do so you must 
be well hydrated. 

 Street traffic cones can be a good hack to use and cover tear gas cannisters. 
The top of the cone is usually open, and you can pour water through to diffuse 
the can. 

When you’re home 

 Take a shower, making sure you let cold water wash over your eyes until the 
stinging is gone. Soap and cold water should get rid of the chemicals from your 
skin. Hot water can make the burning worse. 

 Get out of all your clothes and wash them separately in cold water. You might 
need to wash them several times to get rid of the chemicals, or discard them 
altogether. 

If you get arrested 

 You do not have to answer any questions, and can ask for a lawyer: “I want my 
attorney and I choose to remain silent” and then refuse questioning until you 
have a chance to talk to a lawyer. 

 If the police ask to see your phone, tell them that you do not consent to a search 
of your device. They might still seize your phone and search it later, with a 
warrant, but you would have made it clear that you did not give them permission 
to do so. 

 If the police ask for the password to unlock your phone (or ask you to unlock it 
yourself), you have the right to refuse and ask to speak to your lawyer. 

 If you are arrested and the police ask for a DNA swab, you have the right to 
refuse. If you are offered a drink, cigarette or gum in the precinct, it is most likely 
a trick to steal your DNA. This has been a practice in NY specifically, and 
probably elsewhere as well. 

 You can refuse to ID yourself. In times of mass arrest, refusing to identify 
yourself can slow down the arrest and charge process, and you might get 
released after a night in jail without formal charges. 

Digital Tips 🔒 

The police have very sophisticated surveillance equipment. Assume you are always 
being watched and tracked. Here are some general digital safety tips to minimize risk as 
much as possible. 

https://t.co/ay46AbGxZV?amp=1


 Use end-to-end encrypted apps like Signal or Whatsapp for messages and calls. 
Turn on disappearing messages if your messaging app supports it. Avoid regular 
SMS/calls as it's possible for police to intercept it. 

 Even if you are using an end-to-end encrypted communication app, be careful 
about sharing sensitive details about yourself, people at the protest, or protest 
organizing, especially with anyone you do not personally know and trust. 

 If you use biometrics unlock (thumbprint or facial recognition), immediately power 
off your phone if you're arrested. Both iPhones (emergency SOS mode) and 
phones with Android Pie or newer (lockdown mode) have a way to turn off face 
or fingerprint unlock without turning off your phone. In some jurisdictions, officers 
can compel you to provide your fingerprint but not your passcode. 

 Better yet, turn off fingerprint or face ID before going to a protest. 

 Draft a message to a trusted friend (not at protest) or legal hotline. Be ready to hit 
send if you are arrested/there is an emergency. Samsung devices have an SOS 
mode that does this. 

 Be sure your phone is charged. Bring a portable battery. 

 Practice turning off your phone, that is when its the most secure. Also practice 
initiating the panic/emergency/lock-down mode for iPhone and Android. These 
modes will temporarily disable biometrics (face/finger unlock) from working. 

 Take photos and videos without unlocking your device 

 If the police ask to see your phone, tell them that you do not consent to a search 
of your device. They might still be able to seize your phone and search it later, 
with a warrant, but at least it will be clear that you did not give them permission to 
do so. 

Phone Tracking and Contact Tracing 

 Police can generally track protest attendance and protester locations in two main 
ways: 

o Cell phone data (this article has more details): 
 Each cell phone will have a unique device ID that police can 

correlate with cell phone provider records to track location or that 
can be used to track location in real-time. 

 US police have been known to use IMSI-catchers/stingrays to 
capture a list of devices/people at protests. 

 With less typical pedestrian traffic during COVID-19, it is likely cell 
phone data can more easily identify people attending protests.. 

o Mobile phone location data: 
 Mobile phones use GPS to get location data (linked to the location 

permission). 

 US police have requested location data based on a time and place 
from tech companies to determine a list of "suspects" to investigate. 

https://recompilermag.com/issues/issue-8/demystifying-cellular-communication-a-gentle-introduction-to-cellular-networks/


 For US protesters, expect any US-based tech company or 
application that collects location data to be legally obligated to turn 
over that data to law enforcement upon request. 

 With COVID-19, location tracking surveillance has expanded to do "contact 
tracing" 

o Contact tracing is used to track who could be carrying a disease while 
asymptomatic and is based on whom someone who tests postive has 
come in contact with 

o Minneapolis has publicly noted they are conducting contact tracing on 
arrested protesters 

o Depending on what information is available, contact tracing can be used to 
identify 

 If at all possible, it is best to not have a cell phone with you at a protest. If you 
need to bring a cell phone and are concerned about vulnerable members of your 
community you see regularly: 

o Remove the cell phone battery, if possible, prior to arriving at the protest 
and only turn it on in the case of an emergency. 

o Bring a temporary phone that has not been used or turned on in the 
vicinity of where you live or the vulnerable community members and 
securely destroy it or dispose of it before heading home 

Minimize location tracking on your phone 

Police have all kinds of technology to track you and your phone. If at all possible, keep 
your phone at home and don't bring it to the protests. If you can't, here are some tips to 
minimize location tracking. 

 If you have a faraday bag, bring it and keep your phone in. If you want to make 
your own, here is a guide. 

 Keep as little sensitive personal information as possible on your phone. 

 Turn off location history: 
o iPhone: Settings > Privacy > Location Services > System Services > 

Significant Locations 

o Android: Settings > Google > Google Account > Data & personalization > 
Location History > Manage setting > Your account & all your devices > 
Use Location History Off 

o Google Maps: Settings > Maps history > Web & App Activity 

 Delete past location history to protect against phone seizure: 
o iPhone: Settings > Privacy > Location Services > System Services > 

Significant Locations > Clear History 

o Android 

o Google Maps 

 Delete search history from your browser to protect against phone seizure: 

https://twitter.com/NBCNews/status/1266758240018276352
https://twitter.com/NBCNews/status/1266758240018276352
https://www.instructables.com/id/EASIEST-FARADAY-PHONE-POUCH/
https://support.google.com/accounts/answer/3118687?hl=en#delete
https://support.google.com/maps/answer/3137804?hl=en


o Chrome 

o Safari 

o Firefox iOS and Android 

 Log out of accounts and apps that you will not need. 

 Consider turning off all location services temporarily: 
o iPhone: Settings > Privacy > Location Services > Location Services Off 

o Android: Security & location > Location > Use location Off 

If your device is confiscated 

 Don't consent to a search of your devices. Do not unlock your device for the 
police. 

 A lawyer can file a motion for the return of your property if it is not being held as 
evidence in a pending case. 

 You can revoke access for some services that are logged in on your phone. Also, 
you can simply change your password, which will automatically get the app to log 
out. Beware that revoking law enforcement access or remotely deleting data can 
expose you to the risk of being charged with obstruction of justice or the 
destruction of evidence. You should always speak to your attorney first before 
deciding how to proceed. 

General phone hygiene 

Phone and communication security (e.g., using Signal or WhatsApp) is generally very 
good and above the technical ability of governments to break. Law enforcement and 
governments will focus on infiltrating a protester network by compromising a person or 
device. The following are tips to make it more difficult to have your device compromised 

 Backup your phone before attending a protest in case you need to wipe your 
phone after a protest due to unusual activity 

 Keep your device and applications up-to-date. Key security updates are essential 
to making it more difficult to compromise your device 

 Do not jailbreak or root the phone that you bring to a protest 

 Be careful about what apps you install on your phone. There have been reports 
of governments collecting data from an application installed from a phone's 
legitimate app store. 

 Try to minimize the use of your phone at a protest 

 There has been evidence of governments using spyware to monitor protesters 
and activists and is something to be aware of. Generally a user will need to click 
on a link or open an attachment to install the spyware. 

Other 

https://support.google.com/chrome/answer/95589?co=GENIE.Platform%3DAndroid&hl=en-GB
https://support.apple.com/en-us/HT201265
https://support.mozilla.org/en-US/kb/clear-browsing-history-firefox-ios
https://support.mozilla.org/en-US/kb/clear-your-browsing-history-and-other-personal-data


 Double check your messaging apps privacy settings. 

 Turn off message previews in your notifications: 
o iOS: Settings > Notifications > Show Previews: When Unlocked 

o Android: Settings > Apps & notifications > Notifications > On lock screen: 
Hide sensitive content 

 Consider purchasing a case that has a ring or loop on it to keep your device 
securely in your hands. Especially if you are documenting the protest. 

 Protect your info online. Photos will be circulating online, and trolls have a habit 
of trying to identifying protesters and targeting them. Make sure your social 
accounts are secure. 

In the event of a media blackout 

What happens if you’re on the streets but there are no media outlets covering? With no 
mainstream media keeping the authorities in check and covering in real time, police and 
military are likely to take more brutal measures against protesters. Here are the best 
tips from Lebanese protesters involved in the October revolution. 

Going live on social media 

 Use the platform that will reach the most of your intended audience. In the US, 
Twitter use is more important than Facebook use, so make sure you weigh the 
trade-offs when you decide which platform you’re using when you go live. 

 Try to keep your phone down if riot police are heavily deployed to avoid them 
noticing you’re filming. The sounds will still be clear in your live coverage. 

 If you’re live on Facebook, the video will be saved in case it is interrupted by 
arrest or by locking the phone. 

 If you’re live on Instagram and get interrupted, the video won’t be saved to your 
story for 24 hours and you won’t have the option to save it to your phone. That’s 
why Facebook live is a better option. 

 If you want to go live on Twitter from your phone, you will have to download 
Periscope. Keep in mind that Periscope’s video quality is less clear than 
Facebook’s. 

Filming police abuse and arrests 

 Charge your phone and keep a portable charger. Your phone is all you’ll need. 
Your camera can be cumbersome and heavy when you need to start running. 
Keep it at home. 

 In the US, it is legal to film the police as long as you don't interfere and comply if 
asked to back up. 

 Police should not ask you to delete videos. 

 If safe, film details like police badges, license plates, weapons, etc. 



 Identify yourself and the time, date, and location. If your location services are off, 
film intersections or street corners to identify the location and newspapers or 
some other media with the date and time. 

 Don’t film alone, always have a buddy protecting your back when things get 
heated. When riot police come charging at you while you’re filming, your 
adrenaline will be too high for you to notice you need to get to safety. That’s why 
having a buddy doing lookout is necessary. 

 Make sure to film angles and if you can, conduct eye-witness interviews (make 
sure to ask for permission first). 

 When filming an arrest, ask clearly and loudly that the person being arrested 
yells out their name. 

 If you are documenting celebrations, destruction, burning, consider sending the 
video to someone who is away from the protest so they can blur and/or remove 
faces from the footage. In the USA, there is a history of arrest weeks and months 
after the protest. 

How to help if you can't attend a protest 

Attending a protest can be prohibitive for many reasons, including risk profile and 
economic. The following are some suggestions of how to support protestors and actions 
if you can't physically attend. 

 Monitor police and other white supremacist activist and report their movements to 
people at protests through a secure communication channel 

 Coordinate cop watch and police monitoring activities in neighborhoods with 
heightened police activity 

 Coordinate ICE and CBP monitoring and protection services (ICE and CBP have 
has a presence at protests) 

 Provide childcare for people attending protests 

 Help coordinate legal support and bail funds for arrested protestors 

 Provide and/or deliver supplies for protestors 

 

 

 

 

 

 



The following was taken from one of Antifa’s websites. Compare the tactics with those 
in Hong Kong and, esp. from Lebanon. 

The Siege of the Third Precinct in Minneapolis 

An Account and Analysis 

 Adventure Analysis Current Events 

  

In this anonymous submission, participants in the uprising in Minneapolis in response to 

the murder of George Floyd explore how a combination of different tactics compelled 

the police to abandon the Third Precinct. 

The following analysis is motivated by a discussion that took place in front of the Third 

Precinct as fires billowed from its windows on Day Three of the George Floyd Rebellion 

in Minneapolis. We joined a group of people whose fire-lit faces beamed in with joy and 

awe from across the street. People of various ethnicities sat side by side talking about 

the tactical value of lasers, the “share everything” ethos, interracial unity in fighting the 

police, and the trap of “innocence.” There were no disagreements; we all saw the same 

things that helped us win. Thousands of people shared the experience of these battles. 

We hope that they will carry the memory of how to fight. But the time of combat and the 

celebration of victory is incommensurable with the habits, spaces, and attachments of 

everyday life and its reproduction. It is frightening how distant the event already feels 

from us. Our purpose here is to preserve the strategy that proved victorious against the 

Minneapolis Third Precinct. 

Our analysis focuses on the tactics and composition of the crowd that besieged the 

Third Precinct on Day Two of the uprising. The siege lasted roughly from 4 pm well into 

the early hours of the morning of May 28. We believe that the tactical retreat of the 

police from the Third Precinct on Day Three was won by the siege of Day Two, which 

exhausted the Precinct’s personnel and supplies. We were not present for the fighting 

that preceded the retreat on Day Three, as we showed up just as the police were 

leaving. We were across the city in an area where youth were fighting the cops in tit-for-

tat battles while trying to loot a strip mall—hence our focus on Day Two here. 

 

Context 

The last popular revolt against the Minneapolis Police Department took place in 

response to the police murder of Jamar Clark on November 15, 2015. It spurred two 

weeks of unrest that lasted until December 2. Crowds repeatedly engaged the police in 

ballistic confrontations; however, the response to the shooting coalesced around an 

occupation of the nearby Fourth Precinct. Organizations like the NAACP and the newly 



formed Black Lives Matter asserted their control over the crowds that gathered; they 

were often at odds with young unaffiliated rebels who preferred to fight the police 

directly. Much of our analysis below focuses on how young Black and Brown rebels 

from poor and working-class neighborhoods seized the opportunity to reverse this 

relationship. We argue that this was a necessary condition for the uprising. 

George Floyd was murdered by the police at 38th Street and Chicago Avenue between 

8:20 and 8:32 pm on Monday, May 25. Demonstrations against the killing began the 

next day at the site of his murder, where a vigil took place. Some attendees began a 

march to the Third Precinct at Lake Street and 26th, where rebels attacked police 

vehicles in the parking lot. 

These two locations became consistent gathering points. Many community groups, 

organizations, liberals, progressives, and leftists assembled at the vigil site, while those 

who wanted to fight generally gathered near the Precinct. This put over two miles 

between two very different crowds, a spatial division that was reflected in other areas of 

the city as well. Looters clashed with police in scattered commercial zones outside of 

the sphere of influence of the organizations while many of the leftist marches excluded 

fighting elements with the familiar tactic of peace policing in the name of identity-based 

risk aversion. 

 

The “Subject” of The George Floyd Uprising 

The subject of our analysis is not a race, a class, an organization, or even a movement, 

but a crowd. We focus on a crowd for three reasons. First, with the exception of the 

street medics, the power and success of those who fought the Third Precinct did not 

depend on their experience in “organizing” or in organizations. Rather, it resulted from 

unaffiliated individuals and groups courageously stepping into roles that complemented 

each other and seizing opportunities as they arose. 

While the initial gathering was occasioned by a rally hosted by a Black-led organization, 

all of the actions that materially defeated the Third Precinct were undertaken after the 

rally had ended, carried out by people who were not affiliated with it. There was 

practically no one there from the usual gamut of self-appointed community and religious 

leaders, which meant that the crowd was able to transform the situation freely. 

Organizations rely on stability and predictability to execute strategies that require great 

quantities of time to formulate. Consequently, organization leaders can be threatened 

by sudden changes in the social conditions, which can make their organizations 

irrelevant. Organizations—even self-proclaimed “revolutionary” organizations—have an 

interest in suppressing spontaneous revolt in order to recruit from those who are 

discontent and enraged. Whether it is an elected official, a religious leader, a 



“community organizer,” or a leftist representative, their message to unruly crowds is 

always the same: wait. 

The agency that took down the Third Precinct was a crowd and not an organization 

because its goals, means, and internal makeup were not regulated by centralized 

authority. This proved beneficial, as the crowd consequently had recourse to more 

practical options and was freer to create unforeseen internal relationships in order to 

adapt to the conflict at hand. We expand on this below in the section titled “The Pattern 

of Battle and ‘Composition.’ 

The agency in the streets on May 27 was located in a crowd because its constituents 

had few stakes in the existing order that is managed by the police. Crucially, a gang 

truce had been called after the first day of unrest, neutralizing territorial barriers to 

participation. The crowd mostly originated from working-class and poor Black and 

Brown neighborhoods. This was especially true of those who threw things at the police 

and vandalized and looted stores. Those who do not identify as “owners” of the world 

that oppresses them are more likely to fight and steal from it when the opportunity 

arises. The crowd had no interest in justifying itself to onlookers and it was scarcely 

interested in “signifying” anything to anyone outside of itself. There were no signs or 

speeches, only chants that served the tactical purposes of “hyping up” (“Fuck 12!”) and 

interrupting police violence with strategically deployed “innocence” (“Hands up! Don’t 

shoot!”). 

 

Roles 

We saw people playing the following roles: 

Medical Support 

This included street medics and medics performing triage and urgent care at a 

converted community center two blocks away from the precinct. Under different 

circumstances, this could be performed at any nearby sympathetic commercial, 

religious, or not-for profit establishment. Alternatively, a crowd or a medic group could 

occupy such a space for the duration of a protest. Those who were organized as street 

medics did not interfere with the tactical choices of the crowd. Instead, they consistently 

treated anyone who needed their help. 

 

Scanner Monitors and Telegram App Channel Operators 

This is common practice in many US cities by now, but police scanner monitors with an 

ear for strategically important information played a critical role in setting up information 



flows from the police to the crowd. It is almost certain that on the whole, much of the 

crowd was not practicing the greatest security to access the Telegram channel. We 

advise rebels to set up the Telegram app on burner phones in order to stay informed 

while preventing police stingrays (false cell phone towers) from gleaning their personal 

information. 

 

Peaceful Protestors 

The non-violent tactics of peaceful protesters served two familiar aims and one unusual 

one: 

They created a spectacle of legitimacy, which was intensified as police violence 

escalated. 

They created a front line that blocked police attempts to advance when they deployed 

outside of the Precinct. 

In addition, in an unexpected turn of affairs, the peaceful protestors shielded those who 

employed projectiles. 

Whenever the police threatened tear gas or rubber bullets, non-violent protesters lined 

up at the front with their hands up in the air, chanting “Hands up, don’t shoot!” 

Sometimes they kneeled, but typically only during relative lulls in the action. When the 

cops deployed outside the Precincts, their police lines frequently found themselves 

facing a line of “non-violent” protestors. This had the effect of temporarily stabilizing the 

space of conflict and gave other crowd members a stationary target. While some 

peaceful protestors angrily commanded people to stop throwing things, they were few 

and grew quiet as the day wore on. This was most likely because the police were 

targeting people who threw things with rubber bullets early on in the conflict, which 

enraged the crowd. It’s worth noting that the reverse has often been the case—we are 

used to seeing more confrontational tactics used to shield those practicing non-violence 

(e.g., at Standing Rock and Charlottesville). The reversal of this relationship in 

Minneapolis afforded greater autonomy to those employing confrontational tactics. 

 

Ballistics Squads 

Ballistics squads threw water bottles, rocks, and a few Molotov cocktails at police, and 

shot fireworks. Those using ballistics didn’t always work in groups, but doing so 

protected them from being targeted by non-violent protestors who wanted to dictate the 

tactics of the crowd. The ballistics squads served three aims: 



They drew police violence away from the peaceful elements of the crowd during 

moments of escalation. 

They patiently depleted the police crowd control munitions. 

They threatened the physical safety of the police, making it more costly for them to 

advance. 

The first day of the uprising, there were attacks on multiple parked police SUVs at the 

Third Precinct. This sensibility resumed quickly on Day Two, beginning with the 

throwing of water bottles at police officers positioned on the roof of the Third Precinct 

and alongside the building. After the police responded with tear gas and rubber bullets, 

the ballistics squads also began to employ rocks. Elements within the crowd dismantled 

bus bench embankments made of stone and smashed them up to supply additional 

projectiles. Nightfall saw the use of fireworks by a few people, which quickly generalized 

in Days Three and Four. “Boogaloos” (Second Amendment accelerationists) had 

already briefly employed fireworks on Day One, but from what we saw they mostly sat it 

out on the sidelines thereafter. Finally, it is worth noting that the Minneapolis police used 

“green tips,” rubber bullets with exploding green ink tips to mark lawbreakers for later 

arrest. Once it became clear that the police department had limited capacity to make 

good on its threat and, moreover, that the crowd could win, those who had been marked 

had every incentive to fight like hell to defy the police. 

 

Laser Pointers 

In the grammar of the Hong Kong movement, those who operate laser pointers are 

referred to as “light mages.” As was the case in Hong Kong, Chile, and elsewhere in 

2019, some people came prepared with laser pointers to attack the optical capacity of 

the police. Laser pointers involve a special risk/reward ratio, as it is very easy to track 

people using laser pointers, even when they are operating within a dense and active 

crowd at night. Laser pointer users are particularly vulnerable if they attempt to target 

individual police officers or (especially) police helicopters while operating in small 

crowds; this is still the case even if the entire neighborhood is undergoing mass looting 

(the daytime use of high-powered lasers with scopes remains untested, to our 

knowledge). The upside of laser pointers is immense: they momentarily compromise the 

eyesight of the police on the ground and they can disable police surveillance drones by 

interfering with their infrared sensors and obstacle-detection cameras. In the latter case, 

a persistently lasered drone may descend to the earth where the crowd can destroy it. 

This occurred repeatedly on Days Two and Three. If a crowd is particularly dense and 

visually difficult to discern, lasers can be used to chase away police helicopters. This 



was successfully demonstrated on Day Three following the retreat of the police from the 

Third Precinct, as well as on Day Four in the vicinity of the Fifth Precinct battle. 

 

Barricaders 

Barricaders built barricades out of nearby materials, including an impressive barricade 

that blocked the police on 26th Avenue just north of Lake Street. In the latter case, the 

barricade was assembled out of a train of shopping carts and a cart-return station pulled 

from a nearby parking lot, dumpsters, police barricades, and plywood and fencing 

materials from a condominium construction site. At the Third Precinct, the barricade 

provided useful cover for laser pointer attacks and rock-throwers, while also serving as 

a natural gathering point for the crowd to regroup. At the Fifth Precinct, when the police 

pressed on foot toward the crowd, dozens of individuals filled the street with a multi-

rowed barricade. On the one hand, this had the advantage of preventing the police from 

advancing further and making arrests, while allowing the crowd to regroup out of reach 

of the rubber bullets. However, it quickly became clear that the barricades were 

discouraging the crowd from retaking the street, and it had to be partially dismantled in 

order to facilitate a second press toward the police lines. It can be difficult to coordinate 

defense and attack within a single gesture. 

 

Sound Systems 

Car sound systems and engines provided a sonic environment that enlivened the 

crowd. The anthem of Days Two and Three was Lil’ Boosie’s “Fuck The Police.” Yet one 

innovation we had never seen before was the use of car engines to add to the 

soundscape and “rev up” the crowd. This began with a pick-up truck with a modified 

exhaust system, which was parked behind the crowd facing away from it. When 

tensions ran high with the police and it appeared that the conflict would resume, the 

driver would red line his engine and make it roar thunderously over the crowd. Other 

similarly modified cars joined in, as well as a few motorcyclists. 

 

Looters 

Looting served three critical aims. 

 

First, it liberated supplies to heal and nourish the crowd. On the first day, rebels 

attempted to seize the liquor store directly across from the Third Precinct. Their success 

was brief, as the cops managed to re-secure it. Early in the standoff on Day Two, a 



handful of people signaled their determination by climbing on top of the store to mock 

the police from the roof. The crowd cheered at this humiliation, which implicitly set the 

objective for the rest of the day: to demonstrate the powerlessness of the police, 

demoralize them, and exhaust their capacities. 

 

An hour or so later, looting began at the liquor store and at an Aldi a block away. While 

a majority of those present participated in the looting, it was clear that some took it upon 

themselves to be strategic about it. Looters at the Aldi liberated immense quantities of 

bottled water, sports drinks, milk, protein bars, and other snacks and assembled huge 

quantities of these items on street corners throughout the vicinity. In addition to the 

liquor store and the Aldi, the Third Precinct was conveniently situated adjacent to a 

Target, a Cub Foods, a shoe store, a dollar store, an Autozone, a Wendy’s, and various 

other businesses. Once the looting began, it immediately became a part of the logistics 

of the crowd’s siege on the Precinct. 

 

Second, looting boosted the crowd’s morale by creating solidarity and joy through a 

shared act of collective transgression. The act of gift giving and the spirit of generosity 

was made accessible to all, providing a positive counterpoint to the head-to-head 

conflicts with the police. 

Third, and most importantly, looting contributed to keeping the situation ungovernable. 

As looting spread throughout the city, police forces everywhere were spread thin. Their 

attempts to secure key targets only gave looters free rein over other areas in the city. 

Like a fist squeezing water, the police found themselves frustrated by an opponent that 

expanded exponentially. 

 

Fires 

The decision to burn looted businesses can be seen as tactically intelligent. It 

contributed to depleting police resources, since the firefighters forced to continually 

extinguish structure fires all over town required heavy police escorts. This severely 

impacted their ability to intervene in situations of ongoing looting, the vast majority of 

which they never responded to (the malls and the Super Target store on University Ave 

being exceptions). This has played out differently in other cities, where police opted not 

to escort firefighters. Perhaps this explains why demonstrators fired in the air around 

firefighting vehicles during the Watts rebellion. 

In the case of the Third Precinct, the burning of the Autozone had two immediate 

consequences: first, it forced the police to move out into the street and establish a 



perimeter around the building for firefighters. While this diminished the clash at the site 

of the precinct, it also pushed the crowd down Lake Street, which subsequently induced 

widespread looting and contributed to the diffusion of the riot across the whole 

neighborhood. By interrupting the magnetic force of the Precinct, the police response to 

the fire indirectly contributed to expanding the riot across the city. 

 

The Pattern of the Battle and “Composition” 

We call the battles of the second and third days at the Precinct a siege because the 

police were defeated by attrition. The pattern of the battle was characterized by steady 

intensification punctuated by qualitative leaps due to the violence of the police and the 

spread of the conflict into looting and attacks on corporate-owned buildings. The 

combination of the roles listed above helped to create a situation that was unpoliceable, 

yet which the police were stubbornly determined to contain. The repression required for 

every containment effort intensified the revolt and pushed it further out into the 

surrounding area. By Day Three, all of the corporate infrastructure surrounding the Third 

Precinct had been destroyed and the police had nothing but a “kingdom of ashes” to 

show for their efforts. Only their Precinct remained, a lonely target with depleted 

supplies. The rebels who showed up on Day Three found an enemy teetering on the 

brink. All it needed was a final push. 

Day Two of the uprising began with a rally: attendees were on the streets, while the 

police were stationed on top of their building with an arsenal of crowd control weaponry. 

The pattern of struggle began during the rally, when the crowd tried to climb over the 

fences that protected the Precinct in order to vandalize it. The police fired rubber bullets 

in response as rally speakers called for calm. After some time passed and more 

speeches were made, people tried again. When the volley of rubber bullets came, the 

crowd responded with rocks and water bottles. This set off a dynamic of escalation that 

accelerated quickly once the rally ended. Some called for non-violence and sought to 

interfere with those who were throwing things, but most people didn’t bother arguing 

with them. They were largely ignored or else the reply was always the same: “That non-

violence shit don’t work!” In fact, neither side of this argument was exactly correct: as 

the course of the battle was to demonstrate, both sides needed each other to 

accomplish the historic feat of reducing the Third Precinct to ashes. 

It’s important to note that the dynamic we saw on Day Two did not involve using non-

violence and waiting for repression to escalate the situation. Instead, a number of 

individuals stuck their necks out very far to invite police violence and escalation. Once 

the crowd and the police were locked into an escalating pattern of conflict, the objective 

of the police was to expand their territorial control radiating outward from the Precinct. 

When the police decided to advance, they began by throwing concussion grenades at 



the crowd as a whole and firing rubber bullets at those throwing projectiles, setting up 

barricades, and firing tear gas. 

The intelligence of the crowd proved itself as participants quickly learned five lessons in 

the course of this struggle. 

First, it is important to remain calm in the face of concussion grenades, as they are not 

physically harmful if you are more than five feet away from them. This lesson extends to 

a more general insight about crisis governance: don’t panic, as the police will always 

use panic against us. One must react quickly while staying as calm as possible. 

Second, the practice of flushing tear-gassed eyes spread rapidly from street medics 

throughout the rest of the crowd. Employing stores of looted bottled water, many people 

in the crowd were able to learn and quickly execute eye-flushing. People throwing rocks 

one minute could be seen treating the eyes of others in the next. This basic medic 

knowledge helped to build the crowd’s confidence, allowing them to resist the 

temptation to panic and stampede, so that they could return to the space of 

engagement. 

Third, perhaps the crowd’s most important tactical discovery was that when one is 

forced to retreat from tear gas, one must refill the space one has abandoned as quickly 

as possible. Each time the crowd at the Third Precinct returned, it came back angrier 

and more determined either to stop the police advance or to make them pay as dearly 

as possible for every step they took. 

Fourth, borrowing from the language of Hong Kong, we saw the crowd practice the 

maxim “Be water.” Not only did the crowd quickly flow back into spaces from which they 

had to retreat, but when forced outward, the crowd didn’t behave the way that the cops 

did by fixating on territorial control. When they could, the crowd flowed back into the 

spaces from which they had been forced to retreat due to tear gas. But when 

necessary, the crowd flowed away from police advances like a torrential destructive 

force. Each police advance resulted in more businesses being smashed, looted, and 

burned. This meant that the police were losers regardless of whether they chose to 

remain besieged or push back the crowd. 

Finally, the fall of the Third Precinct demonstrates the power of ungovernability as a 

strategic aim and means of crowd activity. The more that a crowd can do, the harder it 

will be to police. Crowds can maximize their agency by increasing the number of roles 

that people can play and by maximizing the complementary relationships between 

them. 

Non-violence practitioners can use their legitimacy to temporarily conceal or shield 

ballistics squads. Ballistics squads can draw police fire away from those practicing non-

violence. Looters can help feed and heal the crowd while simultaneously disorienting 



the police. In turn, those going head to head with the police can generate opportunities 

for looting. Light mages can provide ballistics crews with temporary opacity by blinding 

the police and disabling surveillance drones and cameras. Non-violence practitioners 

can buy time for barricaders, whose works can later alleviate the need for non-violence 

to secure the front line. 

Here we see that an internally diverse and complex crowd is more powerful than a 

crowd that is homogenous. We use the term composition to name this phenomenon of 

maximizing complementary practical diversity. It is distinct from organization because 

the roles are elective, individuals can shift between them as needed or desired, and 

there are no leaders to assign or coordinate them. Crowds that form and fight through 

composition are more effective against the police not only because they tend to be more 

difficult to control, but also because the intelligence that animates them responds to and 

evolves alongside the really existing situation on the ground, rather than according to 

preexisting conceptions of what a battle “ought” to look like. Not only are “compositional” 

crowds more likely to engage the police in battles of attrition, but they are more likely to 

have the fluidity that is necessary to win. 

As a final remark on this, we may contrast composition with the idea of “diversity of 

tactics” used by the alter-globalization movement. “Diversity of tactics” was the idea that 

different groups at an action should use different tactical means in different times or 

spaces in order to work toward a shared goal. In other words, “You do you and I’ll do 

me,” but without any regard for how what I’m doing complements what you’re doing and 

vice-versa. Diversity of tactics is activist code for “tolerance.” The crowd that formed on 

May 27 against the Third Precinct did not “practice the diversity of tactics,” but came 

together by connecting different tactics and roles to each other in a shared space-time 

that enabled participants to deploy each tactic as the situation required. 

The Ambiguity of Violence and Non-Violence on the Front Lines 

We are used to seeing more confrontational tactics used to shield those practicing non-

violence, as in Standing Rock and Charlottesville or in the figure of the “front-liner” in 

Hong Kong. However, the reversal of this relationship divided the functions of the 

“militant front-liner” (à la Hong Kong) across two separate roles: shielding the crowd and 

counter-offense. This never rose to the level of an explicit strategy in the streets; there 

were no calls to “shield the throwers.” In the US context, where non-violence and its 

attendant innocence narratives are deeply entrenched in struggles against state racism, 

it is unclear if this strategy could function explicitly without ballistics crews first taking 

risks to invite bloodshed upon themselves. In other words, it appears likely that the 

joining of ballistics tactics and non-violence in Minneapolis was made possible by a 

tacitly shared perception of the importance of self-sacrifice in confronting the state that 

forced all sides to push through their fear. 



Yet this shared perception of risk only goes so far. While peaceful protesters probably 

viewed each other’s gestures as moral symbols against police violence, ballistics 

squads undoubtedly viewed those gestures differently, namely, as shields, or as 

materially strategic opportunities. Here again, we may highlight the power of the way 

that composition plays out in real situations, by pointing out how it allows the possibility 

that totally different understandings of the same tactic can coexist side by side. We 

combine without becoming the same, we move together without understanding one 

another, and yet it works. 

There are potential limits to dividing front-liner functions across these roles. First, it 

doesn’t challenge the valorization of suffering in the politics of non-violence. Second, it 

leaves the value of ballistic confrontation ambiguous by preventing it from coalescing in 

a stable role at the front of the crowd. It is undeniable that the Third Precinct would not 

have been taken without ballistic tactics. However, because the front line was identified 

with non-violence, the spatial and symbolic importance of ballistics was implicitly 

secondary. This leaves us to wonder whether this has made it easier for counter-

insurgency to take root in the movement through “community policing” and its corollary, 

the self-policing of demonstrations and movements within the bounds of non-violence. 

Fact-Checking: A Critical Necessity for the Movement 

We believe that the biggest danger facing the current movement was already present at 

the Battle of the Third Precinct—namely, the danger of rumors and paranoia. We 

maintain that the practice of “fact checking” is crucial for the current movement to 

minimize confusion about the terrain and internal distrust about its own composition. 

We heard a litany of rumors throughout Day Two. We were told repeatedly that riot 

police reinforcements were on their way to kettle us. We were warned by fleeing crowd 

members that the National Guard was “twenty minutes away.” A white lady pulled up 

alongside us in her van and screamed “THE GAS LINES IN THE BURNING 

AUTOZONE ARE GONNA BLOWWW!!!” All of these rumors proved to be false. As 

expressions of panicked anxiety, they always produced the same effect: to make the 

crowd second-guess their power. It was almost as if certain members of the crowd 

experienced a form of vertigo in the face of the power that they nonetheless helped to 

forge. 

It is necessary to interrupt the rumors by asking questions of those repeating them. 

There are simple questions that we can ask to halt the spread of fear and rumors that 

have the effect of weakening the crowd. “How do you know this?” “Who told you this?” 

“What is the source of your information?” “Is this a confirmed fact?” “The evidence 

seems inconclusive; what assumptions are you using to make a judgment?” 



Along with rumors, there is also the problem of attributing disproportionate importance 

to certain features of the conflict. Going into Day Two, one of the dominant storylines 

was the threat of “Boogaloo boys,” who had showed up the previous day. This surprised 

us because we didn’t encounter them on Day One. We saw half a dozen of them on 

Day Two, but they had relegated themselves to the sidelines of an event that 

outstripped them. Despite their proclaimed sympathy with George Floyd, a couple of 

them later stood guard in front of a business to defend it from looters. This 

demonstrated not only the limit of their claimed solidarity, but also of their strategic 

sensibility. 

Finally, we awoke on Day Three to so-called reports that either police provocateurs or 

outside agitators were responsible for the previous day’s destruction. Target, Cub 

Foods, Autozone, Wendy’s, and a half-constructed condominium high rise had all gone 

up in flames by the end of the night. We cannot discount the possibility that any number 

of hostile forces sought to smear the crowd by escalating the destruction of property. If 

that is true, however, it cannot be denied that their plan backfired spectacularly. 

In general, the crowd looked upon these sublime fires with awe and approval. Even on 

the second night, when the condominium development became fully engulfed, the 

crowd sat across from it on 26th Avenue and rested as if gathered around a bonfire. 

Each structure fire contributed to the material abolition of the existing state of things and 

the reduction to ash became the crowd’s seal of victory. Instead of believing the rumors 

about provocateurs or agitators, we find it more plausible that people who have been 

oppressed for centuries, who are poor, and who are staring down the barrel of a Second 

Great Depression would rather set the world on fire than suffer the sight of its order. We 

interpret the structure fires as signifying that the crowd knew that the structures of the 

police, white supremacy, and class are based in material forces and buildings. 

For this reason, we maintain that we should assess the threat posed by possible 

provocateurs, infiltrators, and agitators on the basis of whether their actions directly 

enhance or diminish the power of the crowd. We have learned that dozens of structure 

fires are not enough to diminish “public support” for the movement—though no one 

could have imagined this beforehand. However, those who filmed crowd members 

destroying property or breaking the law—regardless of whether they intended to inform 

law enforcement agencies—posed a material threat to the crowd, because in addition to 

bolstering confusion and fear, they empowered the state with access to information. 

 

Postscript: Visions of the Commune 

Ever since Guy Debord’s 1965 text “The Decline and Fall of the Spectacle-Commodity 

Economy,” there has been a rich tradition of memorializing the emergence of communal 



social life in riots. Riots abolish capitalist social relations, which allows for new relations 

between people and the things that make up their world. Here is our evidence. 

When the liquor store was opened, dozens came out with cases of beer, which were set 

on the ground with swagger for everyone to share. The crowd’s beer of choice was 

Corona. 

We saw a man walk calmly out of the store with both arms full of whiskey. He gave one 

to each person he passed as he walked off to rejoin the fight. Some of the emptied 

liquor bottles on the street were later thrown at the police. 

With buildings aflame all around us, a man walked by and said to no one in particular, 

“That tobacco shop used to have a great deal on loosies… oh well. Fuck ‘em.” 

We saw a woman walking a grocery cart full of Pampers and steaks back to her house. 

A group that was taking a snack and water break on the corner clapped in applause as 

she rolled by. 

After a group opened the Autozone, people sat inside smoking cigarettes as they 

watched the battle between cops and rebels from behind the front window. One could 

see them pointing back and forth between the police and elements in the crowd as they 

spoke and nodding in response to each other. Were they seeing the same things we 

were seeing? 

We shopped for shoes in the ransacked storeroom of a looted Foot Locker. The floor 

was covered wall to wall with half-destroyed shoeboxes, tissue paper, and shoes. 

People called out for sizes and types as they rummaged. We spent fifteen minutes just 

to find a matching pair until we heard the din of battle and dipped. 

On Day Three, the floors of the grocery stores that had been partially burned out were 

covered in inches of sprinkler water and a foul mix of food that had been thrown from 

the shelves. Still, people in rain boots could be found inside combing over the remaining 

goods like they were shopping for deals. Gleaners helped each other step over 

dangerous objects and, again, shared their loot outside. 

As the police made their retreat, a young Somali woman dressed in traditional garb 

celebrated by digging up a landscaping brick and unceremoniously heaving it through a 

bus stop shelter window. Her friends—also traditionally dressed—raised their fists and 

danced. 

A masked shirtless man skipped past the burning Precinct and pumped his fists, 

shouting, “COVID IS OVER!” while twenty feet away, some teenage girls took a group 

selfie. Instead of saying “Cheese!” they said “Death to the pigs!” Lasers flashed across 

the smoke-filled sky at a police helicopter overhead. 



 

We passed a liquor store that was being looted as we walked away from the best party 

on Earth. A mother and her two young teenagers rolled up in their car and asked if there 

was any good booze left. “Hell yea! Get some!” The daughter grinned and said, “Come 

on! I’ll help you Mommy!” They donned their COVID masks and marched off. 

A day later, before the assault on the Fifth Precinct, there was mass looting in the 

Midtown neighborhood. A young kid who couldn’t be more than seven or eight years old 

walked up to us with a whiskey bottle sporting a rag coming out the top. “Y’all got a 

light?” We laughed and asked, “What do you wanna hit?” He pointed to a friendly 

grocery store and we asked if he could find “an enemy target.” He immediately turned to 

the US Bank across the street. 

 

“This is anarchy.” 

Editor’s note: The partially constructed 189-unit housing complex referenced here 

(“Midtown Corner”) was not, in fact, condominiums. Midtown Corner was a mixed-used 

development, with retail space on the first floor and a full 189 units of affordable rental 

housing comprising the upper five floors. Some public confusion may have arisen due to 

the fact that only 38 of the 189 units were designated “deeply affordable,” meaning the 

rent would be pegged to 60% or less of Area Median Income. However, the remaining 

approximately 150 units were not priced at luxury or market rate; they were designated 

“affordable,” with rent pegged to 80% or less of AMI. The development did not contain a 

single residential unit not slated for affordable rent pricing. ↩ 

 

 

 

 

 

 

 

 

You are no longer safe because everyone knows you and your tactics. Remember, the 

enemy is always aware of your intentions. 

 



Swarming. 

Simply put, a swarming tactic is one in which the scheme of maneuver involves multiple 

semi-autonomous units that converge on a single target from many directions. The 

name, as well as many of the concepts, is taken from the tactics of insects like ants, 

bees and hornets and of animals that hunt in packs like wolves and sharks. In the 

Attachments is an article by Fred Leland on Swarming. 

Now, let’s look back to Mumbai. 

“There are cases where awareness can be turned on its head and used to one's advantage. 

When Pakistani extremist can infiltrate Mumbai and cripple one of the largest cities in the 

world with less than 10 individuals, this is proof how warfare and national security has 

been redefined. The November 2008 scenario proved evolution and transformation took 

place quicker than average, occurring within less than a decade from Al Qaeda's attacks 

against America. These individuals infiltrated India via small boats equipped with light 

tools and weapons where smaller is better even smarter and independent. By carrying 

supplies with mere backpacks, they exploited over the counter technologies to overwhelm 

their targets. 

Simple navigation via Google Maps, communicating and updating team members via cell 

phones, finally, these individuals literally conducted guerilla information operations 

carrying out ad hoc psychological methods confusing their adversaries by manipulating 

local media.  

All this was accomplished through Twitter. Sending false reports of their positions and 

amounts of wounded or killed. Causing the public to panic even overwhelm their threats 

(Police and military). Every principle of special operations was followed. Simplicity, 

security, repetition, speed, purpose and surprise. The very same principles used by every 

guerilla force in history.” 

 

 

Antifa utilized this tactic to great success, and used two tactics of swarming. First, 

massed, they came in from different directions to the target. Law enforcement was 

looking for a large group of people not two or three individuals walking, not running, in a 

certain direction. When, either the locals starting looting, burning, etc., or Antifa had 

done enough damage, and the police were ready to respond, then Antifa used the 

“dispersed” tactic, where certain individuals would delay along the avenue of retreat 

hindering law enforcement, allowing everyone else to escape. 

Law enforcement must learn how to swarm and converge. What do I mean by that?  

Instead of responding and massing at one point (side 1), of a location under attack and 

entering as a single group, respond with one group on side 1, a second group on side 2, 

then sides 3 & 4 if the location allows 



You respond and engage the threat by dispersing and converging together. This tactic 

allows responders to progress toward and engage adversaries from multiple directions, 

interrupting and cutting off the adversary’s ability to move and access targets at will. It 

will confuse and neutralize those on the scene, at least momentarily, but long enough to 

change the tempo, and gain the advantage.   

When units arrive at a full-blown riot, what do you look for? Yes, start looking and 

filming. Everybody and everything. One officer should have a pair of binoculars to 

observe and target key people in the riot, esp. anyone who may appear to be a leader. 

This could be the responsibility of the sniper team.  

How can key leaders be identified? Human behavior and group dynamics are the key. 

Drawing from the Marines, they use the acronym MADE. These indicators are Mimicry, 

Adoration, Direction, and Entourage. I will be discussing two elements in the order of 

Entourage and Direction.  

Entourage – This is a necessary indicator, since it’s difficult to identify a key leader of a 

group without a group. In a riot, who is being surrounded by people waiting for 

directions, who is given orders during the riot, who appears to be taking phone or radio 

calls. Especially, who are the Scouts contacting and, does someone appear out of 

nowhere, as it were, and start talking to this one person.  

Direction – This person will be giving directions to everyone else. They will be 

controlling the actions and behavior of the other members. Their actions may be 

obvious or very subtle. The human eye is naturally attracted to movement and this 

should get your attention. 

This is who your observer or the sniper team will be looking for. 

 

AUTHORS SUGGESTIONS 

Has your department considered what their actions would be if all electrical power is lost 

in or around that city? What protection has been offered to electrical substations? Most 

power companies will state that their substations are under 24-hr. surveillance. Video 

surveillance does not deter an attack. Under normal conditions how long before a 

response, either by the police or contract security arrives? It takes less than 20 seconds 

to damage a substation and rendered part of that city powerless for days, weeks or 

even months depending on the level of damage.  

Most police departments have back-up power, but for how long? This question is asked 

because how many fuel depots and delivery trucks are protected? What is the level and 

type of protection for these facilities? 

On the subject of fuel, how are your departments vehicles refueled? If it is a central 

facility, what steps have been taken to harden this area? Losing fuel and, subsequently, 



police vehicles is one problem, but, thousands of gallons of gasoline in unprotected 

storage tanks could be one hell of a bomb if the attackers did their homework. 

If your department, in addition to central fueling, provide “gas” cards, where are the 

stations they would refuel from? Are those stations close to the area of disturbance and, 

during a blackout, have electricity as well? 

Gas stations can be set on fire.  

If there is a lost of power, what steps have been taken to provide emergency recharging 

for batteries? 

Where are the communications relay towers? What security has been provided? These 

areas, as well as fuel depots, can easily be attacked by armed drones. 

If communications are shut down, what are your back-up plans?  Some departments 

have what is called a COW [communications on wheels], some departments also have 

a backup communications dispatch location. 

 

 

 

TAKING THE OFFENSE 

If law enforcement choses to tackle the problem of urban guerrilla warfare, then they 

need proactive tactics. In other words, the most effective actions in this “shadow war” 

will take the fight to the enemy and not merely wait for the enemy to attack. Intelligence 

gathering and information sharing are the keys to offensive action. Law Enforcement 

has to factor counterterrorist issues into everyday police operations. 

Defensive reaction alone leaves the initiative to Antifa. In addition, no government can 

afford to fortify all the potential targets in a jurisdiction. Even if all targets could be 

defended, the of the type of warfare is not to destroy targets, but to show that law 

enforcement is not in charge.  

Antifa and other like-minded groups are free to strike selected communities, business 

districts and any other least defended symbolic targets. Law enforcement has to shift to 

proactive measures and increase their intelligence gathering. Law enforcement does 

not frequently think beyond their jurisdictions, and they do not routinely take advantage 

of potential intelligence sources within their jurisdictions. 

Thus far, Antifa and BLM have demonstrated in areas and with local and state 

governments that were friendly to them and their cause. With certain cities still in chaos, 

Antifa will shift their attention to those states and cities they consider to be in “enemy” 

territory, i.e. the “red” states and cities. Their tactics will be more violent and destructive.  



To their way of thinking, if they can’t change the government and the elections, then, 

they will destroy everything. 

They are gathering intelligence on potential targets, so, law enforcement has to do the 

same. Intelligence is not a mystical operation. It uses many of the skills already 

employed in preventative patrol, criminal investigation and surveillance. With a few 

tweaks, patrol and investigative units can be trained to look for Antifa, its members, any 

preparations for demonstrations and possible targets.  

If properly managed, these activities need not present a threat to civil liberties. 

Here are some tips: 

1. Narcotics and gang units should “work” their sources and cultivate new ones as 

well. A lot of Antifa members like their drugs. Who is bragging about large sells 

coming in the future? Any dealers with a large amount of cash? Look for any 

activities out of the normal. 

2. Regarding gangs, Antifa will reach out to certain gang leaders and cash will 

change hands. When working these gangs, look for the weakest members. 

Maybe someone is facing criminal charges or has a grudge. Also, look at the 

gang “want-a-be.” They may be a good source. 

3. In the community, talk to the business owners about unusual or large purchases 

(batteries, bottled water, etc.) by someone they would consider an “outsider.” 

4. Work with the homeless. These people see and hear everything in their areas 

and they don’t want their homes or way of life destroyed by outsiders. These 

people will also know if anything is being hidden in their area that might be used 

by Antifa or others to start fires or attack the police. 

5. One of the greatest potential allies is private security. Unfortunately, many law 

enforcement agencies frown upon private security and fail to create joint ventures 

with the private sector. Private security works the same hours and under the 

same conditions as law enforcement. In addition, there are many more of them 

than you and they know how to look and listen. The larger more professional 

security organizations already are leaders in proactive measures and would be 

more than willing to assist any police department or city government if asked. 

 

 

 

 

 



Community Indicators for Threat Assessment 

New activity in any of the following areas may indicate possible preparations for a 

demonstration. 

1. Emergence of Antifa or BLM members  

2. Appearance of Antifa or BLM literature or graffiti in an area which hasn’t seen 

any activity. 

3. New “outsiders” staying in an area. 

4. Increase in hate crimes or rhetoric. 

5. Suspicious persons observing infrastructure facilities or business districts. 

6. Individuals with connections to Antifa or BLM being observed more often in 

public. 

7. Unexpected information found during search warrants or during a search of a 

suspect that may indicate Antifa or BLM. Especially anything that appears to be 

written in a code. 

8. Violent suspects using rhetoric and symbols associated with Antifa or BLM during 

interviews. 

9. Gangs and drug dealers with a lot of money. These groups may be purchasing 

weapons or components to make explosives or incendiary devices. ATF can help 

with identifying the basic ingredients for so-called “home-made” explosives or 

incendiaries. Talk with gas station owners about anyone “new” in the area who 

was observed filling gas cans and not their car. 

10. The key to a city’s existence is energy and clean drinking water. Destroy the 

electric sub-stations, the water pumping stations and chlorine storage area, and 

the city will be brought to its knees. It is doubtful if the physical security for any of 

these facilities are up-to-date or even maintained and operating efficiently. Video 

surveillance only shows what is happening, it doesn’t stop the criminal act. The 

facility managers may say that they can call the police. But, if there’s a major 

demonstration in another part of the city, how long would response time be. 

Without electricity or clean water, crime, throughout the city as a whole, will be 

epidemic. Without clean water, in a matter of days, disease will be out of control. 

Consider the danger of chlorine gas sweeping through a community or business 

district. Antifa has consider just this and more. 

Now is the time to update ALL security measures and put in place an operations plan to 

have a large, armed security detail protecting these facilities when the need presents 

itself. 



Protecting Communities and Symbols 

Exam the following considerations for proactive planning. What other items might be 

added? 

1. Find networks in and among communities. Look at transportation, power grids 

and fuel storage, water supplies, industrial logistics and storage and the flow of 

people. 

2. Think like Antifa, an urban guerrilla. Which targets are vulnerable? Which targets 

would cause the most disruption? Which buildings are vulnerable? Where is 

private security ineffective? 

3. Obtain plans for all major buildings. Protect air intakes, power supplies, and 

possible points for evacuation. 

4. Have detailed emergency information for each school. Many of these plans are 

out of date and should be updated. Practice tactical operations in each school 

building after hours. 

5. Prioritize. Assign a criticality rating to each target, assessing its importance, and 

rank targets according to comparative ratings. 

6. Don’t reinvent the wheel. Look at emergency plans for other communities and 

police departments and utilize the appropriate methods. 

7. Study recent events and determine what law enforcement learned from its 

shortcomings. 
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Surprising percentage 
of college students 

find violent 
censorship 

'acceptable' to some 
degree 

The poll found conservative students overwhelmingly felt 

the need to self-censor 

upcoming event, shout down a speaker or block them from speaking, block 

other students from entering the event or even use violence to stop a speech. 
A new poll reveals that current college and university students increasingly find it acceptable to 

take direct action – including violence – to protest or censor a campus speaker with whom they 

disagree. 

The poll - conducted by the Foundation for Individual Rights in Education, Real Clear Education 

and College Pulse – asked 20,000 students at 55 campuses across the nation questions 

regarding free speech issues and comfort. The question measured such elements as tolerance, 

openness and self-expression. 

On a question about options for “action to protest a campus speaker,” the students answered 

how acceptable it is to remove flyers or ads for an 

https://www.foxnews.com/category/us/education
https://www.realcleareducation.com/speech/


The percentage of “never acceptable” responses increased with the more violent an action 

became, but with 82% of students answering “never” for “using violence,” that means 17-18% of 

students responded that violence was in some form acceptable. 

The results show that self-censorship is an issue for both conservative and liberal students, but 

conservative students feel more impacted, according to Campus Reform. 

"Survey responses show that students who identify as Conservative are more likely to report 

self-censorship than Liberal students (72% vs. 55%). Moderate students fell between the two, 

with 62% reporting self- censorship," the report stated. 

Outside of “using violence,” the poll found that students at Ivy League universities found it more 

acceptable to use most forms of direct protest, such as shouting down a speaker or preventing 

students from entering an event: 36% of Ivy League students say that shouting down a speaker 

is “always” or “sometimes” acceptable, compared to 27% of students not enrolled at Ivy League 

colleges. 

Top schools among the 55 polled with higher scores of overall perceived Freedom of Speech 

included the University of Chicago, Kansas State University, Texas A&M University, University 

of California – Los Angeles, and Arizona State University. 

The other end of the spectrum included Syracuse University, Dartmouth University, Louisiana 

State University, the University of Texas at Austin and DePauw University. 

The study concluded that the predominant viewpoint on most campuses is “liberal,” according to 

responses from 44 of the 55 campuses (80%). 

The percentage of students who reported self-censoring at DePauw (71%) was the highest 

among the 55 colleges surveyed, and a stunning 94% of Conservative students at DePauw 

reported doing so. 

The study noted that colleges at both ends of the rankings have suffered free-speech 

controversies – likely the reason they were selected for the study. 

One example from the University of Chicago – with the highest Free Speech score – noted that 

a student responded to a prompt “I vote because...” with “the coronavirus won’t destroy 

America, but socialism will.” 

“For this, she was widely denounced by her peers, threatened with violence, and told that she 

did not belong at the University of Chicago because of her beliefs,” the study said. 

https://www.campusreform.org/?ID=15808


PKK sends 'Antifa' terrorists to US 

Anarchist group Antifa is fighting alongside U.S.-backed PKK and Marxist Leninist 

Communist Party (MLKP) terrorists in Syria as they carry out attacks on American soil 

News Service 

12:38 September 03, 2017 

Yeni Şafak 

 

Anarchist group Antifa fights alongside U.S.-backed PKK and Marxist Leninist 

Communist Party (MLKP) terrorists in Syria 

Anarchist group Antifa fights alongside U.S.-backed PKK and Marxist Leninist 

Communist Party (MLKP) terrorists in Syria 

Kurdistan Workers’ Party (PKK) terrorists have begun to strike against their sponsors in 

the U.S. and Europe by allying with anarchist group “Antifa,” which has been described 

as “domestic terrorists” with the FBI declaring, through official briefings, that it was in 

touch with PKK terrorists as its members receive training in PYD/PKK camps in Syria. 

Anarchist group Antifa is fighting alongside U.S.-backed PKK and Marxist Leninist 

Communist Party (MLKP) terrorists in Syria as they carry out attacks on American soil, 

prompting U.S. security institutions to classify Antifa as “local terrorists” for the first time. 

According to FBI documents and briefings obtained by Politico, an American journalism 

company, the Department of Homeland Security describes Antifa as a “domestic 

terrorist group.” 

American security institutions have previously warned state officials against the threat 

posed by Antifa, which the FBI and the Department of Homeland Security considered, in 

a joint 2016 intelligence report, to be responsible, among other groups, for attacks 

against the police along with government and political institutions. 

Antifa linked to PKK and MLKP 

According to the report by Politico, Antifa’s fighting alongside “two Turkey-based 

groups,” the PKK and the MLKP, and that the PKK/PYD’s Syria structure, the so-called 

“International Free Battalion” is made up of Antifa members who are mostly of Western-

origin. 

Antifa fighters fought alongside PKK terrorists in Ayn al-Arab (Kobani), Tal Abyad, 

Manbij and the city of Raqqa. 

Turkish Police Academy had previously warned against the Antifa threat 



In a 2017 report called “PKK’s Regional Terror Network,” the Turkish Police Academy 

had warned against the potential threat posed by leftist groups fighting in Syria. 

The report underscored the enormous role played by Western anarcho-communists in 

the PKK terror organization. 

It also warned against the threat posed by leftist and anarchist fighters returning to their 

countries of origin, where they will spread their terrorist ideology. 

The report also warned against underestimating the threat posed by leftist groups to 

western democracies, noting that they are “just as dangerous as other foreign radical 

fighters such as Daesh and al-Qaeda.” 

The PKK is listed as a terrorist organization by Turkey, the European Union and the 

United States. The Democratic Union Party (PYD) is the Syrian offshoot of the PKK 

terrorist group. 

The PKK has been conducting armed violence in the southeastern part of Turkey since 

1984. More than 40,000 people, mostly civilians, have been killed in the three-decade 

long conflict. 

 

 

 

 

 

 

 

 



Beijing Front Money – Is China 
Burning American Cities? 
by Charles "Sam" Faddis  

Chinese Spy In Feinstein’s Office Was Associated With Pro-CCP 
Group 

A number of recent news articles have addressed the fact that funding for at least 
a portion of the activities of the Black Lives Movement (BLM) is coming from a pro-
China group called the Chinese Progressive Association (CPA). That is absolutely 
true. It also does not begin to grasp the enormity of what is going on. 

The group in question – the CPA – traces its roots to the I Wor Kuen (IWK) 
organization in the early 1970’s in New York City. The IWK was formed by ethnic 
Chinese living in the city. At a time when most Chinese organizations in this 
country were anti-Communist, the IWK distinguished itself from the outset by 
being closely aligned with the Chinese Communist Party (CCP). The name of the 
IWK in Chinese is taken from the name of a militant Chinese organization in China 
from the early 1900’s, which was dedicated to ridding China of foreign influence. 

Not long after its founding, the IWK spread to San Francisco that is – then as now – 
a hotbed of leftist thought. There it merged with a group called the Red Guards. 
The Guards were also composed of ethnic Chinese and modeled themselves on 
the Black Panthers. During the timeframe that this merger occurred the Red 
Guards were the target of FBI surveillance and intelligence collection. At least one 
FBI source reported that the Guards were stockpiling weapons and preparing for 
violence. The Guards were also noted to study the teachings of Mao Tse Tung and 
play the Chinese national anthem at meetings. 

Subsequent to the merger of the Guards into the IWK, the IWK founded the 
Chinese Progressive Association. FBI reporting shows that this step was taken as 
part of an obvious effort to further recruiting and increase the size and power of 
the organization. The CPA was formed – in other words – to be the kinder, gentler 
public face of what would continue to grow underground as a movement focused 
on revolutionary change. 

It should be noted that during this time period, the FBI had a large number of 
operations focused on Maoist groups organizing inside the United States and 

https://andmagazine.com/talk/author/samfaddis/
https://www.dailysignal.com/2020/09/15/this-blm-co-founder-and-pro-communist-china-group-are-partnering-up-heres-why/
https://cpasf.ourpowerbase.net/civicrm/contribute/transact?reset=1&id=45%20https://spectator.org/china-backing-rioters/
https://keywiki.org/Red_Guard_Party
https://www.revealnews.org/article/new-fbi-files-show-wide-range-of-black-panther-informants-activities/
https://www.zerohedge.com/news/2017-06-05/fbi-documents-show-chinese-influence-bay-area-protest-groups
https://www.nytimes.com/1971/08/17/archives/maos-red-shadow-china-in-the-eyes-of-the-fbi-director.html
https://www.nytimes.com/1972/12/12/archives/maoist-drive-in-us-reported-by-fbi.html


was extremely concerned about the scope of the assistance being provided to 
them by Beijing. 

Since the emergence of the CPA two branches have been created. One remains in 
San Francisco. The other is in Boston. The Boston chapter in particular has 
especially close ties with the Chinese consulate in that city and sponsors periodic 
raisings of the Chinese flag in Boston’s City Hall Plaza. 

In San Francisco the CPA has continued in the decades since its founding to toe 
Beijing’s line, to send delegations to Beijing and to have close associations with a 
number of Communist organizations in this country. These include at present the 
Freedom Road Socialist Organization (FRSO) the beating heart of the ongoing 
Marxist insurrection in this country. The CPA also regularly sponsors forums and 
events, which are clearly designed around talking points coming directly from 
Beijing and designed to counter American foreign policy goals and messaging. 

Russell Lowe, Senator Dianne Feinstein’s office director who was outed as a 
Chinese spy is a close associate of CPA’s former Vice-Chair Eric Mar. Interestingly, 
one of the causes the CPA currently supports is countering what it calls the 
“persecution” of Chinese Americans for espionage-related crimes. In 2017 
the CPA joined with other pro-Beijing Bay Area groups to create something called 
the End National Security Scapegoating (ENSS) coalition. This organization was 
created in reaction to “pervasive efforts by the U.S. Department of Justice (DOJ) 
that target and prosecute Chinese-American individuals for espionage-related 
crimes.” 
“In recent years, the U.S. Department of Justice has intensified efforts to 
criminalize and prosecute Chinese American individuals for espionage-related 
crimes…These incidents are regrettably part of a pattern of racial discrimination 
that have harmed Asian Americans for more than 150 years…Asian Americans 
have often been labeled and profiled as perpetual foreigners, spies, and threats to 
the national security of the U.S….Today’s wrongful espionage prosecutions against 
Asian Americans must also be viewed and challenged alongside the broader 
foundation of racism and discrimination that fuels such injustices.” 
 
Translation. This group was formed in response to long-overdue United States 
Government efforts to finally crack down on rampant Chinese spying inside this 
country. The goal of the organization is to cast all efforts to stop the Chinese 
Communist Party spying inside this country as “racist and unjustified” in the hope 
that sufficient political pressure can be generated to make the Federal Bureau of 

https://www.influencewatch.org/non-profit/chinese-progressive-association-boston/
https://www.theepochtimes.com/feinsteins-spy-russell-lowe-and-san-franciscos-pro-china-left_2628597.html
https://www.theepochtimes.com/feinsteins-spy-russell-lowe-and-san-franciscos-pro-china-left_2628597.html
http://noisyroom.net/blog/2018/09/26/beijings-san-francisco-franchise-the-chinese-progressive-association/
http://endnationalsecurityscapegoating.org/#home


Investigation (FBI) and other agencies back off and give Beijing a free hand. The 
CCP is feeling the pain and wants it to stop. 

What the overall picture tells us then is that there is every indication the CPA, the 
outfit funneling money to the people burning our cities, is a Chinese intelligence 
front organization, part of what is China’s well known worldwide “United Front” 
apparatus. The “United Front” strategy, borrowed from the old Soviet Union, uses a 
range of methods to influence overseas Chinese communities, foreign 
governments, and other actors to take actions or adopt positions supportive 
of Beijing’s policies. In all of these cases, United Front work is focused 
on promoting Beijing’s agenda and on impacting the policies of other nations. 

And, apparently, that agenda now includes fomenting revolution inside the United 
States of America. 

There are a whole lot of questions here. Starting with how it is possible that nest of 
militant Maoist groups – hostile to the United States of America and in league with 
a Communist state dedicated to becoming the dominant power on the planet –
 have been allowed to grow on our soil for decades. Perhaps the most immediate 
question, though, is what are we doing about it now. Are we simply going to 
continue to watch this unfold or are we doing to do something to counter what 
looks increasingly like Beijing’s mob? 

 

 

 

 

 

 

 

 

 

 

https://andmagazine.com/talk/2020/06/25/the-united-front-how-china-has-co-opted-the-u-s-media/
https://www.uscc.gov/sites/default/files/Research/China's%20Overseas%20United%20Front%20Work%20-%20Background%20and%20Implications%20for%20US_final_0.pdf


 

 

 

 

 

 

 

 

 

 

 

STOPPING THE COUP GUIDE: RESOURCES AND BACKGROUND 

INFORMATION DEALING WITH THREATS: FROM ASSESSMENT TO 

(RE)ACTION; DIGITAL TO PHYSICAL 

 

 

 

Table of Contents 

Table of Contents 1 

Guide to the Guide 4 

What is the Goal of this Guide? 4 

A Few Final Comments 7 

Framing and the Election Process 8 

https://docs.google.com/document/d/1WtDZYQ7Q-PUhxhv8VuRVfeD7q3DSpthktlYD-nx4pSc/edit?link_id=9&can_id=17b52cd56b5ae77d0dcb874341a662b8&source=email-resources-for-folks-outside-the-dc-area-but-also-useful-for-dc-people&email_referrer=email_950567&email_subject=resources-for-folks-outside-the-dc-area-but-also-useful-for-dc-people#heading=h.2qfatkbdwsta
https://docs.google.com/document/d/1WtDZYQ7Q-PUhxhv8VuRVfeD7q3DSpthktlYD-nx4pSc/edit?link_id=9&can_id=17b52cd56b5ae77d0dcb874341a662b8&source=email-resources-for-folks-outside-the-dc-area-but-also-useful-for-dc-people&email_referrer=email_950567&email_subject=resources-for-folks-outside-the-dc-area-but-also-useful-for-dc-people#heading=h.dzq0f52rdvec
https://docs.google.com/document/d/1WtDZYQ7Q-PUhxhv8VuRVfeD7q3DSpthktlYD-nx4pSc/edit?link_id=9&can_id=17b52cd56b5ae77d0dcb874341a662b8&source=email-resources-for-folks-outside-the-dc-area-but-also-useful-for-dc-people&email_referrer=email_950567&email_subject=resources-for-folks-outside-the-dc-area-but-also-useful-for-dc-people#heading=h.ya5ahgbjdfin
https://docs.google.com/document/d/1WtDZYQ7Q-PUhxhv8VuRVfeD7q3DSpthktlYD-nx4pSc/edit?link_id=9&can_id=17b52cd56b5ae77d0dcb874341a662b8&source=email-resources-for-folks-outside-the-dc-area-but-also-useful-for-dc-people&email_referrer=email_950567&email_subject=resources-for-folks-outside-the-dc-area-but-also-useful-for-dc-people#heading=h.t6pm1eoi3kzr
https://docs.google.com/document/d/1WtDZYQ7Q-PUhxhv8VuRVfeD7q3DSpthktlYD-nx4pSc/edit?link_id=9&can_id=17b52cd56b5ae77d0dcb874341a662b8&source=email-resources-for-folks-outside-the-dc-area-but-also-useful-for-dc-people&email_referrer=email_950567&email_subject=resources-for-folks-outside-the-dc-area-but-also-useful-for-dc-people#heading=h.tywdfnsuuv3a


The Lead Up 9 

Election Day 10 

Count Every Vote 11 

False Declaration of Victory 13 

Assessing and Responding to Risk: Armed Militias and Digital Security 16 

Striking a balance 16 

Quick and Dirty Principles for Physical Security 17 

Digital Risk: Internal communication and security 18 

Quick and Dirty Principles for Organizing Security 18 

Useful Digital Security Technologies 19 

Thinking Strategically: Framework for Broad and Sustained Disruptive Action 20 

Spheres of Influence 20 

Building Blocks of Movement Organizing 22 

Power Mapping 22 

Physical Mapping 22 

Points of Intervention 23 

Identifying Allies 23 

Audience, Messaging, Framing, and Effectiveness 23 

Action Logic and Building Capacity 23 

Action Preparation Basics 25 

Build Support Structures 25 

General Advice on Being in the Streets 29 

Organizing to Prevent a Coup 31 

Getting Into Formation: Building a “Shut-Down Table” 31 

Research 31 

Building the Table 32 

The Basic Principles of Organizing an Action Council 33 

Tactics 35 

https://docs.google.com/document/d/1WtDZYQ7Q-PUhxhv8VuRVfeD7q3DSpthktlYD-nx4pSc/edit?link_id=9&can_id=17b52cd56b5ae77d0dcb874341a662b8&source=email-resources-for-folks-outside-the-dc-area-but-also-useful-for-dc-people&email_referrer=email_950567&email_subject=resources-for-folks-outside-the-dc-area-but-also-useful-for-dc-people#heading=h.f9psibzbww32
https://docs.google.com/document/d/1WtDZYQ7Q-PUhxhv8VuRVfeD7q3DSpthktlYD-nx4pSc/edit?link_id=9&can_id=17b52cd56b5ae77d0dcb874341a662b8&source=email-resources-for-folks-outside-the-dc-area-but-also-useful-for-dc-people&email_referrer=email_950567&email_subject=resources-for-folks-outside-the-dc-area-but-also-useful-for-dc-people#heading=h.y86di7nhxezx
https://docs.google.com/document/d/1WtDZYQ7Q-PUhxhv8VuRVfeD7q3DSpthktlYD-nx4pSc/edit?link_id=9&can_id=17b52cd56b5ae77d0dcb874341a662b8&source=email-resources-for-folks-outside-the-dc-area-but-also-useful-for-dc-people&email_referrer=email_950567&email_subject=resources-for-folks-outside-the-dc-area-but-also-useful-for-dc-people#heading=h.6vsxtdpf3t64
https://docs.google.com/document/d/1WtDZYQ7Q-PUhxhv8VuRVfeD7q3DSpthktlYD-nx4pSc/edit?link_id=9&can_id=17b52cd56b5ae77d0dcb874341a662b8&source=email-resources-for-folks-outside-the-dc-area-but-also-useful-for-dc-people&email_referrer=email_950567&email_subject=resources-for-folks-outside-the-dc-area-but-also-useful-for-dc-people#heading=h.b3rv1lq1byyp
https://docs.google.com/document/d/1WtDZYQ7Q-PUhxhv8VuRVfeD7q3DSpthktlYD-nx4pSc/edit?link_id=9&can_id=17b52cd56b5ae77d0dcb874341a662b8&source=email-resources-for-folks-outside-the-dc-area-but-also-useful-for-dc-people&email_referrer=email_950567&email_subject=resources-for-folks-outside-the-dc-area-but-also-useful-for-dc-people#heading=h.d77jbkkd4b3p
https://docs.google.com/document/d/1WtDZYQ7Q-PUhxhv8VuRVfeD7q3DSpthktlYD-nx4pSc/edit?link_id=9&can_id=17b52cd56b5ae77d0dcb874341a662b8&source=email-resources-for-folks-outside-the-dc-area-but-also-useful-for-dc-people&email_referrer=email_950567&email_subject=resources-for-folks-outside-the-dc-area-but-also-useful-for-dc-people#heading=h.wy2exb6siari
https://docs.google.com/document/d/1WtDZYQ7Q-PUhxhv8VuRVfeD7q3DSpthktlYD-nx4pSc/edit?link_id=9&can_id=17b52cd56b5ae77d0dcb874341a662b8&source=email-resources-for-folks-outside-the-dc-area-but-also-useful-for-dc-people&email_referrer=email_950567&email_subject=resources-for-folks-outside-the-dc-area-but-also-useful-for-dc-people#heading=h.6qip78xdg24p
https://docs.google.com/document/d/1WtDZYQ7Q-PUhxhv8VuRVfeD7q3DSpthktlYD-nx4pSc/edit?link_id=9&can_id=17b52cd56b5ae77d0dcb874341a662b8&source=email-resources-for-folks-outside-the-dc-area-but-also-useful-for-dc-people&email_referrer=email_950567&email_subject=resources-for-folks-outside-the-dc-area-but-also-useful-for-dc-people#heading=h.xlafe89zl5yr
https://docs.google.com/document/d/1WtDZYQ7Q-PUhxhv8VuRVfeD7q3DSpthktlYD-nx4pSc/edit?link_id=9&can_id=17b52cd56b5ae77d0dcb874341a662b8&source=email-resources-for-folks-outside-the-dc-area-but-also-useful-for-dc-people&email_referrer=email_950567&email_subject=resources-for-folks-outside-the-dc-area-but-also-useful-for-dc-people#heading=h.n8oac0tuyhun
https://docs.google.com/document/d/1WtDZYQ7Q-PUhxhv8VuRVfeD7q3DSpthktlYD-nx4pSc/edit?link_id=9&can_id=17b52cd56b5ae77d0dcb874341a662b8&source=email-resources-for-folks-outside-the-dc-area-but-also-useful-for-dc-people&email_referrer=email_950567&email_subject=resources-for-folks-outside-the-dc-area-but-also-useful-for-dc-people#heading=h.2pp0j2xt4atc
https://docs.google.com/document/d/1WtDZYQ7Q-PUhxhv8VuRVfeD7q3DSpthktlYD-nx4pSc/edit?link_id=9&can_id=17b52cd56b5ae77d0dcb874341a662b8&source=email-resources-for-folks-outside-the-dc-area-but-also-useful-for-dc-people&email_referrer=email_950567&email_subject=resources-for-folks-outside-the-dc-area-but-also-useful-for-dc-people#heading=h.z79nnexyvfah
https://docs.google.com/document/d/1WtDZYQ7Q-PUhxhv8VuRVfeD7q3DSpthktlYD-nx4pSc/edit?link_id=9&can_id=17b52cd56b5ae77d0dcb874341a662b8&source=email-resources-for-folks-outside-the-dc-area-but-also-useful-for-dc-people&email_referrer=email_950567&email_subject=resources-for-folks-outside-the-dc-area-but-also-useful-for-dc-people#heading=h.mphvyh5ccwfa
https://docs.google.com/document/d/1WtDZYQ7Q-PUhxhv8VuRVfeD7q3DSpthktlYD-nx4pSc/edit?link_id=9&can_id=17b52cd56b5ae77d0dcb874341a662b8&source=email-resources-for-folks-outside-the-dc-area-but-also-useful-for-dc-people&email_referrer=email_950567&email_subject=resources-for-folks-outside-the-dc-area-but-also-useful-for-dc-people#heading=h.brsyeagwxvdu
https://docs.google.com/document/d/1WtDZYQ7Q-PUhxhv8VuRVfeD7q3DSpthktlYD-nx4pSc/edit?link_id=9&can_id=17b52cd56b5ae77d0dcb874341a662b8&source=email-resources-for-folks-outside-the-dc-area-but-also-useful-for-dc-people&email_referrer=email_950567&email_subject=resources-for-folks-outside-the-dc-area-but-also-useful-for-dc-people#heading=h.dnkyrgiyhrey
https://docs.google.com/document/d/1WtDZYQ7Q-PUhxhv8VuRVfeD7q3DSpthktlYD-nx4pSc/edit?link_id=9&can_id=17b52cd56b5ae77d0dcb874341a662b8&source=email-resources-for-folks-outside-the-dc-area-but-also-useful-for-dc-people&email_referrer=email_950567&email_subject=resources-for-folks-outside-the-dc-area-but-also-useful-for-dc-people#heading=h.ouss7pwv43gf
https://docs.google.com/document/d/1WtDZYQ7Q-PUhxhv8VuRVfeD7q3DSpthktlYD-nx4pSc/edit?link_id=9&can_id=17b52cd56b5ae77d0dcb874341a662b8&source=email-resources-for-folks-outside-the-dc-area-but-also-useful-for-dc-people&email_referrer=email_950567&email_subject=resources-for-folks-outside-the-dc-area-but-also-useful-for-dc-people#heading=h.j3unnsele6g
https://docs.google.com/document/d/1WtDZYQ7Q-PUhxhv8VuRVfeD7q3DSpthktlYD-nx4pSc/edit?link_id=9&can_id=17b52cd56b5ae77d0dcb874341a662b8&source=email-resources-for-folks-outside-the-dc-area-but-also-useful-for-dc-people&email_referrer=email_950567&email_subject=resources-for-folks-outside-the-dc-area-but-also-useful-for-dc-people#heading=h.9wpfnjmfyzof
https://docs.google.com/document/d/1WtDZYQ7Q-PUhxhv8VuRVfeD7q3DSpthktlYD-nx4pSc/edit?link_id=9&can_id=17b52cd56b5ae77d0dcb874341a662b8&source=email-resources-for-folks-outside-the-dc-area-but-also-useful-for-dc-people&email_referrer=email_950567&email_subject=resources-for-folks-outside-the-dc-area-but-also-useful-for-dc-people#heading=h.sl447pywu6y8
https://docs.google.com/document/d/1WtDZYQ7Q-PUhxhv8VuRVfeD7q3DSpthktlYD-nx4pSc/edit?link_id=9&can_id=17b52cd56b5ae77d0dcb874341a662b8&source=email-resources-for-folks-outside-the-dc-area-but-also-useful-for-dc-people&email_referrer=email_950567&email_subject=resources-for-folks-outside-the-dc-area-but-also-useful-for-dc-people#heading=h.x8ymgzq3p98s
https://docs.google.com/document/d/1WtDZYQ7Q-PUhxhv8VuRVfeD7q3DSpthktlYD-nx4pSc/edit?link_id=9&can_id=17b52cd56b5ae77d0dcb874341a662b8&source=email-resources-for-folks-outside-the-dc-area-but-also-useful-for-dc-people&email_referrer=email_950567&email_subject=resources-for-folks-outside-the-dc-area-but-also-useful-for-dc-people#heading=h.6cvrid1mas9c
https://docs.google.com/document/d/1WtDZYQ7Q-PUhxhv8VuRVfeD7q3DSpthktlYD-nx4pSc/edit?link_id=9&can_id=17b52cd56b5ae77d0dcb874341a662b8&source=email-resources-for-folks-outside-the-dc-area-but-also-useful-for-dc-people&email_referrer=email_950567&email_subject=resources-for-folks-outside-the-dc-area-but-also-useful-for-dc-people#heading=h.gmrhuub2fiel
https://docs.google.com/document/d/1WtDZYQ7Q-PUhxhv8VuRVfeD7q3DSpthktlYD-nx4pSc/edit?link_id=9&can_id=17b52cd56b5ae77d0dcb874341a662b8&source=email-resources-for-folks-outside-the-dc-area-but-also-useful-for-dc-people&email_referrer=email_950567&email_subject=resources-for-folks-outside-the-dc-area-but-also-useful-for-dc-people#heading=h.cv8rpmy3n2b
https://docs.google.com/document/d/1WtDZYQ7Q-PUhxhv8VuRVfeD7q3DSpthktlYD-nx4pSc/edit?link_id=9&can_id=17b52cd56b5ae77d0dcb874341a662b8&source=email-resources-for-folks-outside-the-dc-area-but-also-useful-for-dc-people&email_referrer=email_950567&email_subject=resources-for-folks-outside-the-dc-area-but-also-useful-for-dc-people#heading=h.3way0osalfh0
https://docs.google.com/document/d/1WtDZYQ7Q-PUhxhv8VuRVfeD7q3DSpthktlYD-nx4pSc/edit?link_id=9&can_id=17b52cd56b5ae77d0dcb874341a662b8&source=email-resources-for-folks-outside-the-dc-area-but-also-useful-for-dc-people&email_referrer=email_950567&email_subject=resources-for-folks-outside-the-dc-area-but-also-useful-for-dc-people#heading=h.vaafsub0rosp
https://docs.google.com/document/d/1WtDZYQ7Q-PUhxhv8VuRVfeD7q3DSpthktlYD-nx4pSc/edit?link_id=9&can_id=17b52cd56b5ae77d0dcb874341a662b8&source=email-resources-for-folks-outside-the-dc-area-but-also-useful-for-dc-people&email_referrer=email_950567&email_subject=resources-for-folks-outside-the-dc-area-but-also-useful-for-dc-people#heading=h.b8drg9345tsr
https://docs.google.com/document/d/1WtDZYQ7Q-PUhxhv8VuRVfeD7q3DSpthktlYD-nx4pSc/edit?link_id=9&can_id=17b52cd56b5ae77d0dcb874341a662b8&source=email-resources-for-folks-outside-the-dc-area-but-also-useful-for-dc-people&email_referrer=email_950567&email_subject=resources-for-folks-outside-the-dc-area-but-also-useful-for-dc-people#heading=h.xvkjrvo71gee
https://docs.google.com/document/d/1WtDZYQ7Q-PUhxhv8VuRVfeD7q3DSpthktlYD-nx4pSc/edit?link_id=9&can_id=17b52cd56b5ae77d0dcb874341a662b8&source=email-resources-for-folks-outside-the-dc-area-but-also-useful-for-dc-people&email_referrer=email_950567&email_subject=resources-for-folks-outside-the-dc-area-but-also-useful-for-dc-people#heading=h.sf0p75z2ndnk
https://docs.google.com/document/d/1WtDZYQ7Q-PUhxhv8VuRVfeD7q3DSpthktlYD-nx4pSc/edit?link_id=9&can_id=17b52cd56b5ae77d0dcb874341a662b8&source=email-resources-for-folks-outside-the-dc-area-but-also-useful-for-dc-people&email_referrer=email_950567&email_subject=resources-for-folks-outside-the-dc-area-but-also-useful-for-dc-people#heading=h.9n37jynagosr


Recruitment 35 

Keeping Track of People 36 

Putting Out/Responding to a Call to Mobilize 37 

Other Groups Organizing National Action 37 

When Institutions Break Down 38 

Resources 39 

 

 

 

Guide to the Guide 

 

Throughout U.S. history, national politics has moved back and forth between conservative and liberal 

poles. Nixon, Reagan, and Bush followed the civil rights movement; Trump followed Obama. 

Conservative backlash follows liberal “progress.” But neither pole has fully fulfilled the cries for justice 

amongst black, poor, indigenous, queer, trans, and marginalized peoples. Things seem to change, but in 

the end, so much remains the same. 

This year, however, seems to be a flashpoint. We are at a moment in which many people have become 

so tired of the status quo that they have mobilized in the name of justice. From antiblack violence to 

pandemics, from environmental devastation to indigenous and queer and trans erasure, we’ve seen 

people stand up against injustice that affects all of us.  

We want to lift up the reality that by working together we can make change happen. We offer this guide 

as a resource to help with your efforts.   

This guide can be used beyond the election, offering resources from a broader movement mindset that 

are not just for this moment. 

What is the Goal of this Guide? 

This guide offers a framing and organizational approach to respond to our current electoral moment. 

We live under a president who is energized by the forces of white supremacy and brutal capitalism. He is 

empowered to use the state’s resources to repress dissent. And he is encouraged and emboldened by a 

mass of people who share his interests. We believe the 2020 election will be a flashpoint, and we must 

be ready.  

 

If the right is prepared to steal the election then we must be prepared to disrupt the status quo 
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and resist. This guide offers resources for organizing in your communities across the country. 

 

The 2020 election may be a pivotal moment to build toward a vision of transformation. We all must 

unequivocally acknowledge that there will be issues that remain long after the election is over--things 

that will require long and sustained organizing efforts. People have been throwing down all across the 

country for months, so this can’t be just a “call to the streets.” Rather, we need to talk about what’s 

happening broadly and make a case for developing that street sense into broad, collective strategic 

action. This guide is a contribution to those efforts. 

 

 

Whether you’re from Iowa or Portland, Chicago or rural Ohio; whether you’ve been in the game for a 

while or you’re just starting out, we hope that this guide might offer ideas, strategies, and connections 

for fomenting and mobilizing large-scale and widespread disruptive activity if there is a coup. 



 

 

We want to be clear, though: we are not interested in overshadowing the work done by others. There 

are already many people, communities, and organizations who are already throwing down, already 

doing the work. This guide is simply a resource that offers support for those who are interested.  

For those who are already organizing, you might find two parts of this guide most useful: the Organizing 

to Prevent a Coup and risk assessment sections, as well as the resources at the end of the guide. There, 

you will find organizations who are doing similar work, as well as strategies for collaborating across 

regions and cities.  

For those of you who are a bit newer to this work, you might find the Thinking Strategically section to 

be most useful. There, you will find ideas for organizing communities, mobilizing people, and providing 

resources for people once mobilization happens.  

 

More information on organizing  

Resources for Movement Building 

 

A Few Final Comments  

We’ve laid out our framing of the election not as a before/after scenario, but rather in the context of 

ongoing issues we face in the moment (militia movement, organized voter repression, etc) that will be 

present no matter the outcome. We’re absolutely not saying the election is useless, but rather the 

reactivity of the right and the white supremecist will be present no matter who wins (and certainly is 

present beforehand), but the election will massively change the political terrain for movements over the 

next four years.  
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https://docs.google.com/document/d/1WtDZYQ7Q-PUhxhv8VuRVfeD7q3DSpthktlYD-nx4pSc/edit?link_id=9&can_id=17b52cd56b5ae77d0dcb874341a662b8&source=email-resources-for-folks-outside-the-dc-area-but-also-useful-for-dc-people&email_referrer=email_950567&email_subject=resources-for-folks-outside-the-dc-area-but-also-useful-for-dc-people#heading=h.wl3r7vghe4gx
https://docs.google.com/document/d/1WtDZYQ7Q-PUhxhv8VuRVfeD7q3DSpthktlYD-nx4pSc/edit?link_id=9&can_id=17b52cd56b5ae77d0dcb874341a662b8&source=email-resources-for-folks-outside-the-dc-area-but-also-useful-for-dc-people&email_referrer=email_950567&email_subject=resources-for-folks-outside-the-dc-area-but-also-useful-for-dc-people#heading=h.z79nnexyvfah
https://docs.google.com/document/d/11fMkHmxbQtCHMeUsxeTSJLNWv783SOnoO2QsZy-2QpE/edit?usp=sharing


We want to be clear that this guide is a living document. As we gather more information, it will grow 

and change. We want to work with people and communities, so the more we find out, the more this 

document will grow. 

 

Framing and the Election Process 

 

This section will discuss how we should prepare for the election. It will specifically discuss how we can 

prepare during the lead-up to the election, what we should be looking out for on election day, what we 

will need (to do) if the current president loses and doesn’t want to leave, and how we will need to 

sustain our actions even after the election is over.  

The election is already under attack. We know that individual power holders and institutions are trying 

to repress the vote. The Postmaster has tried to gut the post office; Florida is disenfranchising people 

with previous convictions, and on top of this, there are also things that we have little ability to impact--

things like Russian interference and lies on social media. Since we anticipate that the election will be 

contested once the votes begin to roll in, we must prepare.   

There are many groups working to protect the election in 2020. Hold the Line has provided an 

incredibly detailed document for preparing for the election that contains many good resources and 

solid strategic thinking. We’ve also provided a list of others working on this issue. But the Stopping the 

Coup guide is different; it offers ways of thinking and enacting a disruption of the status quo in the 

context of the election without needing to ally with the police or make moral assumptions about tactical 

choices.  We have seen, in city after city, clear signs that police collaborate with white supremacists as 

purveyors of violence, rather than as people who are there to protect first amendment rights.   

 

 

 

 

 

4 Phases of the Election 

Date Phase                                   Marked By 

Now- 

Nov 3 

Lead Up  Organizing, Planning, Voter Repression  Resistance, Voter 

Registration and Information Distribution 

Nov 3 Election Day Direct Voter Assistance,  Dealing with Voter Intimidation, Potential 

Actions at Boards of Elections 

https://docs.google.com/document/d/1J_9qWY5Oyk0NndSqzFVcGDbPDIMnccnsuRd34Vt0paE/edit
https://docs.google.com/document/d/1J_9qWY5Oyk0NndSqzFVcGDbPDIMnccnsuRd34Vt0paE/edit
https://docs.google.com/document/d/1WtDZYQ7Q-PUhxhv8VuRVfeD7q3DSpthktlYD-nx4pSc/edit?link_id=9&can_id=17b52cd56b5ae77d0dcb874341a662b8&source=email-resources-for-folks-outside-the-dc-area-but-also-useful-for-dc-people&email_referrer=email_950567&email_subject=resources-for-folks-outside-the-dc-area-but-also-useful-for-dc-people#heading=h.cdd2f2xzp0d0


Nov 3 -  

Dec 14 

Count Every Vote  Action to demand that no winner be announced until every vote is 

counted, mass coordinated action 

Unknown False Declaration of 

Victory 

Mass Direct Action Mobilizing, Civil Disobedience and Broad 

Resistance  

 

The Lead Up 

Trump is a narcissist and an authoritarian, and the entire conservative movement is happy to use him to 

maintain power,  which means they will not allow the election to proceed without some severe amount 

of meddling. We might expect to see continued shows of force by DHS, ICE, and other policing (and 

possibly military) institutions during the lead up to the election as well as more subtle tactics. Everyone 

working on this issue shares an assessment of the basic questions that we should be considering in the 

lead up to November. 

Is everyone who has registered to vote on the voter rolls? 

In the pandemic it has been increasingly hard for people to register to vote. This is important not just for 

first-time voters, but also for voters who have moved and need to change their address.  Most states 

had a provision for voters to register online. But, it can be very cumbersome and it is not clear that 

everyone who registered will be on the rolls. If you want to know more about the electoral process--

particularly the mail-in electoral process--you can look here and here.  If individuals need to check on 

their voting status, they can also go to www.vote.org. We must pay attention to trends; if you see a 

pattern and practice of voters not being put on the rolls, it will be necessary  to organize actions to help 

ensure a fair election in your local area. 

Are there a sufficient number of polling places? 

In the recent primary election in Kentucky, Louisville had only one polling location. In Milwaukee, only 

five polling stations were open in the city. This is unacceptable. There are two things that we can do 

here.  First, you can be a poll worker. Go to  www.powertothepolls.org where you and others can sign 

up to be a poll worker to ameliorate the shortage.  

Second--and this will be a theme throughout this guide--you can organize direct action against Boards of 

Elections and Secretaries of State at the point it becomes clear that there is a lack of polling locations. 

Is everyone eligible to vote by mail able to receive a mail-in ballot? 

Sometimes, everyone who should receive a mall-in ballot doesn't always get them. Your region will 

doubtless have many organizations that will help individuals track their ballots, but some boards of 

elections may simply decide to forget to mail out ballots.  Again, we should be ready to augment the 

lawsuits by occupying boards of elections and demand everyone receive a ballot. 

We want to be clear: this election is already contested. We must be prepared to take action to ensure, 

as best we can, a fair election.  

Election Day 

https://www.ncsl.org/research/elections-and-campaigns/vopp-table-7-when-states-mail-out-absentee-ballots.aspx
https://www.ncsl.org/research/elections-and-campaigns/early-voting-in-state-elections.aspx#Early%20Voting%20Law%20Table
http://www.vote.org/
https://docs.google.com/document/d/1WtDZYQ7Q-PUhxhv8VuRVfeD7q3DSpthktlYD-nx4pSc/edit?link_id=9&can_id=17b52cd56b5ae77d0dcb874341a662b8&source=email-resources-for-folks-outside-the-dc-area-but-also-useful-for-dc-people&email_referrer=email_950567&email_subject=resources-for-folks-outside-the-dc-area-but-also-useful-for-dc-people#heading=h.3way0osalfh0
http://www.powertothepolls.org/


There is no re-do of Election Day. So we must protect voters leading up to this day, as well as on the day 

itself. There are at least three things to be aware and wary of on Election Day. 

Armed Militias Attempting to Thwart “Voter Fraud”  

There is a legitimate concern that armed white supremacist militias might attempt to scare voters away 

under the guise of monitoring fraud.  Later in this guide, you can find some tips on dealing with militias 

and white supremacists. Folks working in the Frontline are organizing people to help do poll watching 

and on the ground de-escalation of people who might attempt to intimidate voters at the polls.  

 

Provisional Ballots 

A large number of people whose registration is in doubt may be forced to cast provisional ballots.  If we 

hear about this early in the day, we might be able to organize actions against the Board of Elections to 

create some kind of hotline structure and communication with polls to ensure that votes are counted. 

Long Lines and Polls Closing Early  

Because of the shortage of polling stations, it’s possible that people will still be waiting in line as the 

polls close.  History has shown that raising a ruckus keeps the polls open, and the law protects those 

who are in line and gives them the right to cast their ballot. 

Count Every Vote 

There are an infinite number of scenarios that can transpire between Election Day and when the 

election is finally over.  Here are some general thoughts on what might happen 

Counting the Votes  

All the votes need to be counted:  Many states have laws on the books that forbid votes to begin to be 

counted before Nov 3rd. This means there will be a period of time after the election where there is no 

clear winner. We’ll have until December 14th (when the electoral college meets) to push for every vote 

to be counted. At the very least we should be prepared to engage in public actions that demand every 

vote be counted before a winner is named. Puting pressure on the media and social media agencies to 

refuse to declare a victor, resisting demands to call the vote in forvor of Trump, physically protecting the 

vote count from counter-protestors, federal agents, or white supremacist militias are all potential 

actions in this moment.  

The Narrative Around Fraud 

We will see clear signs on Election Night or the next day whether the Republican playbook will claim all 

uncounted votes are fraudulent.  Trump may try to declare himself the victor before the votes are 

counted, or Fox News might call the race. Those who can should be prepared to take action against 

those who are feeding into the stolen election narrative, including social media companies that are 

letting falsehoods or incitements to violence spread. 

Superseding Election Results 

https://www.nytimes.com/2020/09/19/us/politics/trump-supporters-early-voting-virginia.html
https://www.mobilize.us/thefrontline/event/321224/
https://www.ncsl.org/research/elections-and-campaigns/vopp-table-16-when-absentee-mail-ballot-processing-and-counting-can-begin.aspx
https://www.ncsl.org/research/elections-and-campaigns/vopp-table-16-when-absentee-mail-ballot-processing-and-counting-can-begin.aspx
https://crsreports.congress.gov/product/pdf/IF/IF11641


The final case of emergency is whether there are drastic actions taken to reverse the election results. 

For example, the Attorney General could attempt to seize all mail-in ballots and invalidate them. Or, 

states with Republican-controlled legislators could authorize their own set of electors regardless of the 

outcome of the election. 

 

As these scenarios play out it is our job to engage in action that is calibrated with the scale of what is 

happening.  As attempts to defraud the vote count escalates, it is our obligation to shut things down 

and demand a true reckoning of the democratic process. 

 

 

False Declaration of Victory  

 

 

The major strategic initiative we hold in the context of a coup is to deny all legitimacy to those taking 

power through non compliance, strikes, refusals to participate, and disruptive action.  

 

We can assume that there will be mass confusion about what actually happened on election day and the 

following ballot counting period. We know Republicans will lie, manipulate, red bait, and antifa-bait 

their base. And we also know that the president will use the power available to him to influence the 

election in his favor. An attempted coup is possible--and perhaps probable. In the end, the actual 

electorate might be split, half truly believing that Trump was elected legally, and half knowing that he 

was not.  

It is in this muddied context of legal and political wrangling that we must take action. We cannot wait 

to see how the chips fall. That will only ensure more power for the violent white supremacist machine 

that is the Trump administration and its supporters.  

We want to be clear here, though: we are not a group of Biden supporters. This is not about ensuring 

that the Democrats win, but actually preparing for the possibility that white supremacist violence will 

continue.   

So what, then, can we do? In short, we can resist. Resistance in this context must be more than symbolic 

action. That context demands more than marches facilitated by local authorities. We don’t need to be 

walking hand-in-hand with the very institutions that oppress and kill us.  

What we need to do, then, is think strategically, organize effectively, and mobilize massively. We need 

to understand and then disrupt the structures that facilitate our demise. We must create our own 

systems that protect those most vulnerable. We must also realize that there is a real risk if we take 

action and lose. Make no mistake; this is risky work. But there are ways to share the risk--and, in turn, 



mitigate some of it.  Before we get into specifics about this kind of action, we want you to know: this 

kind of disruptive action needs to be direct, sustained, leaderful, and sustainable. 

Actions Need to be Direct  

In the context of a coup or highly contested election we need to be clear that our actions must directly 

affect the structures and pillars of power.  Our largest asset in this regard utilizes the ideas of non-

compliance through massive, broad based direct action.  Where we can, we need to be in the streets, on 

the highways, or at the sites of power and power holders. In our jobs and lives we must refuse to allow 

those taking control the legitimacy of the power they seek through strikes, slowdowns, and boycotts, 

and public refusal to accept an illegitimate ruling party.  

Actions Need to be Sustained 

As the protests in Minneapolis, Ferguson, Portland, Seattle and countless others here and abroad show, 

our action needs to be both sufficiently disruptive and sustained over weeks or even months.  

In planning to prevent a coup in this country we need to imagine our actions as not just one time events, 

but fully situate our actions within the framework and analysis of resistance and disruption broadly. This 

might mean holding space for a long period of time (Seattle’s Autonomous Zone), it might mean 

returning to the same location night after night (Portland and Minneapolis). We need to anticipate the 

resources involved in this; time, human bodies, food, water, money, right wing reactions etc. 

Actions Need to be Leaderful  

It’s important to locate strategic thinking, and offer strategic tools at the grassroots level. If our different 

organizations, crews, and affinity groups have a shared understanding of the strategy involved we can 

accommodate different tactics, different groups taking lead on actions at different times, and trust that 

individual participants and organizers can move with confidence that they are furthering movement 

goals. This doesn’t mean that every group you try to organize with immediately will be the right fit for 

the fight. It’s ok to set an agenda and invite participation and allow groups to choose.  

 

Action Needs to be Sustainable 

 

 

Action cannot be sustained over time unless we find a way to make it  

sustainable for the people who are keeping it going. We need to 

 anticipate the resources, relationships, and practices involved in this.  

 

Being able to divvy up the work is essential to the kind of sustained action we need in this moment. 

Thus, there exists an organizational aspect to sustained action. We must also be tolerant (we don’t use 

the word lightly) of many of our organizing comrades' ability to move independently. Leadership must 



come from our collective strategy; true leadership is shared. Once a broad strategy is set, then 

organizations, individuals, and groups can move as needed and make decisions independently. This 

could look like different groups taking up roles for a single action, or different groups holding down 

blockade sites that are organized from within their base of support, or different groups taking on action 

organizing over a long period of time to sustain the pressure.  

Making Action Sustainable for People  

 

Assessing and Responding to Risk: Armed Militias and Digital Security 

 

There will be risks. We must take this seriously. There are costs to disruption. But, we should not let the 

threat derail us. Security is not an either/or proposition. If there is too much fear, people will not come 

to the streets and join us. But too much security/secrecy will stop our growth as a people powered 

movement. Openness supports mass mobilization, secrecy shuts it down. We must strike a balance 

between the need to create security for our organizing, and creating structures that allow for ease of 

participation. Some information needs to be distributed widely, other information needs to be held 

more closely.  With regard to armed actors we have developed a separate guide to better understand 

what the risks are and how to prepare for armed violence against our protests. In this section, we want 

to provide a general overview of some of these issues. 

Physical risks: Armed militias, the threat of violence, and principles for physical security  

There are risks to organizing. Legal risks as well as physical. Repressive state forces and the armed militia 

movement have grown and become emboldened significantly in recent years. It’s important to realize 

that no matter who wins the election, their presence at our actions will continue and likely escalate. We 

must keep people engaged. We mustn’t let fear stop us from acting. We need to learn about these 

groups, understand basic elements of risk assessment, take precautions, and develop our political and 

tactical acumen so we know that when we take action it’s worth the risk. 

 

Striking a balance 

Further on, this guide offers thoughts about creating organizing structures that can work locally and yet 

expand to include tens of millions of people who are going to take to the streets in the event of a stolen 

election.  

Physical security at actions is about awareness and preparedness. Digital security before action is about 

protecting our fellow organizers as best we can. However, we are not going to get hundreds or 

thousands of people to adopt digital organizing security protocols, nor should we try. We believe that 

ultimately our sheer numbers and our defense of the election results is what protects us. In that vein, 

we would encourage you to prioritize communicating with and inviting in masses of people to action. 

Later in this document we will talk about action council structures, which enable some groups to be 

more closed in their communication while having more open structures for the vast majority of 

participants. 

https://docs.google.com/document/d/1WtDZYQ7Q-PUhxhv8VuRVfeD7q3DSpthktlYD-nx4pSc/edit?link_id=9&can_id=17b52cd56b5ae77d0dcb874341a662b8&source=email-resources-for-folks-outside-the-dc-area-but-also-useful-for-dc-people&email_referrer=email_950567&email_subject=resources-for-folks-outside-the-dc-area-but-also-useful-for-dc-people#heading=h.1gq7e27ecml1
http://tiny.cc/DealingWithThreats


We must understand that the work is necessary. No good work, no transformative work, comes without 

risk. And, while we can try to lessen some of this risk, we must realize that any kind of mass disruption is 

going to raise questions and invite unwanted surveillance from the powers that be. We must balance 

keeping ourselves safe with the need to effectively organize to meet the need of the time. 

Quick and Dirty Principles for Physical Security  

There is an entire separate guide on this topic 

 that will be coming out soon 

Know the flavor of supremacist you are dealing with. Check out the PRA Field guide to white 

supremacists. Learn which groups have been active in your area, and track their online presence. 

Plan as if violence might happen. Establish response protocol, roles, and needs for support and follow 

up.  

Train your people on how to respond appropriately. This means not over-reacting, as well as being 

able to move decisively when needed. This also means doing the emotional prep work to prepare for 

being in action together under heightened threat.  

Lean into your community activist support structures like street medic collectives, safe houses, food 

support, and jail support.  

When at your action, operate with a  high level of situational awareness. SCAN your surroundings, ID 

threats, isolate or move threats decisively.   

 

Digital Risk: Internal communication and security 

We should always anticipate that someone we don’t intend is listening to us when we talk. Repressive 

state forces have a long history of infiltration of activist communities. We understand, however, that if 

we want to participate in mass movements then we do have to talk to a larger group than just our 

friends. As we have seen, this will generate more exposure for those who are doing the talking and 

posting on social media. In many cases this might be a necessary risk worth taking if it makes our action 

more effective. For smaller tactics conversations, or fine grained planning, we suggest to the largest 

extent possible keeping those off the internet. 

Quick and Dirty Principles for Organizing Security  

Don’t write or record anything you don’t want to fall 

 into someone else’s hands. 

https://www.politicalresearch.org/2020/06/24/paramilitaries-your-protest
https://docs.google.com/document/d/11fMkHmxbQtCHMeUsxeTSJLNWv783SOnoO2QsZy-2QpE/edit?usp=sharing


Always assume someone is listening. 

In-person conversations without phones or computers 

 present are the safest way to communicate about the  

specific details of actions  

Don’t talk about past actions you’ve been a part of that  

might pose a risk to others. 

If you don’t have the information you need to do your work safely, then ask. If you don’t need the 

information to do your work,  

then let it be.  

Hedge the action ego. We don’t all need to know  

everything about a plan.  

Operate with trust both as an organizing principle, and as a  

personal commitment. If your ring of trust is  

small, practice expanding it.  

Don’t talk to cops, investigators, or federal agents.  

 

Useful Digital Security Technologies  

Especially since Covid-19, the need to communicate digitally is essential. There are encrypted apps, as 

well as digital practices that can help protect your communications from unwanted surveillance and 

intervention. We offer a few of them here.  

Signal, while having its limitations, is a free and useful encrypted messaging app already in wide use. 

Setting a disappearing message timer can be helpful in making sure that sensitive information is erased 

on everyone’s phones. We should note that Signal makes it somewhat difficult to delete groups. You 

have to both delete and block a group to avoid being forcefully rejoined.  

Cryptpad is an encrypted alternative to the google docs/sheets world. It offers shared documents, 

spreadsheets, polls and other useful tools for organizing.  

Jitsi is a free video conferencing app that is gaining popularity because of its encryption technology.  

However it works best for small groups. 

 

https://signal.org/en/download/
https://cryptpad.fr/
https://jitsi.org/


Thinking Strategically: Framework for Broad and Sustained Disruptive Action 

 

As said above, it’s clear that armed militias, white supremacists, radically conservative communities like 

QAnon, and other malicious actors will not stop regardless of who takes office. In this vein, stopping the 

coup is a longer-term strategy. Disrupting the status quo does not end when the votes are counted and 

someone takes office.  

Every action we take uses our resources and puts us at risk. We need to use our resources efficiently, 

and mitigate our risk by being strategic about what the goal of the action is, and who/what it targets. To 

think through this requires thinking about power and how to adequately push the powerful to return all 

power back to the people. In this section, we offer some strategic insights that can help you think 

through, and respond to, power.  

Spheres of Influence  

Your spheres of influence are the areas in your life that you inhabit and can affect personally. We might 

not all be able to get the governor on the phone, but we can organize with those around us to create 

change. When we think about our spheres of influence, we need to ask “how can I organize with those 

closest to me for the most impact?” Your spheres of influence might include your workplace, your 

church, or a collective you are a part of.  If we are really facing a coup, some of the usual apolitical 

institutions like PTAs and Little Leagues might suddenly be politicized. So think broadly about any space 

you have a stake in where you come into contact with others. 

We can think about our spheres of influence in three ways. First, and most simply, it can be a way for us 

to think about organizing actual people into formations that can be useful. For example, getting our 

friends together to form a crew that can talk to the organizers planning street actions and offer to take 

up a role.  

Secondly, and somewhat concurrently, we can think of the power that our spheres of influence have 

over larger systems. Federal employees, like postal workers, have recently been resisting attempts to 

slow down the mail system before the election by physically reinstalling sorting machines. In some cases 

these acts were taken independently and in contradiction to orders from senior officials. Wildcat strikes, 

possibly independent of larger union formations, like NBA players recently utilized, will also be 

extremely valuable in grinding our economy to a halt in the context of a larger attempt to prevent a 

coup. On a smaller scale, after cops responded violently to protesters in Philadelphia, employees of local 

diners and coffee shops refused to serve them, creating an unwelcome context for those who choose to 

harm activists rather than help them.  

Lastly, you may be able to affect change within larger systems by demanding change as an individual 

participant operating in collective action, for example, refusing to purchase goods from a store owner 

that supports a coup. You may not personally know anyone else who is participating in the boycott, but 

when done collectively it can have an impact if sustained over time.  

We all occupy positions of power and influence. We all sit within and alongside institutions that can 

become critical players in preventing a coup. So think about your spheres of influence and begin to work 

along three critical lines of questioning. 



 

Building Blocks of Movement Organizing 

 

This section covers a series of strategic concepts for organized resistance and disruption of the status 

quo. Much of this can be applied to the specifics of the election, but there are some strategic issues that 

apply beyond the specific flashpoint of November. 

Power Mapping  

We must know who’s in power, and how to pull the levers of power to make those powerful people 

bend to the will of the people. Power mapping helps you understand your context, who the various 

players are, and what leverage points you might have with them. We traditionally think of power maps 

as documenting those in power who can support or are opposed to our campaign or movement. They 

can help us identify those who we need to target. Local mayors, legislators, city council people, and 

business leaders are all potential players that can be moved or focused on. Here’s an example of a 

target map that was made in Philadelphia for recent actions. It includes addresses and the ways that 

each person or institution is connected to the problem.   

Making your power map public can let power players know that you’re targeting them, and might help 

push them to change. You can even include other relevant information like affiliations, boards they sit 

on, foundations they are a part of, churches they go to, and other personal or organizational 

information. If you’re distributing this map publicly, as was done with the Philadelphia power map linked 

to above, with the purpose of pressuring your targets, be sure to include what they can do to get their 

name or institution off the map (by publicly supporting your agenda, for example). 

Physical Mapping 

Another tack in mapping is to think about the physical geography of your city, region or town. If we 

begin to think about shutting down entire cities, regions, or lines of commerce we need to map the 

physical locations that might get us to our goal. Power exists within individual power holders but  also 

flows along geographic lines. We can demand change and embody non-compliance by shutting down 

physical areas like highways, urban districts, or individual buildings. Last summer Shut Down DC used 

multiple affinity groups to organize actions at multiple intersections across the city, effectively halting 

operations across a wide region. If our goal is to truly interrupt business-as-usual as an act of resistance 

to a coup, then we should know how business flows. What intersections in your town make sense to 

coordinate to take over and hold? Are there major highways that act as regional conduits for traffic and 

commerce that can be sites for actions? Are there relevant institutions that could be permanently 

occupied that would stop the functioning of business and/or political processes?  

Points of Intervention 

Once you have mapped who holds power and how it flows you need to determine the safest and most 

effective Point of Intervention. Can you shut down the entire downtown area or shut down a single 

highway? Should you pressure your target by going to their headquarters or by occupying a space that 

disrupts commerce and publicly forcing a reaction from them? Answering these questions is about 

identifying your point of intervention.  

https://littlesis.org/toolkit
http://tinyurl.com/phillynextmarch
https://www.shutdowndc.org/
https://beautifulrising.org/tool/points-of-intervention


Identifying Allies 

Knowing who you need to move to stop a coup will be an important part of local organizing efforts. 

National targets are one thing, but locally you have to decide who in your area needs to be on your side 

for you to win. Don’t spend too much time thinking about how to convert your most ardent opponents. 

Instead, focus on actions that will bring the masses of people who are inactive onto your side. The 

Spectrum of Allies Tool can help map this out and can be useful in thinking about planning actions. 

Audience, Messaging, Framing, and Effectiveness 

Messaging is central to recruiting, engaging, and mobilizing people. Framing your message is also crucial. 

Framing is everything! Too often we fall into oppositional framing, only responding defensively to 

attacks. Have clear talking points that share your framing, and stick to them. Use Media Justice's Guiding 

Questions for Framing to help you create your framing.  And know that you won’t please everyone with 

your actions or your desires. Know who your audience is, and target a message that appeals to them 

with shared values. Make sure everyone in your action knows a few basic messaging points and that 

they know their role in delivering the message. Racial Equality Tools has a plethora of Messaging 

Resources.  

Action Logic and Building Capacity  

You don’t want onlookers to leave wondering, “What was that about?” Think about how the action itself 

can answer that question. Ensuring that the action connects to the reason for the action is called Action 

Logic. How does your disruption make it even clearer to the public that a coup is occurring?  

A well-orchestrated action should build strength, not diminish it. Think about the long term trajectory of 

the campaign before planning an action. For example, don't organize your first actions in a way that 

prevents future actions from being able to happen, for instance getting your entire leadership arrested. 

Who will carry on the campaign? Using tools like the SMART Objectives can help you plan actions, 

including disruption, that build capacity, propelling your movement toward victory.   

  

 

Action Preparation Basics 

 

Build Support Structures  

Food 

In the context of uprisings, especially sustained uprisings, basic human needs should be taken into 

account. In the past, mobilizations have often included a dedicated team of cooks who try to provide 

meals to folks in the streets. If you’ve been out at a protest recently you might have been handed a 

snack. That's what we’re talking about. If your community has a  mobile propane kitchen set up that can 

feed 5000 people, wonderful. If you can help organize 10 people to make burritos in a kitchen and 

distribute them to folks in the streets, also wonderful. And if you are encamped, consider the 

consequences of food… Do you have outhouses or composting toilets?  

https://beautifulrising.org/tool/spectrum-of-allies
https://mediajustice.org/wp-content/uploads/2020/01/FramingGuidingQuestions.pdf
https://mediajustice.org/wp-content/uploads/2020/01/FramingGuidingQuestions.pdf
https://www.racialequitytools.org/act/communicating/framing-and-messaging
https://www.racialequitytools.org/act/communicating/framing-and-messaging
https://beautifulrising.org/tool/action-logic
https://beautifulrising.org/tool/action-logic
https://beautifulrising.org/tool/smart-objectives


Medics 

Street Medics are trained to respond to the basic needs of protest. Often this includes minor wounds 

and offering water to thirsty protesters, but can also include responding to physical trauma, tear gas and 

pepper spray, and other injuries. While many street medics are minimally trained and not necessarily 

healthcare professionals, they can be crucial in offering medical assistance in a context in which the 

authorities have little or no interest in protecting people. Local trained street medics should also have 

useful information on basic safety practices like eye flushes and what to use (and not use) in your eyes. 

Please no baking soda, cola or milk.  

Sustainable action 

Sustained action is hard. Not only physically, but also emotionally and mentally grueling. Interpersonal 

and inter-community conflict in times of crisis is real and is also used by federal agents to tear apart 

organizing communities. Building effective communities of care, conflict engagement (as opposed to 

resolution), downtime, arts and culture, as well as understanding the nature of historical and personal 

trauma and how it can affect us in moments of crisis is all the deep and long work of keeping people in 

action. Organized groups of people who can proactively offer trauma and emotional support to the 

movement can help break the cycle of fatigue, avoidance, and eventual burnout.  Building teams 

dedicated to proactive conflict engagement can help break the cycle of our people tearing each other 

apart and leaving the work. 

 

Other question for sustainable action might include: 

Do we have access to resources we need, like time, human bodies, food, water, transportation, gear, 

and money?  

Do we have people with specialized skills who can help others learn those skills?  

Are we making time to check-in with one another (tension checks, one word affirmations, and other 

expressions that deepen respect, demonstrate care, and facilitate mutual growth)?  

Are there any basic shared practices that can we introduce to our action spaces in order to ground us 

in difficult moments and support us to stick together through uncertainty, fear, and even set-backs?  

 

Each practice will be specific to each community’s organizing culture, strategy, and action logic/setting. 

Examples of culture-building customs or actions include land acknowledgement, repeated use of 

particular music/movement/songs/speeches to focus and connect those gathered, and intentional 

check-in practices for action buddies/affinity groups and support teams to engage with one another 

before engaging in or witnessing action/taking risk.  

 



Movement Legal Support  

If we are to participate in the kind of actions needed in response to a potential coup, we will break some 

laws. We must be prepared to break the laws, and support those who are arrested.  

Behind every good action is a dedicated group of people tracking arrests, charges, bails, bonds, future 

court dates and fundraising. Check out this primer video, Law for Black Lives’ page, and Mutant Legal’s 

Best Practices for Jail Support for useful information and support on building a local jail support team.  

It should be noted in the context of many bail funds that have arisen recently that, at times, bail funds 

and jail support teams differ in their focus.  

 

Bail funds raise and provide money for bail. Many bail funds will see protest arrests as an integral part of 

what they support.  

 

Jail support teams are dedicated to tracking people throughout the process of arrest, detention, 

release, and subsequent trial. They are generally built to support a specific action or mobilization, but in 

some cases they can exist as independent pieces of movement infrastructure that are ongoing. Jail 

support teams can be essential in filtering communication between the inside and outside of jail and 

coordinating inside and outside needs of those arrested. Jail support teams will hold the jail support 

forms that might be filled out by those taking action. While it’s unlikely in a moment of mass resistance 

a jail support team will know everyone in the streets, individual organizing groups (your crew, your 

buddies, your affinity group) can record personal information and provide it to a larger movement or 

action jail support team if people are arrested as a way of tracking people without centralizing all 

information. 

Jail Solidarity in the context of mass action once meant the refusal to give personal information as a way 

of slowing down processing of individuals, mitigating the targeting of those at risk, and opening up the 

possibility that everyone would be released with a reduction in charges. While current systems in many 

jails make identification a simpler and quicker process, if we broaden our definitions of  jail solidarity to 

include all forms of solidarity amongst those incarcerated or arrested, it can still be helpful in protecting 

vulnerable arrestees while in custody, and can certainly make the difference in the outcome of trials 

down the road for co-defendants.  

 

We would offer that in the context of a stolen election or other disruptive scenarios, jail solidarity, 

when practiced by those who have the privilege to do so, can be an incredibly compelling tactic.  If 

tens of thousands of people are in jail, and held at stadiums, and other government buildings because 

the jails overflow, it delegitimizes the regime in power.  Many of us should make the choice not to 

cooperate with a fundamentally unjust system. 

 

Agreements 

https://www.disruption-project.org/blog/jail-support-training-call
http://www.law4blacklives.org/tool-kits-tip-sheets
https://mutantlegal.info/?page_id=162
http://bigdoorbrigade.com/wp-content/uploads/2019/08/CJE_NBFN_Community-Bail-Funds-as-an-Organizing-Tool.pdf
http://www.midnightspecial.net/materials/actionlegal.html
http://www.rosehipmedics.org/wp-content/uploads/2011/07/Jail-Support-for-Public.pdf
http://www.rosehipmedics.org/wp-content/uploads/2011/07/Jail-Support-for-Public.pdf
https://www.organizingforpower.org/jail-support-solidarity/


Creating action agreements as part of your organizing lead up can be an integral part of building a 

cohesive group strategy.   Action agreements allow for clarity of purpose and unity of strategic vision. 

They can also be useful in anticipating conflicts that might emerge and addressing them before they 

become public problems.   

 

General Advice on Being in the Streets 

THERE IS A LOT MORE INFO IN OUR RESOURCES DOCUMENT 

 Be flexible, and spontaneous. Embrace emergence in the crowd. Don’t be so devoted to your 

plan that you can’t pivot when needed.  

 Be clear about your targets and why they are important. What can they do or who are we trying 

to call on to make a public stance on the issue?  

 Be prepared for a police response, plan and dress appropriately.  

 Don’t spread unconfirmed rumors. They can move through a crowd like fire.  

 Don’t purposefully avoid tension with authorities. We are there to do our action and we will try 

to accomplish our goals.  

 

 

https://docs.google.com/document/d/11fMkHmxbQtCHMeUsxeTSJLNWv783SOnoO2QsZy-2QpE/edit?usp=sharing


Organizing to Prevent a Coup 

 

We must be ready for a coup. (Stephen Zunes has written a historical analysis for this kind of 

preparation.) And one way to respond to a coup is to shut things down, to find physical chokepoints that 

will disrupt the flow of capital. We suggest building what we call “shut down tables.” This section of the 

guide is organized to that end.  

 

 

Getting Into Formation: Building a “Shut-Down Table” 

First of all, trust yourself and those you are working with; there is no one way to build something that is 

capable of shutting down a region. You know your local conditions best.  

Planning is going to be messy. We are talking about a huge undertaking, so it will not be possible to 

make the perfect plan. There are four main areas you want to think about: research, building the table, 

tactics, and recruitment. 

Research   

In order to really win we will need to force some pillars of power (business, military, media, or other 

major institutions) to decide to side with the people, or at least get out of the way.  If everyday life goes 

on, a despot will not leave power, and so there will be no incentive for real systems change. You want to 

think about what it might take to stop business-as-usual. This will require research. We’ve organized 

that around two questions: 

Who runs the region? We must keep industry and government from functioning. In this time when 

everyone is working from home, home blockades and demonstrations are a potentially effective tool. 

Make a list of key government officials and the heads of local corporations. If you are looking for where 

they live, you can get tips on researching home addresses. They might all live in the same 

neighborhood, so you can think about how you can block off whole neighborhoods, as well.  

Additionally, a lot of the plutocrats live a different reality from the rest of us, so we might want to 

consider shutting down their private airports. 

What goods are being produced in your region, and how do they move? The other way to think about 

shutting down business as usual is to think about how goods and people move. Your region might have a 

https://www.nonviolent-conflict.org/wp-content/uploads/2017/12/Stephen-Zunes-Monograph_Final.pdf
https://www.disruption-project.org/blog/finding-a-decisionmakers-home


system of highways and rails and ports. You might even be able to find out how things move by looking 

at your local Port Authority Website, if there is one. If there isn’t, search for “logistics hubs” in your city. 

As you start to plan, think about what it would take to shut things down, and remember to build in 

redundancy.  One highway blockade can be cleared, but multiple ones are more challenging. 

Encampments outside homes combined with street blockades build in a kind of protection that if one 

tactic does not work, another one might. 

Building the Table  

If we need to deploy to prevent a stolen election, we expect millions of people to take to the streets, 

organized or not. In that way, when we think about who needs to be part of the plan, it is less about 

groups that can mobilize large numbers of people, and more about who has credibility and tactical 

acumen. The action council is a useful mobilization model for working with many independent groups.  

 

An Action Council is a coordination group representing many organizations, crews, affinity groups 

and support people focused on a single mobilization or strategy.  

 

In the past, Action Councils have been used to coordinate thousands  (or tens of thousands) of self 

organized people in mass action. The Ferguson Uprising is one example that used this kind of council.  

 

The Basic Principles of Organizing an Action Council 

It is a tactical coordinating body, not a coalition. Action Councils are really good at coordinating roles of 

many independent groups for a moment of mobilizing. They are less useful as meetings where 

organizations are seeking philosophical alignment with each other. Some groups may be comfortable 

with different levels of risk than others, and action councils provide a way for there to be different levels 

of escalated action and risk-taking. 

Use the spokes council model if your group is large enough, or each of the members of the council are 

representing many people. 

Equal participation for scrappy smaller groups and larger unions and community organizations. Since we 

are entering a time of so much uncertainty, having a bigger budget does not necessarily mean that 

you’re able to deploy larger numbers of people. 

Share critical mobilization infrastructure. We are going to need direct action trainers, medics, jail 

support, food, and communications (including communications if authorities shut off cellphones or the 

internet). A council utilizes groups that can be of service to multiple groups.  In other words we share 

the infrastructure that undergirds what is necessary. 

https://static1.squarespace.com/static/5e1cbc3f96a3054605f23817/t/5ed554a6f129886328359bfe/1591039145439/Using+an+Action+Council+Booklet.pdf
https://www.seedsforchange.org.uk/spokescouncil


All groups who agree to the principles are welcome. Because the council is not a decision-making body, 

we can invite all groups to participate.   

 

However we may want to be clear on a few things that come with an invitation. 

  Clarity of Purpose and Principles:  Make sure people and groups you invite understand that this 

is a table designed to shut things down, so people do not get confused and disagree with the 

premise. It also helps to have principles that people can sign onto. Here is an example of Shut 

Down DC’s principles. 

 

 Transparent Agendas and Facilitation:  If groups think someone else is getting the agendas in 

advance, or that a facilitator is biased, it can disrupt planning very quickly. 

 Encourage Lots of Roles and Tactics: Remember that there is room for many many people to 

participate. Folks need to be clear about what they and their group is offering to do. Different 

groups will have different tactical and organizational methods. They are all welcome as long as 

they fit within the principles the council has agreed to.  

 Welcome People In:  Some groups invite everyone new to come an hour early to understand 

how the council works and answer their questions.  Refrain from using jargon, and speak so that 

the newest people in the room, with the least experience in justice work, understand what you 

are saying. 

 Be Aware of Security, But Don’t Overdo It: Some groups will want to keep their plans discreet, 

and others may be open. The main advantage of openness is increasing your ability to recruit, so 

make sure that those open groups get a chance to recruit new people every meeting. 

 Encourage Representation: Once your council gets rolling, to have a seat at the council means 

that everyone present is representing more than just their individual self. Unless someone is 

offering to fill a very specific individual role (like a facilitator or lawyer giving an update) you 

need to be organized (at least representing a crew of people or affinity group) in order to weigh 

in. This is also a method of minimizing the impact of problematic participation by individuals.  

 

If you follow these guidelines and if those who are invited agree to them, then you should invite as wide 

an array of groups and people as possible. Think about labor unions, community organizations, 

Movement for Black Lives groups, those who led the protests this summer, migrant rights groups, 

LGBTQ groups, Indivisible and MoveOn chapters, and climate groups.  Everyone will have a stake. 

Tactics  

Again, there is not one way to operate, and our resource page has a whole bunch of tactical resources. 

The council should not get in a debate about tactics.  Rather, it should support organizers who are 

planning escalated mass actions that are sustainable. Thousands of people plugging up major highways 

is an effective and highly accessible way to disrupt the movement of capital. Encampments outside the 

https://www.shutdowndc.org/principles
https://www.shutdowndc.org/principles
https://docs.google.com/document/d/11fMkHmxbQtCHMeUsxeTSJLNWv783SOnoO2QsZy-2QpE/edit?usp=sharing


mansions of violent and repressive leaders is also another accessible tactic. Keep things simple, and well 

organized; lead marching crowds to more strategic places (see the research point for thinking about 

which places are most strategic). And remind people we’re in this for the long haul; we lose if we go 

home after a couple of hours. We will actually have to shut things down, not just say we want to shut 

things down. 

 

 Don’t be afraid to exercise tactical leadership. But, be flexible and responsive to innovation from 

the crowd.  

 Art and banners are useful for holding space. Music and song are tools that can create the 

feeling of invitation, but the tone of your action is yours to set and your songs, chants and art 

should reflect the tone you choose.  

 Train as much as you can. We know it’s a pandemic and most meetings will take place over 

Zoom, but if you can train outside, you’ll be much better off.  

 There may be all sorts of practice actions you can take. Our comrades at Shut Down DC have 

already done home visits to Chad Wolf, the Secretary of Homeland Security, and Louis DeJoy, 

the head of the Post Office. We hope to have a list of major political players available to share 

by mid-October. 

 

Recruitment  

As we mentioned earlier, we’re going to need tens of thousands of people across the country to block 

ports, rails, streets and neighborhoods. You should recruit in advance. You can send out emails, texts or 

start petitions to get folks to pledge in advance and be ready. Build as big a list as possible. Also use your 

action council structure to let groups organize their own people.   

Anticipate that there will be a large swell of people wanting to do something who have not been 

involved in any previous planning.  Prepare memes, Facebook posts, and messages that can guide 

people to useful actions on the days they are needed. An invaluable piece of your planning is 

anticipating the moment when everyone wants to do something but no one knows where to go. 

We believe there will be some leadup before we need to shut things down.  For example, the rallies the 

day after Election Day will more likely than not be about getting the votes counted before things 

escalate. If your groups aren’t directly involved with those events, then use them as places to recruit for 

further actions. 

There are two kinds of recruitment: mass recruitment, and individualized recruitment of leaders to the 

council.  

Recruiting leaders and organizations  

For people who are going to be part of the core, one-on-one conversations are necessary. Emails aren’t 

going to cut it. There is no better way to listen to someone’s interests and concerns, ask them questions, 

answer their questions, understand whether or not they are aligned with your effort, than to talk to 

them personally. 

https://docs.google.com/document/d/1WtDZYQ7Q-PUhxhv8VuRVfeD7q3DSpthktlYD-nx4pSc/edit?link_id=9&can_id=17b52cd56b5ae77d0dcb874341a662b8&source=email-resources-for-folks-outside-the-dc-area-but-also-useful-for-dc-people&email_referrer=email_950567&email_subject=resources-for-folks-outside-the-dc-area-but-also-useful-for-dc-people#heading=h.b8drg9345tsr


Mass Recruitment   

There will not be a shortage of people taking to the streets in the event of a contested election. 

However, we will need as many of them as possible thinking about why we need a shut down, rather 

than planning to hold signs.  Some things we can do to recruit include: social media advertising, asking 

groups to email their lists, putting out a public call for meetings and training, asking everyone in each 

meeting to make a list of their friends, and using tools like peer-to-peer texting and phone banks. 

Keeping Track of People  

Thousands of folks are likely to get involved so we need systems for communicating with them. Phone 

calls and texts are so much more critical than social media.  When we have too many folks to do that 

individually, there are progressive database and email programs like Action Network and Peer to Peer 

texting operations like Strive Digital that come from labor or progressive politics that you can use. If you 

are recruiting individuals in advance to affinity groups on the action council or to mass actions, you need 

a dedicated group of folks thinking about how we communicate with them.  

Putting Out/Responding to a Call to Mobilize  

There will likely be a lot of confusion about what’s happening on the days after the election and 

different national groups will be planning different responses. Two things will likely be true through the 

haze: 

The call for mass action will not come from a single organization or group 

There will be a lot of rumors and mis-information floating in the media  

Like we mentioned in the framing section the election will also likely have three broad actionable 

moments or phases: 

1. Lead up actions and organizing 

2. Count every vote (Nov 3rd- Dec 14th)  

3. False Declaration of Victory 

The best thing for your action council or group to do is prepare for each phase of the election which we 

outlined in the beginning of this guide.  

 

Stick to your plan, stay unified, and don’t get sidetracked by unconfirmed reports or random calls to 

action. 

  

 

Other Groups Organizing National Action  

Other groups working on this issue can be found in the resource guide. 

https://docs.google.com/document/d/1WtDZYQ7Q-PUhxhv8VuRVfeD7q3DSpthktlYD-nx4pSc/edit?link_id=9&can_id=17b52cd56b5ae77d0dcb874341a662b8&source=email-resources-for-folks-outside-the-dc-area-but-also-useful-for-dc-people&email_referrer=email_950567&email_subject=resources-for-folks-outside-the-dc-area-but-also-useful-for-dc-people#heading=h.tywdfnsuuv3a
https://docs.google.com/document/d/1WtDZYQ7Q-PUhxhv8VuRVfeD7q3DSpthktlYD-nx4pSc/edit?link_id=9&can_id=17b52cd56b5ae77d0dcb874341a662b8&source=email-resources-for-folks-outside-the-dc-area-but-also-useful-for-dc-people&email_referrer=email_950567&email_subject=resources-for-folks-outside-the-dc-area-but-also-useful-for-dc-people#heading=h.jqtrv7mf1p0k
https://docs.google.com/document/d/11fMkHmxbQtCHMeUsxeTSJLNWv783SOnoO2QsZy-2QpE/edit?usp=sharing


 

When Institutions Break Down 

 

All the above information has been generally applied to moments of localized resistance, mobilizations, 

and uprisings. We are living in a moment, however, when larger institutions of support may begin to 

break down, either because of the tactics of repression on the part of those in power or because of the 

need to halt business-as-usual. Many in the country already live in communities where basic 

infrastructure (access to food, clean water, and medical support) is severely restricted or not available at 

all. Those communities will likely be even more affected by any breakdown in existing systems.  

Because of the Covid-19 pandemic, individual communities have been practicing localized mutual aid. 

Mutual aid organizations have emerged in the past few years in response to natural disasters and 

Covid-19. They can help provide an example to communities seeking to plan around what are essentially 

other forms of disaster. If we find ourselves in a time when the existing structures we rely on begin to 

falter or cease to exist, the work of these communities of practice will need to expand. Being aware of 

the physical needs of impacted communities, talking to people face to face about basic needs, and 

creating needs documents might all be a part of what ongoing resistance requires of us. Proactively 

mapping community needs and identifying who might be able to provide assistance is work that is 

ongoing in communities with mutual aid groups.  

 

  

 

 

 

 

Resources 

 

STOPPING THE COUP GUIDE: RESOURCES AND BACKGROUND INFORMATION 

DEALING WITH THREATS: FROM ASSESSMENT TO (RE)ACTION;  

DIGITAL TO PHYSICAL 

 

 

 

 

Contact: info@disruption-project.org 

 

https://mutualaiddisasterrelief.org/
https://docs.google.com/document/d/11fMkHmxbQtCHMeUsxeTSJLNWv783SOnoO2QsZy-2QpE/edit?usp=sharing
http://tiny.cc/DealingWithThreats
http://tiny.cc/DealingWithThreats


 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

TACTICAL FOLDER 



A tactical folder is a file of information that details a potential high-value building/facility within 

a government/law enforcement department’s jurisdiction. Target folders detail key tactical 

information that can be utilized by units when responding to a crisis. The main focus of effort is 

placed on gathering all of the tactical/intelligence data before responding to a call-out so that 

responding units will have the data pre-prepared and ready to utilize when a crisis occurs at the 

facility and the data then becomes critical. 

Target folders can be very sophisticated or quite simple in their make-up. Regardless of how 

elaborate or simple, they should answer the majority of the priority intelligence requirements 

(PIRs)/ essential elements of information (EEIs) that commanders will want to address during a 

call-out at the crisis site. 

Items that are typically found in a target folder are: 

 Blueprints 

 Photos from all cardinal directions (North, South, East, West) 

 Photos from the ground up and photos from the roof top looking down. 

 Sketches to provide more detail to photographs (distance reference, etc.) 

 Video of key tactical areas 

 Avenues of approach 

 Avenues of egress 

 Potential breaching points (doors, windows, etc.) 

 Potential last covered and concealed positions (LCC)/ attack points (AP) 

 Utilities shut-offs (electricity, gas, water, etc.) 

 Structures type, walls, doors, windows (wood, masonry, steel, etc.) 

 Types of window glass 

 Choke points 

 Potential ambush sites 

 Potential “hardened” area/ safe house (to protect hostages, wounded teammates) 

 Names and contact information of owner, property manager, leasing agent, etc. 

 Information regarding daily operations, number of occupants, type of occupants, etc. 

 Information regarding key personnel (politicians, dignitaries, executives, etc.) 

Medical considerations, issues 

Contact information 

 Location of fire extinguishers, safety equipment, etc. 

 Any other information of tactical value. 

Target folders should be developed for all potential high-value or sensitive facilities within a 

respective jurisdiction. 

 Government buildings 

 Courts 



 Prisons/jails 

 Schools 

 Colleges/universities 

 Banks and financial institutions 

 Public utilities (gas, water, electric companies) 

 Nuclear facilities 

 Public transportation facilities (airports, rail, bus stations, etc.) 

 Medical facilities 

 Key infrastructure (bridges, tunnels, etc.) 

 Maritime facilities (ports, harbors, marinas, etc.) 

 Anything else of high value 

There are many forms of computer software on the market that are designed to assist in the 

development of target folders. Many school resource officers are now utilizing commercial video 

and software programs that are designed to video-document their respective schools from a 

tactical perspective. 

BE PROACTIVE. 

 

 

 

 

 

 

 

 

 

 

Massive Attack On Police: ‘Blueleaks’ 
Hackers Release ‘Hundreds Of Thousands’ 
Of Private Records On Officers 
By Jim Hayek 



Hackers have leaked highly sensitive police files from over 200 police 
departments across the country, according to a Business Insider report 
Monday. 

All files are reportedly searchable by badge number. 

What do we know about this? Activist group DDoSecrets published what the 
outlet calls “hundreds of gigabytes’ worth of potentially sensitive files” from 
police departments across the United States. The group has called the 
information dump “BlueLeaks.” 

The group compiled the records, disseminating them into a searchable 
database that can pull up private information from a police badge number. 
Many of the files include information such as memos, emails, and officers’ 
personal information. 

The group shared information on Twitter regarding the data dump. 

It wrote, “RELEASE: #BlueLeaks (269 GB) Ten years of data from over 200 
police departments, fusion centers and other law enforcement training and 
support resources. Among the hundreds of thousands of documents are police 
and FBI reports, bulletins, guides and more.” 

The outlet reported that much of the information purports to show “how law 
enforcement agencies have been sharing information about COVID-19, George 
Floyd protesters, and even tweets critical of the police.” Security reporter 
Brian Krebs said that the breach took place at a Houston area web services 
company that “maintains several law-enforcement data centers.” 

The group, in a Twitter statement, wrote, “DDoSecrets publishes materials 
submitted by sources, both leakers and hackers. We provide a stable platform 
for the public to access data and an anonymity shield for sources to share it, 
but are uninvolved in the exfiltration of data.” 

What else? Wired reported Monday that Emma Best, co-founder of the group, 
said that the hack is the largest of its kind. 

“It’s the largest published hack of American law enforcement agencies,” Best 
boasted in a text message. “It provides the closest inside look at the state, 
local, and federal agencies tasked with protecting the public, including [the] 
government response to COVID and the BLM protests.” 



Best added that the leak highlights the “underlying attitudes of law 
enforcement,” which trickles down to their policing. 

The underlying attitudes of law enforcement is one of the things I think 
BlueLeaks documents really well,” Best writes. “I’ve seen a few comments 
about it being unlikely to uncover gross police misconduct, but I think those 
somewhat miss the point, or at least equate police misconduct solely with 
illegal behavior. Part of what a lot of the current protests are about is what 
police do and have done legally.” 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Leaderless Resistance 

An Essay by Louis Beam  
 

"Leaderless Resistance" -- Part One  

The concept of leaderless resistance was proposed by Col. Ulius Louis Amoss, 
who was the founder of International Service of Information Incorporated, located in 
Baltimore, Maryland. Col. Amoss died more than 15 years ago, but during his life he 



was a tireless opponent of Communism, as well as a skilled intelligence officer. 
Col. Amoss first wrote of leaderless resistance on April 17, 1962. His theories of 

organization were primarily directed against the threat of eventual Communist takeover 
in the United States. The present writer, with the benefit of having lived many years 
beyond Col. Amoss, has taken his theories and expounded on them. 

Col. Amoss feared the Communists. This author fears the federal government. 
Communism now represents a threat to no one in the United States, while federal 
tyranny represents a threat to EVERYONE. The writer has joyfully lived long enough to 
see the dying breaths of Communism, but may unhappily remain long enough to see 
the last dying gasps of freedom in America. 

In the hope that, somehow, America can still produce the brave sons and 
daughters necessary to fight off ever-increasing persecution and oppression, this essay 
is offered. Frankly, it is too close to call at this point. Those who love liberty, and believe 
in freedom enough to fight for it, are rare today; but within the bosom of every once 
great nation, there remains secreted the pearls of former greatness. 

They are there. I have looked into their sparkling eyes; sharing a brief moment in 
time with them as I passed through this life. Relished their friendship, endured their 
pain, and they mine. We are a band of brothers native to the soil, gaining strength one 
from another as we have rushed headlong into battle that all the weaker, timid men say 
we can not win. Perhaps not... but then again, perhaps we can. It's not over till the last 
freedom fighter is buried or imprisoned, or the same happens to those who would 
destroy their liberty. 

Barring any cataclysmic events, the struggle will yet go on for years. The 
passage of time will make it clear to even the more slow among us that the government 
is the foremost threat to the life and liberty of the folk. The government will no doubt 
make today's oppressiveness look like grade school work compared to what they have 
planned in the future. Meanwhile, there are those of us who continue to hope that 
somehow the few can do what the many have not. 

We are cognizant that before things get better they will certainly get worse as 
government shows a willingness to use ever more severe police state measures against 
dissidents. This changing situation makes it clear that those who oppose state 
repression must be prepared to alter, adapt, and modify their behavior, strategy, and 
tactics as circumstances warrant. Failure to consider new methods and implement them 
as necessary will make the government's efforts at suppression uncomplicated. It is the 
duty of every patriot to make the tyrant's life miserable. When one fails to do so he not 
only fails himself, but his people. 

With this in mind, current methods of resistance to tyranny employed by those 
who love our race, culture, and heritage must pass a litmus test of soundness. Methods 
must be objectively measured as to their effectiveness, as well as to whether they make 
the government's intention of repression more possible or more difficult. Those not 
working to aid our objectives must be discarded, or the government benefits from our 
failure to do so. 

As honest men who have banded together into groups or associations of a 
political or religious nature are falsely labeled "domestic terrorists" or "cultists" and 
suppressed, it will become necessary to consider other methods of organization, or as 
the case may very well call for: non- organization. 



One should keep in mind that it is not in the government's interest to eliminate all 
groups. Some few must remain in order to perpetuate the smoke and mirrors for the 
masses that America is a "free democratic country" where dissent is allowed. Most 
organizations, however, that possess the potential for effective resistance will not be 
allowed to continue. Anyone who is so naive as to believe the most powerful 
government on earth will not crush any who pose a real threat to that power, should not 
be active, but rather at home studying political history. 

The question as to who is to be left alone and who is not, will be answered by 
how groups and individuals deal with several factors such as: avoidance of conspiracy 
plots, rejection of feebleminded malcontents, insistence upon quality of the participants, 
avoidance of all contact with the front men for the federals - the news media - and, 
finally, camouflage (which can be defined as the ability to blend in the public's eye the 
more committed groups of resistance with mainstream "kosher" associations that are 
generally seen as harmless). 

Primarily though, whether any organization is allowed to continue in the future 
will be a matter of how big a threat a group represents. Not a threat in terms of armed 
might or political ability, for there is none of either for the present, but rather, threat in 
terms of potentiality. It is potential the federals fear most. Whether that potential exists 
in an individual or group is incidental. The federals measure potential threat in terms of 
what might happen given a situation conducive to action on the part of a resistive 
organization or individual. Accurate intelligence gathering allows them to assess the 
potential. Showing one's hand before the bets are made is a sure way to lose. 

The movement for freedom is rapidly approaching the point where, for many 
people, the option of belonging to a group will be non-existent. For others, group 
membership will be a viable option for only the immediate future. Eventually, and 
perhaps much sooner than most believe possible, the price paid for membership will 
exceed any perceived benefit. But for now, some of the groups that do exist often serve 
a useful purpose either for the newcomer who can be indoctrinated into the ideology of 
the struggle, or for generating positive propaganda to reach potential freedom fighters. It 
is sure that, for the most part, this struggle is rapidly becoming a matter of individual 
action, each of its participants making a private decision in the quietness of his heart to 
resist: to resist by any means necessary. 

It is hard to know what others will do, for no man truly knows another man's 
heart. It is enough to know what one himself will do. A great teacher once said "know 
thyself." Few men really do, but let each of us promise ourselves not to go quietly to the 
fate our would-be masters have planned. 

The concept of leaderless resistance is nothing less than a fundamental 
departure in theories of organization. The orthodox scheme of organization is 
diagrammatically represented by the pyramid, with the mass at the bottom and the 
leader at the top. This fundamental of organization is to be seen not only in armies, 
which are, of course, the best illustration of the pyramid structure, with the mass of 
soldiery (the privates) at the bottom responsible to corporals; who are in turn 
responsible to sergeants, and so on up the entire chain of command to the generals at 
the top. But the same structure is seen in corporations, ladies' garden clubs, and in our 
political system itself. This orthodox "pyramid" scheme of organization is to be seen 
basically in all existing political, social, and religious structures in the world today, from 



the Federal government to the Roman Catholic Church. 
The Constitution of the United States, in the wisdom of the Founders, tried to 

sublimate the essential dictatorial nature pyramidal organization by dividing authority 
into three: executive, legislative, and judicial. But the pyramid remains essentially 
untouched. 

This scheme of organization, the pyramid, is not only useless, but extremely 
dangerous for the participants when it is utilized in a resistance movement against state 
tyranny. Especially is this so in technologically advanced societies where electronic 
surveillance can often penetrate the structure, thus revealing its chain of command. 
Experience has revealed over and over again that anti-state political organizations 
utilizing this method of command and control are easy prey for government infiltration, 
entrapment, and destruction of the personnel involved. This has been seen repeatedly 
in the United States where pro-government infiltrators or agent provocateurs weasel 
their way into patriotic groups and destroy them from within. 

In the pyramid form of organization, an infiltrator can destroy anything which is 
beneath his level of infiltration, and often those above him as well. If the traitor has 
infiltrated at the top, then the entire organization from the top down is compromised and 
may be traduced at will. 

"Leaderless Resistance" -- Part Two  

A recent example of the cell system taken from the left wing of politics are the 
Communists. The Communists, in order to get around the obvious problems involved in 
pyramidal organization, developed to an art the cell system. They had numerous 
independent cells which operated completely isolated from one another and particularly 
with no knowledge of each other, but were orchestrated together by a central 
headquarters. For instance, during WWII, in Washington, it is known that there were at 
least six secret Communist cells operating at high levels in the United States 
government (plus all the open Communists who were protected and promoted by 
President Roosevelt), however, only one of the cells was rooted out and destroyed. 
How many more actually were operating, no one can say for sure. 

The Communist cells which operated in the U.S. until late 1991 under Soviet 
control could have at their command a leader who held a social position which 
appeared to be very lowly. He could be, for example, a busboy in a restaurant, but in 
reality a colonel or a general in the Soviet Secret Service, the KGB. Under him could be 
a number of cells, and a person active in one cell would almost never have knowledge 
of individuals who were active in other cells; in fact, the members of the other cells 
would be supporting that cell which was under attack and ordinarily would lend very 
strong support to it in many ways. This is at least part of the reason, no doubt, that 
whenever in the past Communists were attacked in this country, support for them 
sprang up in many unexpected places. 

The effective and efficient operation of a cell system after the Communist model 
is, of course, dependent upon central direction, which means impressive organization, 
funding from the top, and outside support, all of which the Communists had. Obviously, 
American patriots have none of these things at the top or anywhere else, and so an 
effective cell organization based upon the Soviet system of operation is impossible. 



Two things become clear from the above discussion. First, that the pyramid form 
of organization can be penetrated quite easily and it thus is not a sound method of 
organization in situations where the government has the resources and desire to 
penetrate the structure, which is the situation in this country. Secondly, that the normal 
qualifications for the cell structure based upon the Red model does not exist in the U.S. 
for patriots. This understood, the question arises "What method is left for those resisting 
state tyranny?" 

The answer comes from Col. Amoss who proposed the "Phantom Cell" mode of 
organization which he described as Leaderless Resistance. A system of organization 
that is based upon the cell organization, but does not have any central control or 
direction, that is in fact almost identical to the methods used by the committees of 
correspondence during the American Revolution. Utilizing the Leaderless Resistance 
concept, all individuals and groups operate independently of each other, and never 
report to a central headquarters or single leader for direction or instruction, as would 
those who belong to a typical pyramid organization. 

At first glance, such a form of organization seems unrealistic, primarily because 
there appears to be no organization. The natural question thus arises as to how are the 
"Phantom Cells" and individuals to cooperate with each other when there is no inter-
communication or central direction? 

The answer to this question is that participants in a program of leaderless 
resistance through "Phantom Cell" or individual action must know exactly what they are 
doing and how to do it. It becomes the responsibility of the individual to acquire the 
necessary skills and information as to what is to be done. This is by no means as 
impractical as it appears, because it is certainly true that in any movement all persons 
involved have the same general outlook, are acquainted with the same philosophy, and 
generally react to given situations in similar ways. The previous history of the 
committees of correspondence during the American Revolution shows this to be true. 

Since the entire purpose of leaderless resistance is to defeat state tyranny (at 
least in so far as this essay is concerned), all members of phantom cells or individuals 
will tend to react to objective events in the same way through usual tactics of resistance. 
Organs of information distribution such as newspapers, leaflets, computers, etc., which 
are widely available to all, keep each person informed of events, allowing for a planned 
response that will take many variations. No one need issue an order to anyone. Those 
idealists truly committed to the cause of freedom will act when they feel the time is ripe, 
or will take their cue from others who precede them. While it is true that much could be 
said against this kind of structure as a method of resistance, it must be kept in mind that 
leaderless resistance is a child of necessity. The alternatives to it have been shown to 
be unworkable or impractical. Leaderless resistance has worked before in the American 
Revolution, and if the truly committed put it to use themselves, it will work now. 

It goes almost without saying that Leaderless Resistance leads to very small or 
even one-man cells of resistance. Those who join organizations to play "let's pretend" or 
who are "groupies" will quickly be weeded out. While for those who are serious about 
their opposition to federal despotism, this is exactly what is desired. 

From the point of view of tyrants and would-be potentates in the federal 
bureaucracy and police agencies, nothing is more desirable than that those who oppose 
them be UNIFIED in their command structure, and that EVERY person who opposes 



them belong to a pyramid style group. Such groups and organizations are easy to kill. 
Especially in light of the fact that the Justice (sic) Department promised in 1987 that 
there would never be another group to oppose them that they did not have at least one 
informer in! These federal "friends of government" are ZOG or ADL intelligence agents. 
They gather information that can be used at the whim of a federal D.A. to prosecute. 
The line of battle has been drawn. 

Patriots are REQUIRED, therefore, to make a conscious decision to either aid 
the government in its illegal spying (by continuing with old methods of organization and 
resistance), or to make the enemy's job more difficult by implementing effective 
countermeasures. 

Now there will, no doubt, be mentally handicapped people out there who will 
state emphatically in their best red, white, and blue voice, while standing at a podium 
with an American flag draped in the background and a lone eagle soaring in the sky 
above, that, "So what if the government is spying? We are not violating any laws." Such 
crippled thinking by any serious person is the best example that there is a need for 
special education classes. The person making such a statement is totally out of contact 
with political reality in this country, and unfit for leadership of anything more than a dog 
sled in the Alaskan wilderness. The old "Born on the Fourth of July" mentality that has 
influenced so much of the Aryan-American Patriot's thinking in the past will not save him 
from the government in the future. "Reeducation" for non-thinkers of this kind will take 
place in the federal prison system where there are no flags or eagles, but an abundance 
of men who were "not violating any laws.". 

Most groups who "unify" their disparate associates into a single structure have 
short political lives. Therefore, those movement leaders constantly calling for unity of 
organization, rather than the desirable Unity of Purpose, usually fall into one of three 
categories:  

1. They may not be sound political tacticians, but rather, just committed men 
who feel unity would help their cause, while not realizing that the 
government would greatly benefit from such efforts. The Federal objective, 
to imprison or destroy all who oppose them, is made easier in pyramid 
organizations.  

2. Or, perhaps, they do not fully understand the struggle they are involved in, 
and that the government they oppose has declared a state of war against 
those fighting for faith, folk, freedom, property and constitutional liberty. 
Those in power will use any means to rid themselves of opposition.  

3. The third class calling for unity, and let us hope this is the minority of the 
three, are men more desirous of the supposed power that a large 
organization would bestow, than of actually achieving their stated purpose.  

Conversely, the LAST thing federal snoops want, if they had any choice in the 
matter, is a thousand different small phantom cells opposing them. It is easy to see why. 
Such a situation is an intelligence nightmare for a government intent upon knowing 
everything they possibly can about those who oppose them. The Federals, able to 
amass overwhelming strength of numbers, manpower, resources, intelligence 
gathering, and capability at any given time, need only a focal point to direct their anger 



[ie Waco]. A single penetration of a pyramid style organization can lead to the 
destruction of the whole. Whereas, leaderless resistance presents no single opportunity 
for the Federals to destroy a significant portion of the resistance. 

With the announcement of the Department of Justice (sic) that 300 FBI agents 
formerly assigned to watching Soviet spies in the U.S. (domestic counter-intelligence) 
are now to be used to "combat crime," the federal government is preparing the way for a 
major assault upon those persons opposed to their policies. Many anti-government 
groups dedicated to the preservation of the America of our Forefathers can expect 
shortly to feel the brunt of a new federal assault upon liberty. 

It is clear, therefore, that it is time to rethink traditional strategy and tactics when 
it comes to opposing state tyranny, where the rights now accepted by most as being 
inalienable will disappear. Let the coming night be filled with a thousand points of 
resistance. Like the fog which forms when conditions are right, and disappears when 
they are not, so must the resistance to tyranny be.  

 

 

 



 

SWARMING TACTICS 

 

How TACTICAL JUGMENTS and CALCULATED RISKS factor into VIOLENT 

ENCOUNTERS  

By Fred Leland   

“In tactics, the most important thing is not whether you go left or right, but why you go 

left or right.” ~A. M. Gray  

Tactics is the art and science of winning engagements and conflicts. Tactics refers to 

the concepts and methods we use to accomplish a particular objective. The essence of 

conflict has been defined as a struggle between two hostile, independent, and 

irreconcilable wills, each trying to impose itself on the other, or a “clash” between two 

complex adaptive systems! This “complex adaptive system” is a, walking, talking, 

submitting or confronting, interacting and isolating, persuading and forcing, running and 

gunning, thinking and acting, disrupting adversary(s).   

Tactics is not a thing, but a process, especially a mental process. It’s a way of doing 

something. It is not just a certain type of attack or defense; it is also why you chose that 

particular attack or defense. Tactics is not just your decision; it is how you come to your 

decision, your method. This implies that tactical judgment and calculated risk taking is 

necessary in our approach to solving complex violent encounters, with armed and 

dangerous adversary(s). It also implies utilizing a unique approach and doing something 

unexpected by the adversary, considering the specific adversary, time, risk level and 

place. Keep in mind the unexpected tactic chosen may be conventional or 

unconventional. Just because a certain method/tactic has been around for a while does 

not mean it cannot be used in an unexpected way. Tactics are both science and art not 

in what to do, but in how to think! We should not respond without knowing and 

understanding the “why” behind the way we respond. This is an important aspect of 

tactics for all law enforcement officers to understand, especially those on the streets 

who deal with the complex problems and make the critical decisions found in every 

community.   

Adversaries we encounter have a say in the outcome of engagements, a fact we often 

forget when we respond and deal with calls and crises at the street cop’s level. 

Adversaries train and prepare (Arquilla & Ronfeldt). Fourth generation warfare 

techniques and methods is where we are evolving when it comes to potential threats. 

New generations of terrorists and criminals, both at home and abroad, are also pursuing 

innovations as a result of the information revolution (Arquilla & Ronfeldt).   

We are already seeing this methodology taking place with gangs, organized crime, drug 

cartels and even the untrained are attempting this. Remember Columbine and the 17- 

and 18-year-old students who set up a secondary location with an improvised explosive 



device to disrupt the response system. There are also conventional criminals using 

unconventional methods. An example is the armed robber using hoax or real explosive 

devices in one location as they rob a bank or business in another location. Mumbai, 

India,  

is a powerful example of this at work. A 10-man terrorist team split up, spread out and 

swarmed over this city killing hundreds and wounding more, while keeping the city of 

Mumbai at bay for more than 60 hours as those tasked with dealing with the crisis were 

confused and hesitant in how to respond to such an attack.   

They are organizing into loose, transnational networks that allow for increased 

coordination and cooperation among dispersed groups and individuals who are able to 

stay securely separated in case anyone is caught and incriminated. For example, inside 

the U.S. some leaders of the sprawling radical right in the United States subscribe to a 

doctrine of “leaderless resistance” that can motivate “lone wolves” to commit violent acts 

entirely on their own account.  

There’s a growing power of small units, groups, and individuals who are able to connect 

and act conjointly by adopting networked forms of organization with related doctrines 

and strategies and technologies. These cases speak to the rise of “swarming” as a 

mode of conflict. In the future, we shall have to learn to fight nimbly against an array of 

armed adversaries who will likely do all they can to avoid facing us head-on in battle 

(Arquilla & Ronfeldt).  

Adversaries of the future will use elusiveness by mobility or concealment, and systems 

disruption through targeting multiple locations to test our emergency response systems. 

Superior situational awareness through planning and use of technology is already part 

of their methodology and stand-off capability. Blending in or utilizing surprise in an 

attempt to establish and maintain the tempo of conflict will be part of this as well.   

P.I.N an Adversary  

Realistic training that factors in the ability to think and act under pressure has always 

been important (although not emphasized enough in law enforcement), and the need for 

it is even more necessary today as threats, and those who threaten, continue to evolve. 

Law enforcement tactics must evolve as well. What techniques work and which ones 

fail? When do we use four men versus one? When do we use two- or three-man 

concepts versus SWAT techniques? The importance of why we choose a particular 

technique must be explored as well.   

I have been researching and experimenting in training with swarming tactics also known 

as converging tactics and whether this technique has a tactical place in our responses 

to an ongoing deadly action such as active shooter, multiple adversaries or multiple 

target situations. The two great resources I used were John Arquilla and Dave Ronfeldt 

"Swarming & the Future of Conflict" and Sean J.A. Edwards', "Swarming on the 

Battlefield Past, Present and Future." Both resources are from RAND, National Defense 

Research Institute, and cover the history of swarming tactics, how the methodology is 



utilized, the command and control structure necessary for successful swarming 

operations and the tactic's strengths and weaknesses. I recommend both resources.  

Swarming is described as engaging an adversary from all directions simultaneously. 

The technique is nothing new. Alexander the Great and Genghis Khan used the 

techniques to outwit and outpace larger and more highly trained adversaries. Can we in 

law enforcement combat and defeat dispersed and maneuvering adversaries with a 

swarming type of response? Will this technique work for the first responders, the street 

cops responding to ongoing deadly action where minutes, if not seconds, weigh heavily 

on the death and injured count?   

For example, instead of responding and massing at side 1 of a location under attack 

and entering as a group, respond in a four-man diamond formation and move to contact 

to stop the threat. The first responder enters solo. A back-up responds to side 2, and 

enters. Then the next responder enters on side 3 and the fourth responder enters on 

side 4 (not necessarily in that order). In other words, we respond and engage the threat 

by dispersing and then converging on the threat, cutting off the shooter(s) mobility and 

his access to more victims until we stop the threat. Another variation of this option is to 

mass on side 1 (or any of the other sides), enter, disperse and converge on the threat.  

In a recent “active shooter” workshop, we experimented with this technique and found it 

to be a very effective response. This workshop was all force-on-force; free-play 

exercises utilizing simmunitions. The swarming/converging tactic allowed responders to 

progress toward and engage an adversaries quickly from multiple directions interrupting 

and cutting off the adversaries ability to move about and access victims at will. We 

found it confuses and neutralizes the adversaries, at least momentarily, but long enough 

to change the tempo, allowing responders to gain the advantage and stop the threat. 

Converging from multiple directions disrupts adversarial plans and actions as the 

adversaries become surprised. Their decision making process slows as they attempt to 

figure out what’s happening.  

In the training, adversaries (full time law enforcement officers roll playing as the red 

team) were stopped by an officer converging from another direction with deadly force as 

the adversaries became engaged with the first responder they noticed. Once the 

adversaries became aware of the technique being used (We ran the exercise several 

times.), the adversaries became better prepared but still confused as they attempted to 

attack and defend simultaneously, as responders converged on their location.  

Other positive factors we found when responding and converging from multiple 

directions are that possible escape routes are cut off and victims and potential victims 

are encountered quicker. This allows responders to point out evacuation routes for 

those attempting to escape and cover/lockdown positions as the circumstances dictate. 

Injured victims are also more quickly encountered, which allows responders to make a 

mental note of the locations of the injured and provide that information to tactical 

emergency responders (TEMS) or other emergency rescue reams when the threat is 

stopped. Meanwhile, responders continue to maneuver toward the threat. This does 



require situational awareness and rapid threat recognition. Tactical judgment is crucial 

when attempting to distinguish a friendly victim from a potential foe.   

There is heightened risk to responders as they enter solo and maneuver through the 

environment alone, but the circumstances in an active shooter situation warrant a rapid 

and evolving response. Crossfire or friendly fire concerns is another risk in using 

swarming/converging tactics, but this is always a concern in any evolving tactical 

situation and is prevented through ongoing training. Proper training provides cops who 

think and maneuver tactically and possess the necessary critical skills. Communications 

are crucial factor when utilizing swarming/converging tactics. Explicit communications 

are critical when maneuvering to locate the adversaries and when the adversaries are 

engaged. Implicit communications are also vital to coordinating fields of fire. The 

combination of communication and tactical judgment can only be obtained through 

force- on-force training that creates and nurtures cohesiveness, trust and adaptability 

under pressure.   

With training and adaptive leadership, we are more than capable of utilizing this 

method. In my view, it’s an option we can we apply to an ongoing potentially deadly 

situation. It provides the element of surprise--not in the fact that we are coming or are 

there, but surprise in the methods we use.   

Training full spectrum street cops, those officers responding to the scene first, will be 

the key in accomplishing this. I feel we must explore this more deeply as an option 

especially for police departments with smaller numbers of officers working the street.   

"Knowledge must be so absorbed into the mind that it almost ceases to exist in a 

separate objective way." ~Carl von Clausewitz  

Interaction with your adversaries allows the gathering of actionable information to utilize 

in your efforts to solve strategic and tactical problems. Information gathered only 

becomes actionable when the ability to take what is knowns is applied in a way that 

accords with the circumstances and the overall intent. Always keep in mind that it is 

impossible to control exactly how the adversaries will respond to your actions. The goal 

is to control the mindset of the adversaries with both direct and/or indirect action, which 

takes thinking and adaptability.   

Insight and imagination is needed to adapt tactics and apply them in an innovative way 

to the particular problem at hand. The ability to apply these attributes in a violent 

encounter puts you in a position of advantage. You can then seize the initiative on your 

terms. Controlling the tempo is accomplished with interaction—factors such as moving 

in, tactically loitering, communication, deception, and having force options--and focusing 

your efforts to prevent or resolve the problem. This is known as “operational art,” a 

much needed concept to explore and understand if we are to connect our endgame 

(strategy) with how we play the game (tactics).   

Winning deadly engagements requires knowing many things, including an 

understanding of the environment, the climate of the situation, psychology, physiology, 

decision making, combative skills, firearms skills, leadership and the overall mission or 



intent. In an engagement, all these factors combine in a synergistic way and require 

interaction  

with your adversaries, as well as your fellow officers and the community. Tactical 

options and knowing how and when to apply them, along with understanding a 

particular tactical option is chosen are the key.   

Stay Oriented!  

Fred   

  

BIO:  

Fred T. Leland, Jr. is the Founder and Principal Trainer of LESC: Law Enforcement & 

Security Consulting (www.lesc.NET).In addition to his work with LESC, Fred Leland is 

an active Lieutenant with the Walpole (MA) Police Department. He previously worked as 

a deputy with the Charlotte County (FL) Sheriff’s Department and before that spent six 

years with the United States Marines including as a squad leader in Beirut, Lebanon.   

  

Leland is an accomplished trainer with more than 28 years experience teaching law 

enforcement, military and security professionals. His programs of instruction include 

handling dynamic encounters; threat assessment; non-verbal communications; decision 

making under pressure; evolving threats; violence prevention; firearms; use of force; 

officer created jeopardy and adaptive leadership. He is also a 2004 graduate of the FBI 

National Academy Class 216, and a current instructor for the Massachusetts Municipal 

Police Training Committee. Outcomes based training and education (OBTE) is his 

approach to creating and nurturing decision makers to observe, orient, decide and act 

while considering consequences.  

 

 

 

 

 

 

 

 



 

 

SUGGESTED READING 

 

Carlos Marighells – Mini Manual of the Urban Guerrilla 

J. Bowyer Bell – IRA Tactics and Targets 

Left of Bang – Patrick Van Horne and Jason A. Riley 

Brave New War – John Robb 

Law Enforcement Intelligence: A Guide for State, Local, and Tribal Law Enforcement – David L. 

Carter 

Law Enforcement Counter-Intelligence – Lawrence B. Sulc 

Unintended Consequences – John Ross. This book can only be found on the Internet and it is 

expensive. I would suggest several of you go together, buy, and then read it at your leisure. 

Note the tactics, and it’s a good story as to what we are facing today.  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 


